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Abstract

This thesis deals with fault detection and isolation in water distribution networks. Inflows of contam-
inated water in water distribution networks are regarded as faults. The contaminant concentration in
a water distribution network can be modelled by a linear time-invariant system, where the input of the
system represents inflows of contaminated water, and the output corresponds to sensor measurements.
We consider fault detection and isolation by residual generation. This thesis provides a necessary and
sufficient condition for the existence of a bank of residual generators that induces a diagonal transfer
matrix from faults to residuals. Furthermore, we present a graph theoretic characterization of this con-
dition. This characterization allows us to verify the existence of a bank of residual generators in a more
intuitive way, namely by analyzing the structure of the water distribution network under consideration.
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Chapter 1

Introduction

This thesis deals with fault detection and isolation in water distribution networks. Fault detection is
concerned with indicating whether faults occur, while the goal of fault isolation is to locate the occuring
faults. A water distribution network (WDN) is a branching pipeline system that provides industries and
houses with purified drinking water. Inflows of contaminated water in water distribution networks are
seen as faults.
Nowadays the quality of water in a water distribution network is examined by taking water samples
from the network that are analyzed in laboratories [1]. This current process has a number of drawbacks.
First of all, it is time-consuming. Secondly, it only provides information about the water quality at
the times the samples are taken from the network. A possible solution to these problems is to install
contaminant sensors in water distribution networks. These sensors allow monitoring of the water quality
on a continuous basis. This makes it possible to quickly detect contamination in water distribution
networks. Contaminant sensors are still under development [8, 11]. In this thesis we will not discuss
different types of sensors and their functioning, instead we concentrate on a mathematical model of the
contaminant concentration in water distribution networks, and a condition under which fault detection
and isolation is possible.
The contaminant concentration in a WDN can be modelled by a linear time-invariant system, where the
input of the system represents influx of contaminants in the network, and the output corresponds to
sensor measurements. The derivation of this linear time-invariant system is based on the 1-dimensional
mass balance principle. In general, the sensor measurements are sensitive to multiple faults, i.e. a
sensor detects contaminants that have flowed into the network at multiple different locations. To detect
and isolate faults, residual generation is considered in this report. In this thesis we consider a residual
generator in the form of a linear time-invariant system that has the measurement vector as input, and
a residual vector as output. We are interested in a residual vector with the property that the transfer
matrix from fault vector to residual vector is diagonal with nonzero diagonal elements. In general, one
residual generator cannot produce a residual vector with the property that the transfer matrix from faults
to residuals is diagonal. Hence, we use a set of residual generators, called a bank of residual generators.
Residual generators act as filters, in the sense that the components of the input (measurement) vector
of the generator are influenced by multiple faults, while each component of the output (residual) vector
is only sensitive to one fault.
Note that a bank of residual generators that induces a diagonal transfer matrix does not always exists.
For example, in a water distribution network that contains a larger number of contaminant influxes than
contaminant sensors, it is impossible to detect and isolate all faults. The goal of this thesis is to provide
a necessary and sufficient condition for the existence of a bank of residual generators that induces a
diagonal transfer matrix from faults to residuals. As our first contribution, we prove that there exists a
bank of residual generators with the aforementioned property if and only if the transfer matrix from the
fault vector to the measurement vector has full column rank. This proof is inspired by ideas from the
article ”Oberserver-based Fault Detection and Isolation for Structured Systems” [4]. The main difference
between the article and this thesis is that [4] deals with structured systems, while the linear system
associated with a water distribution network considered in this thesis is not structured.
Verifying the rank condition for the existence of a bank of residual generators requires setting up a
mathematical model in the form of a linear time-invariant system, and the calculation of the transfer
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matrix and its rank. In order to simplify this condition, we present our second contribution: a graph-
theoretic characterization of the rank of the transfer matrix from the fault vector to the measurement
vector. We first describe how to associate a graph with a water distribution network. Subsequently, we
prove that the maximum number of independent paths from fault vertices to measurement vertices in this
graph is equal to the rank of the transfer matrix from the fault vector to the measurement vector. This
result allows us to verify the existence of a bank of residual generators in a more intuitive way, namely
by analyzing the structure of the water distribution network under consideration. It also gives insight
in how to modify the sensor locations in a water distribution network if it is not possible to detect and
isolate all faults in a current network configuration. The proof of the graph theoretic characterization is
based on ideas from the article ”A Graph Theoretic Characterization for the Rank of the Transfer Matrix
of a Structured System” [10]. The relevance of the graph theoretic characterization discussed in this
thesis lies in the fact that this characterization holds for a specific type of non-structured linear system,
associated with a water distribution network, while previous results were only known for structured
systems [10].
The thesis is arranged in the following way: In Chapter 2 we derive a model of the evolution of the con-
taminant concentration in water distribution networks. Chapter 3 contains a more extensive formulation
of the problem of fault detection and isolation by residual generation. In Chapter 4 we give a necessary
and sufficient condition for the existence of a bank of residual generators. Chapter 5 provides a graph
theoretic characterization of the rank of the transfer matrix from faults to measurements. In Chapter 6
we present an example to illustrate the results gained in Chapter 4 and 5. We conclude this thesis by
discussing our main results in Chapter 7.
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Chapter 2

Mathematical model of water
distribution networks

In this chapter we model the evolution of the contaminant concentration in a water distribution network.
In order to do this, the network is divided into n compartments. Compartment i is assumed to have
volume Vi (in m3), and contains water with average concentration xi(t) (in g/m3) of contaminant, for
i = 1, 2, ..., n. The constant flow rate through compartment i is denoted by ai (in m3/s), for i = 1, 2, ..., n.
We assume that the flow direction of water is fixed, and that the network does not contain loops. The
three elements of a water distribution network considered in this report are pipes, junctions and conflux
junctions. We will model the evolution of the contaminant concentration in each of the three elements,
using the 1-dimensional mass balance principle. The mass balance principle states that the mass that
enters a system must either leave the system or accumulate within the system [6].

2.1 Pipe

First, we consider a pipe (Figure 2.1). In this case the flow rate in each compartment is the same,

x1(t)

a1−→

x2(t)

a2−→

x3(t)

a3−→

Figure 2.1: Pipe.

therefore we take a := a1 = a2 = a3. Applying the 1-dimensional mass balance principle, the amount of
contaminant (in g) in compartment i at time t+∆t is equal to the amount of contaminant in compartment
i at time t, minus the amount that leaves compartment i during the time span ∆t, plus the amount of
contaminant that enters compartment i during the time span ∆t. The amount of contaminant (in g) in
compartment 1 is given by V1x1(t). Therefore, the amount of contaminant in compartment 1 at time
t+ ∆t satisfies the equation

V1x1(t+ ∆t) = V1x1(t)− a1x1(t)∆t,

where a1x1(t)∆t is the amount of contaminant that leaves compartment 1 during the time span ∆t.
After rearranging terms and dividing by V1∆t, this results in

x1(t+ ∆t)− x1(t)

∆t
= −a1x1(t)

V1
,

and when we take the limit ∆t → 0, the differential equation describing the evolution of the average
contaminant concentration in compartment 1 is given by:

ẋ1(t) = −a1

V1
x1(t).
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In a similar way, the amounts of contaminant in compartments 2 and 3 satisfy

V2x2(t+ ∆t) = V2x2(t) + a1x1(t)∆t− a2x2(t)∆t

V3x3(t+ ∆t) = V3x3(t) + a2x2(t)∆t− a3x3(t)∆t,

where a1x1(t)∆t and a2x2(t)∆t are the amounts of contaminant that enter compartments 2 and 3
respectively. Once again, we rearrange terms, and take the limit ∆t → 0, which yields two differential
equations that describe the evolution of the average contaminant concentration in compartments 2 and
3. Combining the three previously described differential equations, we obtain a mathematical model of
the evolution of the contaminant concentration in a pipe. This model is given in equation (2.1).ẋ1(t)

ẋ2(t)
ẋ3(t)

 =

− a
V1

0 0
a
V2

− a
V2

0

0 a
V3

− a
V3

x1(t)
x2(t)
x3(t)

 . (2.1)

Note that we made use of the fact that a = a1 = a2 = a3. Equation (2.1) has the form

ẋ(t) = Ax(t),

where x(t) is the vector containing the contaminant concentrations in compartments 1,2 and 3, and A
is a lower triangular matrix with negative diagonal entries, and non-negative off-diagonal elements.

2.2 Junction

x1(t)

a1−→ x 2
(t
)

x
3 (t)

a2−→

a
3−→

Figure 2.2: Junction.

In the case of a junction (Figure 2.2), the flow rate in compartment 1 is equal to the sum of the flow
rates in compartments 2 and 3, i.e. a1 = a2 + a3. The amount of contaminant in each compartment at
time t + ∆t can be described by the 1-dimensional mass balance principle, as explained in Section 2.1,
and is given by:

V1x1(t+ ∆t) = V1x1(t)− a1x1(t)∆t

V2x2(t+ ∆t) = V2x2(t) + a2x1(t)∆t− a2x2(t)∆t

V3x3(t+ ∆t) = V3x3(t) + a3x1(t)∆t− a3x3(t)∆t.

After taking the limit ∆t → 0, we obtain three differential equations that describe the evolution of the
average contaminant concentration in compartments 1, 2 and 3:ẋ1(t)

ẋ2(t)
ẋ3(t)

 =

− a1

V1
0 0

a2

V2
− a2

V2
0

a3

V3
0 − a3

V3

x1(t)
x2(t)
x3(t)

 , (2.2)

where a1 = a2 + a3. Once again, we notice that the concentration vector x(t) satisfies:

ẋ(t) = Ax(t),

where A is a lower triangular matrix with negative diagonal entries, and non-negative off-diagonal ele-
ments.
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2.3 Conflux junction

x3(t)

a3−→
x
1 (t)

x 2
(t
)

a
1−→

a2−→

Figure 2.3: Conflux junction.

In conflux junctions (Figure 2.3), the flow rate a3 is equal to the sum of a1 and a2, i.e. a3 = a1 + a2.
The amounts of contaminant in compartments 1, 2 and 3 at time t+ ∆t satisfy

V1x1(t+ ∆t) = V1x1(t)− a1x1(t)∆t

V2x2(t+ ∆t) = V2x2(t)− a2x2(t)∆t

V3x3(t+ ∆t) = V3x3(t)− a3x3(t)∆t+ a1x1(t)∆t+ a2x2(t)∆t.

Following the same steps as described in the previous sections, we obtain three differential equations
that describe the evolution of the average contaminant concentration in compartments 1, 2 and 3:ẋ1(t)

ẋ2(t)
ẋ3(t)

 =

− a1

V1
0 0

0 − a2

V2
0

a1

V3

a2

V3
− a3

V3

x1(t)
x2(t)
x3(t)

 , (2.3)

where a3 = a1 + a2. Equation (2.3) can be written as:

ẋ(t) = Ax(t),

where A is a lower triangular matrix with negative diagonal entries, and non-negative off-diagonal ele-
ments.

2.4 Complete model

Consider a water distribution network that consists of a finite combination of the three main elements
described in the previous sections. We divide the network into n compartments. The concentration
vector x(t) ∈ Rn satisfies

ẋ(t) = Ax(t),

where A is a lower triangular matrix with diagonal entries − a1

V1
,− a2

V2
, ...,− an

Vn
, and non-negative off-

diagonal elements. To model the influx of contaminant into the system, suppose that contaminated
water enters the system at compartments i1, i2, ..., im, where m ≤ n. The contaminant concentration of
the inflow into compartment ik is denoted by fk(t) (in g/m3), and the flow rate of the inflow is given by
bik (in m3/s) for k = 1, 2, ...,m. The model under influence of the faults f1(t), f2(t), ..., fm(t) is given by

ẋ(t) = Ax(t) +Bf(t),

where f(t) = (f1(t), f2(t), ..., fm(t))T is the fault vector, and B is an n×m matrix with
bik
Vik

in position

(ik, k) for k = 1, 2, ...,m and zeroes elsewhere. Furthermore, in order to incorporate the measurements
of sensors in our model, let yl(t) denote the measured amount of contaminant in compartment jl. We
assume that there exist a total of p fully accurate sensors, where p ≤ n. Now, by taking y(t) =
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(y1(t), y2(t), ..., yp(t))
T , the output equation is given by y(t) = Cx(t), where C is a p × n matrix with

ones at the positions (l, jl) for l = 1, 2, ..., p, and zeroes elsewhere. This yields the complete model:

ẋ(t) = Ax(t) +Bf(t)

y(t) = Cx(t),
(2.4)

where x(t) ∈ Rn, f(t) ∈ Rm, and y(t) ∈ Rp. In this report we often refer to system (2.4) as system Σ,
or simply (A,B,C). A detailed example of a water distribution network, and its associated LTI sytem
is given in Example 1.
The transfer matrix from the fault vector f to the measurement vector y of system Σ is given by

Tfy(s) = C(sI −A)−1B.

A very important notion in this thesis is the rank of the transfer matrix Tfy(s). The rank of a rational
matrix is defined in the following way.

Definition 1. A rational matrix T (s) has rank r if there exists an rth-order minor of T (s) that equals
a nonzero rational function, while every (r+1)th-order minor, if defined, is equal to the zero function.
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Example 1. In this example we consider a water distribution network that is divided into 13 compart-
ments, as displayed in Figure 2.4. The faults f1, f2, f3 indicate at which compartments contaminated
water is able to flow into the network, and the measurements y1, y2, y3 indicate in which compart-
ments the contaminant concentrations are measured. The flow velocities a1, a2, ..., a13 are displayed
above every compartment. In this particular example, the compartments have volumes equal to 1, i.e.
V1 = V2 = ... = V13 = 1.

f1

f2

f3 y1

y2

y3

x1(t)

a1=4−−−→

x
4 (t)

a3
=
2

−−
−→

a
4=

2
−−−→

x2(t)

a2=3−−−→ x 5
(t
)a5

=
1

−−
−→

a
6=

2
−−−→

x7(t)

x8(t)

x3(t)

a7
=
1

−−
−→

a
8=

1
−−−→

x12(t)

a12=2−−−−→

x9(t)

a9=3−−−→

x6(t)

a1
0
=
1

−−−
−→

a
11=

1

−−−−→

x10(t)

x11(t)

x13(t)

a13=2−−−−→

Figure 2.4: Schematic depiction of a water distribution network.

The evolution of the contaminant concentration in each compartment is modelled by:

ẋ(t) =



−4 0 0 0 0 0 0 0 0 0 0 0 0
0 −3 0 0 0 0 0 0 0 0 0 0 0
2 0 −2 0 0 0 0 0 0 0 0 0 0
2 0 0 −2 0 0 0 0 0 0 0 0 0
0 1 0 0 −1 0 0 0 0 0 0 0 0
0 2 0 0 0 −2 0 0 0 0 0 0 0
0 0 1 0 0 0 −1 0 0 0 0 0 0
0 0 1 0 0 0 0 −1 0 0 0 0 0
0 0 0 2 1 0 0 0 −3 0 0 0 0
0 0 0 0 0 1 0 0 0 −1 0 0 0
0 0 0 0 0 1 0 0 0 0 −1 0 0
0 0 0 0 0 0 1 1 0 0 0 −2 0
0 0 0 0 0 0 0 0 0 1 1 0 −2



x(t) +



1 0 0
0 1 0
0 0 1
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0



f(t)

y(t) =

0 0 0 0 0 0 0 0 0 0 0 1 0
0 0 0 0 0 0 0 0 1 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 1

x(t),

(2.5)

where x(t) =
(
x1(t) x2(t) ... x13(t)

)T
, f(t) =

(
f1(t) f2(t) f3(t)

)T
, and y(t) =

(
y1(t) y2(t) y3(t)

)T
.
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Chapter 3

Problem formulation

Fault detection is concerned with indicating whether faults occur in a system, while the goal of fault
isolation is to locate the faults occuring. The inflows of contaminated water in water distribution networks
are regarded as faults. Hence, in the context of water distribution networks, fault detection and isolation
has the following meaning: the detection of contaminated water in water distribution networks is called
fault detection, while the determination of the exact inflow locations of contaminated water is called
fault isolation. The goal of this thesis is to provide a necessary and sufficient condition under which fault
detection and isolation by residual generation is possible in water distribution networks.
We are interested in a residual vector r ∈ Rm that is sensitive to faults, and has the property that the
transfer matrix from the fault vector f ∈ Rm to the residual vector r ∈ Rm is diagonal, with nonzero
diagonal elements. The meaning of the diagonal transfer matrix is as follows: all elements of the ith row
of the transfer matrix are zero, except the diagonal element. Hence, if the ith component of the residual
vector is nonzero, this can solely be caused by the fault fi. Therefore, we know fi has occured if the ith
residual is nonzero. In other words: we are able to detect and isolate faults using the residual vector.
In this thesis, we consider residual generators in the form of linear time-invariant systems that have the
measurement vector y as input, and a residual vector r as output. In general, one residual generator
cannot produce a residual vector with the property that the transfer matrix from faults to residuals is
diagonal. Hence, an m-tuple of residual generators is used. This m-tuple of residual generators is called
a bank of residual generators. The ith residual generator of this bank of residual generators produces
a single residual ri that is only sensitive to the fault fi for i = 1, 2, ...,m. Combining the m residuals

from the bank of m residual generators produces a residual vector r =
(
r1 r2 . . . rm

)T
that has the

property that the transfer matrix from the fault vector f to the residual vector r is diagonal with nonzero
diagonal elements. This is the case by construction, as residual ri is only sensitive to the fault fi for
i = 1, 2, ...,m.
The goal of this thesis is to provide a necessary and sufficient condition for the existence of a bank of
residual generators that induces a diagonal transfer matrix with nonzero diagonal elements from the fault
vector to the residual vector. In the next chapter we will give a more precise, mathematical definition
of a residual generator, and provide the necessary and sufficient condition for the existence of a bank
of residual generators. In this thesis we will sometimes speak of ”the existence of a bank of residual
generators”, instead of ”the existence of a bank of residual generators that induces a diagonal transfer
matrix from faults to residuals”. This should not lead to any confusion.
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Chapter 4

Fault detection and isolation by
residual generation

In this chapter we describe a necessary and sufficient condition for the existence of a bank of residual
generators that induces a diagonal transfer matrix from faults to residuals. First, some basic notions
on rational matrices are recalled in Section 4.1. Subsequently, in Section 4.2 we provide a necessary
and sufficient condition for the existence of a single residual generator that induces an upper triangular
transfer matrix from faults to residuals. In Section 4.3 this result is applied to prove that there exists a
bank of residual generators with the property that the transfer matrix from faults to residuals is diagonal
if and only if the transfer matrix from faults to measurements has full column rank.
Note that the p×m transfer matrix Tfy(s) cannot have full column rank if the number of measurements
p is less than the number of faults m. Hence, there does not exist a bank of residual generators that
induces a diagonal transfer matrix if p < m. In the case that p > m, the matrix Tfy(s) has full column
rank if and only if there exists an m×m submatrix of Tfy(s) with full column rank. Therefore, in this
chapter we assume without loss of generality that p = m, i.e. the number of faults equals the number of
measurements.

4.1 Preliminaries

Definition 2. A rational function f(s) = p(s)
q(s) is called proper if the degree of q(s) is greater than or

equal to the degree of p(s), where p(s) and q(s) are polynomials. A rational matrix is called proper if all
its entries are proper [9].

Definition 3. A rational matrix Z(s) is called bicausal if Z(s) is proper, and Z−1(s) exists and is proper
[3].

Lemma 1. Let W (s) be an m×m proper, rational matrix, and let T (s) = C(sI −A)−1B be an m×m
proper transfer matrix. There exists a constant m × n matrix F and a constant non-singular m × m
matrix G such that

T (s)W (s) = C(sI −A−BF )−1BG

if and only if W (s) is bicausal, and for every polynomial vector u(s) such that (sI − A)−1Bu(s) is
polynomial, the vector W−1(s)u(s) is polynomial as well [5].

4.2 Single residual generator

We consider a residual generator in the form of a linear time-invariant system that has the measurement
vector y as input, and a residual vector r as output. A residual generator Ω satisfies the equations

˙̂x(t) = (A−KC)x̂(t) +Ky(t)

r(t) = Q(y(t)− Cx̂(t)),
(4.1)
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where x̂(t) ∈ Rn is the state vector of the generator, and r(t) ∈ Rm is the residual vector. K is an
n × m matrix and Q is a non-singular m × m matrix. The first equation of (4.1) has the form of a
state observer. Hence, this type of residual generation is called observer-based residual generation [4].
Figure 4.1 displays the interconnection of the linear time-invariant system Σ associated with a water
distribution network, and the residual generator Ω.

Σ Ω
f y r

Figure 4.1: Interconnection of the LTI system Σ associated with a WDN, and the residual generator Ω.

The residual generator functions as a filter, in the sense that the input of the generator is a measurement
vector with components that are sensitive to multiple faults, while the output of the generator is a
residual vector that is suitable for fault isolation. As previously mentioned, the ideal residual vector
has the property that the transfer matrix from faults to residuals is diagonal. However, in general a
single residual generator cannot produce a residual vector with this property. More precisely, in general
there does not exist a matrix K and non-singular matrix Q such that the transfer matrix from faults to
residuals is diagonal. However, it turns out that under a certain condition, it is possible to find a matrix
K and non-singular matrix Q such that the transfer matrix from faults to residuals is upper triangular.
The goal of this section is to provide a necessary and sufficient condition for the existence of a residual
generator that induces an upper triangular transfer matrix from faults to residuals. This result will be
used in Section 4.3 to provide a necessary and sufficient condition for the existence of a bank of residual
generators that induces a diagonal transfer matrix from faults to residuals. We first introduce some
notation, after which the main result of this section is given in Theorem 2.
The error e(t) is defined as e(t) := x(t)− x̂(t), and satisfies the equation

ė(t) = Ax(t) +Bf(t)− (A−KC)x̂(t)−Ky(t)

= (A−KC)e(t) +Bf(t).

The linear time-invariant system with the error e(t) as state, the fault vector f(t) as input and the
residual vector r(t) as output is given by:

ė(t) = (A−KC)e(t) +Bf(t)

r(t) = QCe(t).
(4.2)

Therefore, the transfer matrix from the fault vector f to the residual vector r satisfies:

Tfr(s) = QC(sI −A+KC)−1B. (4.3)

Theorem 2. Let Tfr(s) be the transfer matrix as described in Equation (4.3). There exists an n ×m
matrix K and a non-singular m×m matrix Q such that A−KC is stable, and

Tfr(s) =


t11(s) t12(s) . . . t1m(s)

0 t22(s) . . . t2m(s)
...

...
. . .

...
0 0 . . . tmm(s)

 ,

where tii(s) 6= 0 and tij(s) is proper for i, j = 1, 2, ...,m if and only if the rank of Tfy(s) is equal to m.

Before we prove Theorem 2, a few remarks are in place. Note that Tfy(s) is the transfer matrix from
the fault vector to measurement vector, while Tfr(s) denotes the transfer matrix from the fault vector
to residual vector, these matrices should not be confused. The stability of the matrix A−KC is crucial
for fault isolation, as can be seen in the following way. From (4.2) it follows that the residual vector
satisfies the equation [9]

r(t) = QCe(A−KC)te0 +

∫ t

0

QCe(A−KC)(t−τ)Bf(τ)dτ, (4.4)
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where e0 is the error at time t = 0. The vector e0 is in general nonzero, hence if A −KC is unstable
the term QCe(A−KC)te0 becomes very large as time increases. This is undesirable for fault detection
and isolation as in this case components of the residual vector can be nonzero, while no faults occur.
Therefore, it is important that the matrix A −KC is stable. Note that even if A −KC is stable, it is
not possible to immediately detect and isolate faults at time t = 0 using the residual vector, as the term
QCe(A−KC)te0 must first damp out.
The following relation between the matrices Tfy(s) and Tfr(s) holds:

Q
(
I − C(sI −A+KC)−1K

)
Tfy(s) = Q

(
I − C(sI −A+KC)−1K

)
C(sI −A)−1B

= QC
[
(sI −A)−1B − (sI −A+KC)−1KC(sI −A)−1B

]
= QC

[
(I − (sI −A+KC)−1KC

]
(sI −A)−1B

= QC
[
(sI −A+KC)−1 (sI −A+KC −KC)

]
(sI −A)−1B

= QC
[
(sI −A+KC)−1(sI −A)

]
(sI −A)−1B

= QC(sI −A+KC)−1B.

In other words,
Q
(
I − C(sI −A+KC)−1K

)
Tfy(s) = Tfr(s).

We will use this relation to prove the necessity of the rank condition in Theorem 2. The proof of
sufficiency of the rank condition in Theorem 2 consists of two steps: given that Tfy(s) has full column
rank, we first prove the existence of an m × m bicausal matrix Z(s) such that Z(s)Tfy(s) has the
desired upper triangular structure. Subsequently we show that there exist matrices K and Q such that
Z(s)Tfy(s) = QC(sI−A+KC)−1B = Tfr(s). It then follows that the matrix Tfr(s) is upper triangular.
We will formulate these two steps in the following two lemmas, after which the proof of Theorem 2 follows.

Lemma 3. Let T (s) be an m×m, proper, rational non-singular matrix. There exists a bicausal matrix
Z(s) such that Z(s)T (s) = H(s), where

H(s) =


π−n1(s) h12(s) . . . h1m(s)

0 π−n2(s) . . . h2m(s)
...

...
. . .

...
0 0 . . . π−nm(s)

 .

Here π(s) = s+ a, with a ∈ R. The rational function hij(s) = γ(s)π−nij (s) is proper for 1 ≤ i < j ≤ m,
with γ(s) a polynomial. The integers ni and nij are positive for 1 ≤ i < j ≤ m, and hij(s) = 0 for
1 ≤ j < i ≤ m [7].

H(s) is called the π-Hermite form of T (s). The π-Hermite form is uniquely determined by the constant
a, and the matrix T (s) [3, 7]. The proof of Lemma 3 can be found in [7].

Lemma 4. Let Z(s) be an m×m proper, rational matrix, and let Tfy(s) = C(sI −A)−1B be an m×m
proper transfer matrix. There exists a constant matrix K and a constant, non-singular matrix Q such
that

Z(s)Tfy(s) = QC(sI −A+KC)−1B,

if and only if Z(s) is bicausal, and for all polynomial row vectors v(s) such that v(s)C(sI − A)−1 is
polynomial, the vector v(s)Z−1(s) is polynomial as well.

Notice the similarities between Lemma 4 and Lemma 1. In Lemma 4 the transfer matrix is multiplied
from the left by a bicausal matrix, while in Lemma 1 the transfer matrix is multiplied from the right by
a bicausal matrix. In the proof of Lemma 4 we will use Lemma 1.

Proof of Lemma 4.
Sufficiency: We assume that Z(s) is bicausal, and for all polynomial row vectors v(s) such that
v(s)C(sI−A)−1 is polynomial, the vector v(s)Z−1(s) is polynomial as well. As Z(s) is bicausal, ZT (s) is
bicausal as well. Furthermore, if vT (s) is a polynomial vector with the property that (sI−AT )−1CT vT (s)
is polynomial, it follows that Z−T (s)vT (s) is polynomial. Let Ā := AT , B̄ := CT , C̄ := BT , W (s) :=
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ZT (s) and u(s) := vT (s). Note that this means that W (s) is bicausal, and if u(s) is a polynomial vector
with the property that (sI− Ā)−1B̄u(s) is polynomial, it follows that W−1(s)u(s) is polynomial. Hence,
Lemma [5] states that there exists a constant matrix F and a constant non-singular matrix G such that

C̄(sI − Ā)−1B̄ ·W (s) = C̄(sI − Ā− B̄F )−1B̄G.

By transposition this equation becomes:

WT (s) · B̄T (sI − ĀT )−1C̄T = GT B̄T (sI − ĀT − FT B̄T )−1C̄T (4.5)

As ĀT = A, B̄T = C, C̄T = B and WT (s) = Z(s), Equation (4.5) can be rewritten in the following way:

Z(s) · C(sI −A)−1B = GTC(sI −A− FTC)−1B

We define the non-singular constant matrix Q := GT and the constant matrix K := −FT . This yields:

Z(s) · C(sI −A)−1B = QC(sI −A+KC)−1B

Therefore there exists a constant matrix K and a constant non-singular matrix Q such that

Z(s)Tfy(s) = QC(sI −A+KC)−1B.

Necessity:
As Z(s)Tfy(s) = QC(sI −A+KC)−1B, the following equality holds:

TTfy(s)ZT (s) = BT (sI −AT + CTKT )−1CTQT .

Using the same reasoning as in the first part of the proof, it follows from Lemma 1 that ZT (s) is bicausal,
and for every polynomial vector vT (s) with the property that (sI − AT )−1CT vT (s) is polynomial, the
vector Z−T (s)vT (s) is polynomial as well. It follows that Z(s) is bicausal, and for all polynomial row
vectors v(s) with the property that v(s)C(sI −A)−1 is polynomial, the vector v(s)Z−1(s) is polynomial
as well.

With the aforementioned lemmas in mind, we are now able to prove Theorem 2.

Proof of Theorem 2.
Necessity: We assume that there exists a constant matrix K and constant non-singular matrix Q such
that

Tfr(s) =


t11(s) t12(s) . . . t1m(s)

0 t22(s) . . . t2m(s)
...

...
. . .

...
0 0 . . . tmm(s)

 ,

where tii(s) 6= 0 and tij(s) is proper for i, j = 1, 2, ...,m. It follows that det [Tfr(s)] = t11(s) · t22(s) · ... ·
tmm(s) 6= 0. Hence, the m ×m matrix Tfr(s) has rank m. We have previously seen that the following
equality holds:

Q
(
I − C(sI −A+KC)−1K

)
Tfy(s) = QC(sI −A+KC)−1B = Tfr(s). (4.6)

We now assume that the rank of the m×m matrix Tfy(s) is less than m. It follows from Equation (4.6)
that the rank of Tfr(s) is less than m. This is a contradiction, hence the rank of Tfy(s) is equal to m.
Sufficiency: We assume that the rank of Tfy(s) is equal to m. Let a be a positive constant. It
follows from Lemma 3 that there exists a bicausal matrix Z(s) such that Z(s)Tfy(s) = H(s) has the
desired upper triangular structure. We now want to prove that there exist matrices K and Q such that
Z(s)Tfy(s) = QC(sI − A + KC)−1B = Tfr(s). Therefore, we will verify the conditions of Lemma 4.
We already know that Z(s) is bicausal. Let v(s) be a polynomial row vector with the property that
v(s)C(sI − A)−1 is polynomial. It follows that v(s)C(sI − A)−1B = v(s)Z−1(s)H(s) is polynomial.
The matrix H(s) is proper as all its elements are proper (see Lemma 4). Furthermore, H(s) is non-
singular, as its determinant is the product of its diagonal entries, which is nonzero as a rational function.
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We now assume that v(s)Z−1(s) is not polynomial. This means that the product v(s)Z−1(s)H(s) is
not polynomial, because H(s) is proper and non-singular. This is a contradiction, hence v(s)Z−1(s) is
polynomial. By Lemma 4 there exists a constant matrix K and a constant, non-singular matrix Q such
that

Z(s)Tfy(s) = QC(sI −A+KC)−1B = Tfr(s).

But as Z(s)Tfy(s) = H(s), the following equality holds:

Tfr(s) = H(s) =


π−n1(s) h12(s) . . . h1m(s)

0 π−n2(s) . . . h2m(s)
...

...
. . .

...
0 0 . . . π−nm(s)

 ,

where π(s) = s+a, and hij(s) = γ(s)π−nij (s) is a proper, rational function for 1 ≤ i < j ≤ m, with γ(s)
a polynomial. The integers ni and nij are positive for 1 ≤ i < j ≤ m, and hij(s) = 0 for 1 ≤ j < i ≤ m.
Hence, there exists a constant n×m matrix K and a constant non-singular m×m matrix Q such that

Tfr(s) =


t11(s) t12(s) . . . t1m(s)

0 t22(s) . . . t2m(s)
...

...
. . .

...
0 0 . . . tmm(s)

 ,

where tii(s) 6= 0 and tij(s) is proper for i, j = 1, 2, ...,m. The stability of the matrix A − KC can be
proven in a similar way as in [3].

4.3 Bank of residual generators

In this section we consider a set of m residual generators, called a bank of residual generators. The goal
of this section is to provide a necessary and sufficient condition for the existence of a bank of residual
generators that induces a diagonal transfer matrix from the fault vector f to the residual vector r. We
will prove that there exists a bank of residual generators if and only if the transfer matrix from the fault
vector f to the measurement vector y has full column rank. In the previous section we have proven that
there exists a residual generator that induces an upper triangular transfer matrix from faults to residuals
if and only if the transfer matrix from faults to measurements has full column rank. Note that because of
this upper triangular structure, the mth residual is sensitive to the mth fault, but insensitive to all other
faults. This observation will be of key importance in this section. We proceed in the following manner:
first we will define m systems Σ1,Σ2, ...,Σm, where the components of the fault vector of system Σi are
permutated in such a way that the ith fault fi(t) is moved to the mth position of the fault vector for
i = 1, 2, ...,m. For each of the m systems, a residual generator is designed. This produces m residual
vectors r1, r2, ..., rm. Subsequently, we define the vector r as the vector composed of the mth entries of
the vectors r1, r2, ..., rm. Finally, we prove that this residual vector r can be generated in such a way
that the transfer matrix from f to r is diagonal with nonzero diagonal elements if and only if the transfer
matrix from f to y has full column rank.

Let f(t) =
(
f1(t) f2(t) . . . fm(t)

)T
denote the fault vector. We introduce for i = 1, 2, ...,m the

system Σi, given by
ẋ(t) = Ax(t) +Bif i(t)

y(t) = Cx(t),

where f i(t) :=
(
f1(t) . . . fi−1(t) fi+1(t) . . . fm(t) fi(t)

)T
is the vector formed by moving the

ith component of the fault vector to the mth position, and Bi is an n×m matrix formed by switching
the columns of B in the following way: Bi :=

(
b1 . . . bi−1 bi+1 . . . bm bi

)
, where bj is the

jth column of B for j = 1, 2, ...,m. Note that

Bif i(t) =
(
b1 . . . bi−1 bi+1 . . . bm bi

) (
f1(t) . . . fi−1(t) fi+1(t) . . . fm(t) fi(t)

)T
=
(
b1f1(t) + · · ·+ bi−1fi−1(t) + bi+1fi+1(t) + · · ·+ bmfm(t) + bifi(t)

)
=
(
b1f1(t) + · · ·+ b2f2(t) + · · ·+ bmfm(t)

)
= Bf(t).
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Hence, the only difference between the system Σ and the systems Σ1,Σ2, ...,Σm is that the fault vector
in each of the systems Σ1,Σ2, ...,Σm is permutated. For i = 1, 2, ...,m, the ith residual generator of the
bank of m residual generators has the form

˙̂xi(t) = (A−KiC)x̂i(t) +Kiy(t)

ri(t) = Qi
(
y(t)− Cx̂i(t)

)
,

(4.7)

where x̂i(t) ∈ Rn is the state vector of the ith residual generator, ri(t) =
(
ri1(t) ri2(t) . . . rim(t)

)T
is

the ith residual vector, Ki is an n×m matrix and Qi is a non-singular m×m matrix. For i = 1, 2, ...,m,
the ith error ei(t) := x(t)− x̂i(t) satisfies

ėi(t) = (A−KiC)ei(t) +Bif i(t)

ri(t) = QiCei(t).

Hence, for i = 1, 2, ...,m the transfer matrix from f i to ri is given by

T ifr(s) = QiC(sI −A+KiC)−1Bi. (4.8)

Note that it follows from Equation (4.8) that for i = 1, 2, ...,m:

rim(s) = QimC(sI −A+KiC)−1Bif i(s), (4.9)

where rim(s) is the mth component of the vector ri(s) and Qim is the mth row of Qi. Here ri(s) and
f i(s) are the Laplace transforms of ri(t) and f i(t) respectively. As Bif i(s) = Bf(s), Equation (4.9) can
be rewritten as

rim(s) = QimC(sI −A+KiC)−1Bf(s), (4.10)

for i = 1, 2, ...,m. Note that the m residual generators produce a total of m residual vectors. We now

define the residual vector r as follows: r(t) :=
(
r1
m(t) r2

m(t) ... rmm(t)
)T

, i.e. the residual vector r
contains the bottom entries of the vectors r1, r2, ..., rm. Let Tfr(s) denote the transfer matrix from f to
r. From the definition of r, and from Equation (4.10) it follows that Tfr(s) is given by:

Tfr(s) =


Q1
mC(sI −A+K1C)−1B

Q2
mC(sI −A+K2C)−1B

...
QmmC(sI −A+KmC)−1B

 , (4.11)

where Qim is the mth row of Qi for i = 1, 2, ...,m.

Theorem 5. Let Tfr(s) be the transfer matrix as described in Equation (4.11). For i = 1, 2, ...,m there
exists a constant n×m matrix Ki and constant 1×m matrix Qim such that A−KiC is stable, and

Tfr(s) =


t11(s) 0 . . . 0

0 t22(s) . . . 0
...

...
. . .

...
0 0 . . . tmm(s)

 ,

where tjj(s) is nonzero and proper for j = 1, 2, ...,m if and only if the rank of Tfy(s) is equal to m.

Note that we are able to detect and isolate faults using a residual vector with the property that the
transfer matrix from faults to residuals is diagonal. This can be seen in the following way: the fault fi
only influences the residual ri for i = 1, 2, ...,m. Hence, if the residual ri has a value above a certain
threshold, this means that the fault fi occurs. As we have previously seen, this type of reasoning is only
possible after the initial errors of the residual generators have damped out.
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Proof of Theorem 5.
Necessity: As Tfr(s) is diagonal with nonzero diagonal elements, the rank of Tfr(s) is equal to m.
Similar to the proof of Theorem 2, the following equality holds

Q1
m

(
I − C(sI −A+K1C)−1K1

)
Q2
m

(
I − C(sI −A+K2C)−1K2

)
...

Qmm
(
I − C(sI −A+KmC)−1Km

)
C(sI −A)−1B =


Q1
mC(sI −A+K1C)−1B

Q2
mC(sI −A+K2C)−1B

...
QmmC(sI −A+KmC)−1B

 = Tfr(s).

Hence, if the rank of Tfy(s) = C(sI −A)−1B is less than m, the rank of Tfr(s) is less than m, which is
a contradiction. Therefore, the rank of Tfy(s) is equal to m.
Sufficiency: The transfer matrix of system Σi from f i to y is given by

T ify(s) =
(
t1(s) . . . ti−1(s) ti+1(s) . . . tm(s) ti(s)

)
,

where tj(s) is the jth column of Tfy(s) for j = 1, 2, ...,m. As the rank of Tfy(s) is equal to m, the rank
of T ify(s) equals m for i = 1, 2, ...,m. It follows from Theorem 2 that there exist matrices Ki and Qi

such that A−KiC is stable, and T ifr(s) is upper triangular, where T ifr(s) is the transfer matrix from f i

to ri for i = 1, 2, ...,m. Notice that because of this triangular structure, the bottom entry rim(s) of the
residual vector is only influenced by the fault fi(s) for i = 1, 2, ...,m. Hence,

rim(s) = QimC(sI −A+KiC)−1Bif i(s) =
(
0 . . . 0 tii(s)

)
f i(s),

where tii(s) is nonzero and proper and Qim is the mth row of Qi for i = 1, 2, ...,m. As Bif i(s) = Bf(s)
we conclude that

rim(s) = QimC(sI −A+KiC)−1Bf(s) =
(
0 . . . 0 tii(s) 0 . . . 0

)
f(s).

It follows from the definition of r(s) that

r(s) =


r1
m(s)
r2
m(s)

...
rmm(s)

 =


t11(s) 0 . . . 0

0 t22(s) . . . 0
...

...
. . .

...
0 0 . . . tmm(s)

 f(s).

Therefore the transfer matrix Tfr(s) satisfies the equation

Tfr(s) =


Q1
mC(sI −A+K1C)−1B

Q2
mC(sI −A+K2C)−1B

...
QmmC(sI −A+KmC)−1B

 =


t11(s) 0 . . . 0

0 t22(s) . . . 0
...

...
. . .

...
0 0 . . . tmm(s)


where tjj(s) is nonzero and proper for j = 1, 2, ...,m, which proves the theorem.
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Chapter 5

A graph theoretic characterization of
the rank of the transfer matrix

In the previous chapter we have seen that the rank of the transfer matrix from f to y is of key importance
when verifying the existence of a bank of residual generators. In this chapter, we describe the graph
associated with a water distribution network, and the relation between this graph and the rank of the
transfer matrix from f to y. This relation provides a second approach to determine the existence of a
bank of residual generators. We first state some necessary graph theoretic preliminaries in Section 5.1,
whereupon we state Theorem 11, which is the main result of this chapter.

5.1 Preliminaries

We consider a directed graph G = (V,E) that consists of the set of vertices V , and set of directed edges
E. The graph G = (V,E) is called weighted if every edge of G has been assigned a weight [2].
A path is a sequence of connected edges. We say there is a path between the vertices v1 ∈ V and vk ∈ V
if there exist vertices v2, v3, .., vk−1 ∈ V such that (vi, vi+1) ∈ E for i = 1, 2, ..., k − 1. Two paths are
called (vertex) disjoint if they have no vertex in common [10].
A path between the vertices v1 and vk is closed if v1 = vk. Furthermore, a path that consists of the
edges (vi, vi+1) for i = 1, 2, .., k − 1 is called simple if the vertices v1, v2, ..., vk−1 are distinct. A closed,
simple path is called a cycle. A spanning cycle family of a graph G is a collection of cycles, with the
property that each vertex in V appears in exactly one cycle [10].
A graph Gs = (Vs, Es) is a subgraph of the graph G = (V,E) if the sets Vs and Es are subsets of V and
E respectively [2].
Let w(i, j) denote the weight associated with the edge (i, j) of the graph G. If Gs is a subgraph of G,
then w(Gs) is defined as:

w(Gs) :=
∏

w(i, j),

where the product is taken over all edges (i, j) in Gs [2].

5.1.1 System graph and Coates graph

In this section we describe two types of weighted, directed graphs. The first type is the graph GΣ =
(VΣ, EΣ), associated with the system Σ (see Equation (2.4)). This graph is composed of the set of vertices
VΣ, and the set of edges EΣ. The set of vertices is given by VΣ = X∪F ∪Y , where X := {x1, x2, ..., xn} is
the set of state vertices, F := {f1, f2, ..., fm} is the fault vertices set, and Y := {y1, y2, ..., yp} is the set of
measurement vertices. The set of edges is defined as EΣ := Ex∪Ef ∪Ey, where Ex := {(xj , xi)|ai,j 6= 0},
Ef := {(fj , xi)|bi,j 6= 0}, and Ey := {(xj , yi)|ci,j 6= 0}. Here ai,j , bi,j and ci,j denote the (i, j)th entries
of the matrices A,B and C respectively. Furthermore, the edges of the graph GΣ are weighted in the
following way: every edge (xj , xi) ∈ Ex contains the weight ai,j . Similarly, each edge (fj , xi) ∈ Ef is
weighted by bi,j , and (xj , yi) ∈ Ey is weighted by ci,j .
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Example 2. Consider the system from Example 1 (see Equation 2.5). The system graph associated
with this system is displayed in Figure 5.1.
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Figure 5.1: Weighted directed graph associated with the LTI system as given in Example 1.

The second type of weighted, directed graph we consider is called the Coates graph. Let M ∈ Rq×q
be a real matrix. The Coates graph of M , denoted by GM = (VM , EM ), consists of the set VM of q
vertices, and the set EM of edges. Let the set of vertices be denoted by VM = {v1, v2, ..., vq}. The set
of edges is defined as EM := {(vj , vi)|mi,j 6= 0}, where mi,j indicates the (i, j)th element of the matrix
M . Similar to the graph GΣ, every edge (vj , vi) of the Coates graph is weighted by mi,j . There exists a
relation between the determinant of a real square matrix M and the Coates graph of M . This result is
formulated in Theorem 6.

Theorem 6. Let GM be the Coates graph associated with the real, q × q matrix M . Then

det(M) = (−1)q
∑
C

(−1)Ncw(c),

where C is the set of all spanning cycle families of GM , c ∈ C is a spanning cycle family of GM and Nc
denotes the number of cycles in c. If GM contains no spanning cycle families, it holds that det(M) = 0
[2].

In order to clarify Theorem 6, we consider the following example.

Example 3. We consider the real, square matrix M :

M =

(
2 1
1 2

)
.

The Coates graph GM = (VM , EM ) associated with the matrix M consists of the set of vertices VM =
{v1, v2}, and the set of edges EM = {(v1, v1), (v2, v2), (v1, v2), (v2, v1)}, where the edges (v1, v1) and
(v2, v2) are weighted by the number 2, and the edges (v1, v2) and (v2, v1) are weighted by 1. The Coates
graph GM is displayed in Figure 5.2.
The determinant of M equals 3. On the other hand we see that there are 2 spanning cycle families in
GM , hence

(−1)q
∑
C

(−1)Ncw(c) = (−1)2
[
(−1)1 · 1 · 1 + (−1)2 · 2 · 2

]
= 3.
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Figure 5.2: Coates graph of the matrix M .

The subsequent two corrolaries follow immediately from Theorem 6.

Corollary 7. The determinant of M is nonzero if there exists exactly one spanning cycle family of the
graph GM .

Corollary 8. If the determinant of M is nonzero, there exists at least one spanning cycle family of the
graph GM .

5.1.2 Relation between Coates graph and System graph

In this section we consider a system Σ with an equal number of faults and measurements (m = p), and
the associated graph GΣ. Moreover, we define the real, (n+m)× (n+m) matrix M as follows:

M :=

(
A B
C 0

)
.

Recall that the graph GΣ is composed of

VΣ = {x1, x2, ..., xn, f1, f2, ..., fm, y1, y2, ..., ym}
EΣ = {(xj , xi)|ai,j 6= 0 for 1 ≤ i, j ≤ n}
∪ {(fj , xi)|bi,j 6= 0 for 1 ≤ i ≤ n, 1 ≤ j ≤ m}
∪ {(xj , yi)|ci,j 6= 0 for 1 ≤ i ≤ m, 1 ≤ j ≤ n}.

For this particular matrix M , the Coates graph GM consists of

VM = {v1, v2, ..., vn, vn+1, ..., vn+m}
EM = {(vj , vi)|ai,j 6= 0 for 1 ≤ i, j ≤ n}
∪ {(vj+n, vi)|bi,j 6= 0 for 1 ≤ i ≤ n, 1 ≤ j ≤ m}
∪ {(vj , vi+n)|ci,j 6= 0 for 1 ≤ i ≤ m, 1 ≤ j ≤ n}.

The Coates graph GM can be obtained from the graph GΣ in the following way:

• Define the vertices vi := xi for i = 1, 2, ..., n.

• Merge the vertices fj and yj , and rename this vertex to vj+n for j = 1, 2, ...,m.

Example 4. In this example we consider the simple linear time-invariant system Σ:(
ẋ1(t)
ẋ2(t)

)
=

(
−1 0
1 −1

)(
x1(t)
x2(t)

)
+

(
1
0

)
f1(t)

y1(t) =
(
0 1

)(x1(t)
x2(t)

)
.

The matrix M is defined as

M :=

(
A B
C 0

)
=

−1 0 1
1 −1 0
0 1 0

 .

The system graph GΣ = (VΣ, EΣ) consists of the set of vertices VΣ = {x1, x2} ∪ {f1} ∪ {y1}, and the
set of edges EΣ = {(f1, x1), (x1, x2), (x1, x1), (x2, x2), (x2, y1)}, where the edges (x1, x1) and (x2, x2)
contain the weight −1, and the edges (f1, x1), (x1, x2) and (x2, y1) contain the weight 1. The Coates
graph GM = (VM , EM ) consists of the the set of vertices VM = {v1, v2, v3} and the set of edges EM =
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Figure 5.3: Graph GΣ associated with the system Σ.
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Figure 5.4: Coates graph GM associated with the matrix M .

{(v3, v1), (v1, v2), (v2, v3), (v2, v2), (v1, v1)}, where the edges (v3, v1), (v1, v2) and (v2, v3) are weighted by
the number 1, and the edges (v2, v2) and (v1, v1) contain the weight −1. Figures 5.3 and 5.4 display the
graphs GΣ and GM respectively.
Notice that the Coates graph GM can be obtained from GΣ in the following way:

• Define the vertices v1 := x1 and v2 := x2.

• Merge the vertex f1 with y1 and rename this vertex to v3.

There exists a relation between the number of vertices contained in a cycle in the Coates graph GM ,
and the number of disjoint paths from F to Y in the system graph GΣ. This relation is formulated in
Lemma 9.

Lemma 9. If there exists a cycle in GM that contains exactly k vertices of the set {vn+1, vn+2, ..., vn+m},
then the graph GΣ contains k disjoint paths from F to Y [10].

Proof. Without loss of generality we may assume that the k vertices are the vertices vn+1, vn+2, ..., vn+k.
Furthermore, we may assume that in the aforementioned cycle, there are paths between vi+n and
vi+n+1 for i = 1, 2, ..., k − 1, and between vn+k and vn+1 that contain no other vertices from the set
{vn+1, vn+2, ..., vn+m}.
Now suppose that there is no disjoint collection of paths from fi to yi+1 for i = 1, 2, ..., k − 1 and from
fk to y1. This implies that an arbitrary closed path that connects the vertices vn+1, vn+2, ..., vn+k passes
twice through a vertex in VM . But this means that there does not exist a cycle that contains the vertices
vn+1, vn+2, ..., vn+k. This is a contradiction, and therefore there exists a collection of paths between fi
and yi+1 for i = 1, 2, ..., k − 1 and between fk and y1 that is disjoint. Hence, there are k disjoint paths
from F to Y in GΣ.

Corollary 10. If there exists a cycle family in GM that contains all vertices of the set {vn+1, vn+2, ..., vn+m},
then there are m disjoint paths from F to Y in GΣ [10].

5.2 A graph theoretic characterization of the rank of the trans-
fer matrix

We now arrive at the main result of this chapter. Recall that in the previous chapter we have proven
that there exists a bank of residual generators that generates a residual vector with the property that
the transfer matrix from faults to residuals is diagonal if and only if the transfer matrix from f to y
has full column rank. Our following theorem provides a graph theoretic characterization of the rank of
the transfer matrix from f to y. This theorem allows us to verify the existence of a bank of residual
generators by analyzing the system graph GΣ, associated with a given water distribution network.
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Theorem 11. Given a linear time-invariant system Σ associated with a water distribution network. Let
GΣ denote the system graph and let Tfy(s) be the transfer matrix from faults to measurements. The
maximum number of disjoint paths from the set of fault vertices F to the set of measurement vertices Y
in the graph GΣ is equal to the rank of Tfy(s).

Example 5. Once again, we consider the water distribution network as described in Example 1. The
transfer matrix of system (2.5), evaluated in s = 0 is given by

Tfy(0) = − 1

36

9 0 18
6 4 0
0 12 0

 ,

and rank [Tfy(0)] = 3. Hence, there exists a third-order minor of Tfy(s) that equals a nonzero rational
function. It follows that rank [Tfy(s)] = 3. We observe that there are also 3 disjoint paths from F to Y
in the graph associated with system (2.5). These disjoint paths are indicated by dashed arrows in Figure
5.5.
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f2

y1

y2

y3

x1

x2

x3

x4

x5

x6

x7

x8

x9

x10

x11

x12

x13

Figure 5.5: Disjoint paths in the weighted directed graph associated with system (2.5).

Proof of Theorem 11. Let l denote the maximum number of disjoint paths from F to Y in the graph
GΣ, and let r be the rank of Tfy(s). This proof consists of two parts. First we prove that l ≥ r,
subsequently we prove the converse: l ≤ r.
Proof (l ≥ r):
The first part of the proof of Theorem 11 is similar to the proof given by J.W. van der Woude in [10]. As
the rank of Tfy(s) is r, there exists an rth-order minor of Tfy(s) that equals a nonzero rational function.
Without loss of generality, we assume that this minor has the form

det
[
C̄(sI −A)−1B̄

]
,

where B̄ is composed of r columns of B, and C̄ is composed of r rows of C. As the rth-order minor is a
nonzero rational function, there exists an s̄ ∈ R such that

det
[
C̄(s̄I −A)−1B̄

]
= q ∈ R \ {0},

and
det [A− s̄I] = p ∈ R \ {0}.
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We define the square matrix M(s) as

M(s) :=

(
A− sI B̄
C̄ 0

)
,

and note that for all s 6∈ σ(A)

M(s) =

(
I 0

C̄(A− sI)−1 I

)(
A− sI 0

0 C̄(sI −A)−1B̄

)(
I (A− sI)−1B̄
0 I

)
.

The determinant of M(s̄) is nonzero because

det [M(s̄)] = 1 · det

[(
A− s̄I 0

0 C̄(s̄I −A)−1B̄

)]
· 1

= det [A− s̄I] · det
[
C̄(s̄I −A)−1B̄

]
= p · q 6= 0.

Hence, the Coates graph of M(s̄) contains a spanning cycle family (Corollary 8). It follows from Corollary
10 that there are r disjoint paths from the fault vertices to the measurement vertices in the graph
associated with the system

(
A− s̄I, B̄, C̄

)
. Note that the matrix −s̄I only induces n self-loops in this

graph. These self-loops do not influence the number of disjoint paths. This means that the number
of disjoint paths from the fault vertices to the measurement vertices in the graph associated with the
system

(
A, B̄, C̄

)
is also equal to r. The graph associated with the system

(
A, B̄, C̄

)
is a subgraph of GΣ,

as B̄ consists of r columns of B, and C̄ is composed of r rows of C. Therefore, the maximum number of
disjoint paths from F to Y in the graph GΣ is greater than or equal to r. This proves that l ≥ r.
Proof (l ≤ r):
We introduce the submatrix Bl that consists of l columns of B containing the weights of the first edge
of each of the l disjoint paths. In a similar fashion, let Cl be the submatrix that consists of the l rows
of C that contain the weights of the last edge of each path. It is obvious that det[Cl(sI − A)−1Bl] is
an lth-order minor of Tfy(s). If we prove that this minor equals a nonzero rational function, it follows

immediately that l ≤ r. Let M(s) :=

(
A− sI Bl
Cl 0

)
. In the first part of the proof we have shown that

for s 6∈ σ(A)
det[M(s)] = det [A− sI] · det

[
Cl(sI −A)−1Bl

]
. (5.1)

Hence, the determinant of [Cl(sI−A)−1Bl] is nonzero if and only if the determinant of M(s) is nonzero.
Let α 6∈ σ(A) be a sufficiently large, real constant. It follows from Theorem 6 that

det[M(α)] = (−1)n+l
∑
C

(−1)Ncw(c), (5.2)

where C is the set of all spanning cycle families of the Coates graph GM(α), c ∈ C is a spanning cycle
family of GM(α) and Nc denotes the number of cycles in c. As there are l disjoint paths from F to Y in
GΣ, it is obvious that GM(α) contains at least one spanning cycle family. If there is exactly one cycle
family that spans GM(α), the proof is complete due to Corollary 7. However, in general this will not
be the case. Therefore, we continue the proof for the case that there exist at least two spanning cycle
families in GM(α). Notice that a spanning cycle family in GM(α) consists of l disjoint cycles that each pass
through one vertex of the set {vn+1, vn+2, ..., vn+l}, and a number of self-loops spanning the remaining
vertices that are not contained in these l cycles. Furthermore, we observe that only the self-loops around
v1, v2, ..., vn contain weights that depend on α. The final observation we need is that every non-diagonal
element of M(α) is either zero, or positive.
We now take a closer look at the summands in equation (5.2). Let c̄ be a spanning cycle family of GM(α)

that contains p self-loops and k + 2l edges. The term (−1)Nc̄w(c̄) is given by

(−1)Nc̄w(c̄)

= (−1)p+l
(
b1b2 · ... · bl ·

ai1
Vj1

ai2
Vj2
· ... ·

aik−p

Vjk−p

· c1c2 · ... · cl
(
−
aik−p+1

Vik−p+1

− α
)
· ... ·

(
−aik
Vik
− α

))
= (−1)2p+l

(
b1b2 · ... · bl ·

ai1
Vj1

ai2
Vj2
· ... ·

aik−p

Vjk−p

(
aik−p+1

Vik−p+1

+ α

)
· ... ·

(
aik
Vik

+ α

))
,

(5.3)
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where ai denotes the flow velocity in compartment i, Vj is the volume of compartment j, and bi and ci
denote the entries of Bl and Cl respectively.
Without loss of generality, we may assume that c̄ contains the largest number of self-loops (that is, every
spanning cycle family in GM(α) contains p or less self-loops). As every summand in equation (5.2) has
the form as described in equation (5.3), we can rewrite

∑
C(−1)Ncw(c) in the following way∑

C
(−1)Ncw(c) = apα

p + ap−1α
p−1 + ...+ a1α+ a0 =: P (α), (5.4)

where a0, a1, ..., ap are real constants. Note that the expression αp only occurs in terms corresponding
to spanning cycle families with exactly p self-loops. These terms have the form

(−1)2p+l

(
b1b2 · ... · bl ·

ai1
Vj1

ai2
Vj2
· ... ·

aik−p

Vjk−p

)
αp.

Because a1, a2, ..., an and V1, V2, ..., Vn are positive, every arbitrary product of these constants is positive
as well. Aditionally, all terms containing αp are of equal sign. Hence, the constant ap is the sum of
nonzero constants with equal signs, and is therefore nonzero.

By taking α sufficiently large, the term apα
p dominates the other terms in equation (5.4). Conse-

quently, P (α) is nonzero, which yields

det[M(α)] = (−1)n+lP (α) 6= 0.

It follows from equation (5.1) that det
[
Cl(αI −A)−1Bl

]
is nonzero.

Finally, we conclude that det
[
Cl(sI −A)−1Bl

]
equals a nonzero rational function, which proves the

theorem.
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Chapter 6

Example

In this example we show an application of the graph theoretic characterization given in the previous chap-
ter. This characterization will be used to choose the sensor locations in a water distribution network in
such a way that fault detection and isolation is possible. Consider the water distribution network as dis-
played in Figure 6.1. This network consists of 18 compartments. The contaminant concentration is each
compartment is indicated by x1(t), x2(t), ..., x18(t), and the flow velocity of water in each compartment
is indicated by a1, a2, ..., a18.
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Figure 6.1: Schematic depiction of a water distribution network.
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We want to know whether fault detection and isolation by residual generation is possible for this particular
network. This means that we want to verify the existence of a bank of residual generators that induces

a diagonal transfer matrix from the fault vector f(t) =
(
f1(t) f2(t) f3(t) f4(t)

)T
to the residual

vector r(t) =
(
r1(t) r2(t) r3(t) r4(t)

)T
. We have proven in Chapter 4 that there exists a bank of

residual generators if and only if the transfer matrix from the fault vector f to the measurement vector

y(t) =
(
y1(t) y2(t) y3(t) y4(t)

)T
has full column rank. In this example we will not directly compute

the rank of this transfer matrix. Instead, we use the result from Chapter 5. In Chapter 5 we have proven
that the rank of the transfer matrix from f to y is equal to the maximum number of disjoint paths from
fault vertices to measurement vertices in the graph associated with the water distribution network. The
graph associated with the WDN in Figure 6.1 is displayed in Figure 6.2. We have omitted the weights
of the edges in this graph, as they do not influence the maximum number of disjoint paths.
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Figure 6.2: Directed graph associated with the WDN in Figure 6.1.

Note that there exists a maximum of 3 disjoint paths from fault vertices F = {f1, f2, f3, f4} to measure-
ment vertices Y = {y1, y2, y3, y4}. This is due to the fact that the path from f2 to one of the vertices in
Y intersects with either a path that starts in f1, or a path that starts in f3. A set of 3 disjoint paths
from F to Y is displayed in Figure 6.3. Note that it is impossible to add a fourth path from f2 to a
measurement vertex that is disjoint from the existing three paths. A path from f2 to a measurement
vertex will either intersect in x12 or in x10 with one of the existing paths. In general, A path from f2 to
a measurement vertex will either intersect the path from f1 to y1 in x9 or x12, or intersect a path from
f3 to a measurement vertex in x10. Hence there exists a maximum of three disjoint paths from F to Y .
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Figure 6.3: 3 disjoint paths in directed graph.

From Theorem 11 it follows that the rank of the transfer matrix from f to y is equal to 3. We conclude
from Theorem 5 that there does not exist a bank of residual generators that induces a diagonal transfer
matrix from faults to residuals. Hence, fault detection and isolation by residual generation is not possible
in this network configuration. We now want to modify the sensor locations in such a way that fault
detection and isolation is possible. Therefore, we have to move the measurement vertices in such a way
that there are 4 disjoint paths from F to Y . There are multiple ways of doing this, but we choose to
preserve the location of y1, y2 and y4, and move y3. We relocate y3 in such a way that there is a path
of length one from x9 to y3 (see Figure 6.4). This means that instead of measuring the contaminant
concentration in compartment 16, we measure the contaminant concentration in compartment 9. Clearly,
there are 4 disjoint paths from F to Y in the graph as displayed in Figure 6.4.
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Figure 6.4: 4 disjoint paths in directed graph.
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The water distribution network corresponding to the graph in Figure 6.4 is displayed in Figure 6.5. Notice
that in this network, we measure the concentration in compartment 9 instead of the concentration in
compartment 16 (indicated by y3). As there are 4 disjoint paths from F to Y in the graph associated with
the water distribution network in Figure 6.5, we conclude from Theorem 11 that the rank of the transfer
matrix from f to y is 4. Finally, it follows from Theorem 5 that there exists a bank of residual generators
that induces a diagonal transfer matrix from faults to residuals. In other words: fault detection and
isolation by residual generation is possible for the water distribution network as depicted in Figure 6.5.
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Figure 6.5: Schematic depiction of a water distribution network.
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Chapter 7

Conclusions

The goal of this thesis was to provide a necessary and sufficient condition for the existence of a bank
of residual generators that induces a diagonal transfer matrix from the fault vector to the measurement
vector. This thesis has two main contributions. In the first place we have proven that there exists a bank
of residual generators with the aforementioned property if and only if the transfer matrix from faults to
measurements has full column rank. This proof is inspired by the ideas from the article ”Oberserver-based
Fault Detection and Isolation for Structured Systems” [4].
As our second contribution, we have shown that the rank of the transfer matrix from faults to measure-
ments is equal to the maximum number of disjoint paths from fault vertices to measurement vertices
in the graph associated with a water distribution network. The graph theoretic characterization of the
rank of the transfer matrix provides a different approach to determine the existence of a bank of residual
generators that induces a diagonal transfer matrix from faults to residuals. Additionally, this character-
ization gives insight in how to modify the sensor locations if fault detection and isolation is not possible
in a current network configuration. The proof of this graph theoretic characterization is based on ideas
from the article ”A Graph Theoretic Characterization for the Rank of the Transfer Matrix of a Structured
System” [10]. The relevance of the graph theoretic characterization discussed in this thesis lies in the
fact that this characterization holds for a specific type of non-structured linear system, associated with
a water distribution network, while previous results were only known for structured systems [10].
Note that in Section 4.2 we have not explicitly proven the stability of the matrix A − KC. In future
work an explicit proof should be provided, inspired by the ideas from [3].
In this thesis we have only given a condition for the existence of a bank of residual generators. Future
research will focus on a technique to compute residual generators that generate a residual vector with
the property that the transfer matrix from faults to residuals is diagonal.
Furthermore, the results gained in the report are based on a simplistic model of the contaminant con-
centration in water distribution networks. For instance, we neglected the influence of an inflow on the
flow velocity in a pipe. Moreover, the flows in water distribution networks are assumed to be laminar,
even though in practice turbulences will occur near junctions. Hence, future research should focus on
finding a more accurate model of the evolution of the contaminant concentration in water distribution
networks.
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