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A B S T R A C T

It is a continuous challenge for companies to detect malware infected
clients in their network. Cyber-attacks are a constantly growing threat
for companies, especially ones that have valuable and critical informa-
tion that they need to keep confidential. This confidentiality can be
breached by malware infected clients in their network, which can lead
to both financial as well as reputational damage to the company.
In this work we present a network-based malware detection system
that is able to detect malware infections inside a network by logging
the DNS requests and responses that leave and enter the network.
This DNS traffic is used to classify requested domain names as ei-
ther legitimate or malicious. This allows for the detection of malware
infections within a network by identifying hosts that create DNS re-
quests for malicious domain names.
The presented system is able to correctly classify 93, 66% of the do-
main names from a test set as either legitimate or malicious. This
test set consists of 250.000 legitimate domain names and 250.000 ma-
licious domain names.
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1
I N T R O D U C T I O N

The damage caused by cybercrime globally runs into the billions of
USD annually. [4] Malware plays an important role in cybercrime. Be-
cause of this, companies spend large amounts of resources on security
software and appliances every year. This includes web- and email fil-
tering, firewalls, antivirus software (AV), intrusion detection systems,
and other similar products. Most of a company’ cyber security budget
will be allocated to such products. These products are built into enter-
prise networks in order to protect the network from malware enter-
ing it. All these cyber security products are unfortunately not enough
to prevent all malware attacks. According to AV Comparatives, the
best antivirus software is able to detect 98.8% of all the known mal-
ware. [7] A different study on the effectiveness of antivirus software
showed that the initial detection rate of a newly created malware is
less than 5%. [31] In the current world, companies do get infected
with malware. It is not a realistic goal to prevent 100% of all malware
infections.

Malware (which stands for malicious software) is any software used
to disrupt the normal operation of a computer system, to gather (con-
fidential) information, or to gain access to a computer system. Soft-
ware is considered to be malware by its intent to be malicious. Soft-
ware that unintentionally harms a computer because of an error, flaw,
failure, or bug is not considered to be malware.

The term malware is used for a large group of software, includ-
ing viruses, worms, Trojan horses, rootkits, spyware, bots, adware,
and other malicious software. The different types of malware will be
discussed with more detail in Section 2.1.1. The goal of malware is
always to compromise the key principles of a secure system, the CIA

tried of Confidentiality, Integrity, and Availability. [22]
Recently a specific type of malware has emerged, which is a major

threat to many organizations. This type of malware is more complex
and long-lived, and usually has very specific goals such as stealing
data rather than causing damage to an organization. This is often
referred to as an Advanced Persistent Threat (APT). What is unique
about APTs is that they specifically target business and government
organizations. The name suggests that the malware uses advanced
techniques to exploit systems and that the threat is persistent, ex-
tracting data from the victim and exchanging information with the
attacker over a longer period of time.
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2 introduction

For this project we would like to develop a network based malware
detection system that is able to detect malware inside a network by
logging the DNS requests and responses that leave and enter the net-
work. We will use this DNS information to classify requested domain
names from within the network as either malicious or legitimate. This
allows us to find malware infections within a network by identifying
hosts that generate DNS requests for malicious domain names.

1.1 problem context

EY performs security audits for some of their clients. Since recently
many of those clients request information on the likelihood that there
are malware infections inside their corporate network. It is a contin-
uous challenge for companies to detect malware and infected clients
within their network. Cyber-attacks are a constantly growing threat
for companies, especially ones that have valuable and critical infor-
mation that they need to keep confidential. This confidentiality can
be breached by malware infected clients inside their network, which
can lead to both financial as well as reputational damage to the com-
pany.

Many big and complex software solutions exist that are able to de-
tect and analyze malware. However, most of those are not easy to
use and deploy, are intrusive, and are sometimes not suitable to pro-
vide malware detection on the level of a complete network. To solve
this problem we want to develop a solution that is able to give an
indication on the possibility of malware infections inside an enter-
prise network. Unlike most existing software, this solution can only
be used in the short time frame that EY has physical access to a client’
network when performing other tests, and should thus be able to pro-
vide results within a short period of time. The quick overall indication
that this solution provides will be used to determine if it is necessary
to conduct further research using more heavyweight and expensive
antimalware software.

1.2 objectives and contributions

The goal of this project is to develop a classification system that is able
to give an indication of possible malware infection on systems within
an enterprise network. This is not a polar question, but the solution
should be able to indicate that there might be malware on a system
inside the network, in which case further analysis is necessary.
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The key objectives of this project are:

1. The solution should require minimal effort to install and re-
move.

2. The solution must provide results in a short amount of time. Se-
curity auditing is usually done in a single workweek (five days),
so preferably the system should deploy, collect data, classify,
and be uninstalled within that time frame.

3. The system should be able to detect unknown malware.

4. The solution should be non-intrusive, able to perform its tasks
while causing minimal or (preferably) no overhead and interfer-
ence on the systems and the network itself.

The global contributions of this project are:

1. An overview of possible approaches to this problem, and the
selection of the best approach for our goals and requirements.

2. An overview of existing software and research in the context of
malware detection in corporate networks.

3. The software design of our solution.

4. A working proof of concept of our solution.

5. Tests and results of our solution.

1.3 research focus

The main objective will be to create a non-intrusive, lightweight sys-
tem that is able to detect a malware infection. We define a system as
non-intrusive, when it has no (or very minimal) interference and over-
head on the existing systems and network. As was already explained
in the introduction paragraph we want to achieve this goal using DNS
domain name information. We will do a thorough background study
on malware (detection), existing approaches to this problem and state
of the art solutions in order to achieve our goals.
Our general main research question (MRQ) can be defined as:

mrq1 How can we design a non-intrusive, lightweight and practical (clas-
sification) system that is able to detect infections of unknown malware
within a network?

rq1 .1 Is a host-based or network-based approach the best for our
problem and objectives?

rq1 .2 Which classification features can we use to detect malware
with our approach?
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RQ1.1 and RQ1.2 focus on sub-research questions (RQ) that ulti-
mately lead to an answer to MRQ1. The other main research ques-
tion focuses on the features of our classification. This question is con-
cerned with the performance and detection rate of our system.

mrq2 How do the classification features we have selected for our classifica-
tion system perform?

rq2 .1 How do the individual features we have selected perform?

rq2 .2 How do combinations of our selected features perform?

rq2 .3 What results can different classification algorithms achieve
with our features?

RQ2.1, RQ2.1 and RQ2.3 are related to the tests of our system and
give insight in the performance of our features and classification al-
gorithms. The results of these research questions answer MRQ2 and
allow us to find the features, feature combinations and classification
algorithm that result in the best detection rate.

1.4 the process

In order to answer the research questions that we have defined, we
can divide this project into several phases.

initial phase In this preparation phase we create the problem
definition and context of the project. This phase results in the
project proposal.

first phase In this phase a literature and background study is per-
formed. The main goals of this phase are to get a better un-
derstanding of malware (detection) and different types and ap-
proaches to malware detection. In essence, this phase provides
the knowledge to be able to make an educated decision about
the approach that we are going to use for our system. This will
effectively answer RQ1.1.

second phase In this phase we will research existing software and
related work that use the same network-based approach as us.
Based on this we will research features that we can use for our
classification system, based on existing literature. The goal of
this phase is to reduce the scope of the project and identify the
information that we can use for our system. Because we already
know that we are going to use DNS information, this phase will
be the rationale behind why we will use DNS domain name
information for our system. This will answer RQ1.1.

third phase In this phase we will focus on the actual technical de-
sign including the selection of features and implementation of
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our system. The system will be designed using the approach
selected in the first phase, using the information and scope se-
lected in the second phase. The system will be designed and
developed according to requirements that match the objectives
of our project. The creation of the design will answer RQ1.2 and
MRQ1.

fourth phase This phase focuses on creating a dataset, defining
tests to measure the performance of our features, and present-
ing the results. The tests will be performed using the system
developed in the third phase. The tests will be designed so that
they will answer RQ2.1, RQ2.2 and RQ2.3.

fifth phase In this phase we will focus on future work and the
final conclusion based on our test results from the fourth phase.
The final conclusion will answer MRQ2.

Table 1 shows an overview of the output and deliverable for each
phase.

phase # output

0 Project proposal

1 Select best approach for our project

2 Scope definition

3 Design and developed software

4 Results

5 Final document

Table 1: Overview of project output for each phase.

1.5 overview

This document contains the following chapters (excluding the current
introduction chapter).
background This chapter contains background information about
malware and the detection of malware. The chapter will specifically
focus on malware types, malware communication methods, malware
detection techniques and technologies. This chapter will conclude
with the selection of the best detection approach for our system.
state of the art This chapter focuses on related work that uses
the same approach as us. This chapter will conclude with the selec-
tion of the scope and data that we will use within our system.
the system This chapter describes the design of our system. We
will specifically focus on the selection of features, design goals, re-
quirements, decisions, and technical challenges.
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results This chapter describes the tests we are going to perform,
the dataset we have created and the results of the tests.
discussion & conclusion This chapter presents the conclusion
and discussion on our results, in addition to our thoughts on future
work.



2
B A C K G R O U N D

In this chapter we will provide more detailed background informa-
tion on malware (communication) and malware detection methods
and techniques.
Section 2.1 will provide an overview of different types of malware,
their functionality, and how malware communicates with an attacker.
Section 2.2 will provide information on the most relevant approaches
to malware detection by discussing different malware detection tech-
niques and technologies. At the end of the section, an overview is
given of typical (malware) protection layers that are used within an
enterprise network.
This chapter will conclude with Section 2.3 where we select the best
malware detection approach for our project. We will also provide the
rationale behind this decision based on the research done that is de-
scribed in this chapter.

2.1 malware

The introduction chapter already gave a brief explanation of what
malware is. In this section we will provide more detailed information
on malware.

2.1.1 Different types of malware

There exist several different types of malware. This section will give
an overview of the most popular types of malware, including a small
overview of their behavior and their objectives. It is important to keep
in mind that not all malware can be put in a single group; often
malware will contain functionality from several different classes.

virus A virus is a type of malware that can copy itself and infect
additional computers. An extended definition by Microsoft is:
"A virus is a piece of code that attaches itself to other programs or
files. When these files run, the code is invoked and begins replicating
itself." [21] In addition to infecting local files, viruses also try
to infect remote computers. Viruses (and also worms) usually
spread by infecting every vulnerable host they can find.

worm Just like viruses, worms are also able to run by themselves.
The main characteristic of a worm is its ability to self-replicate
across network connections. Unlike viruses, worms do not at-
tack themselves to other programs (although they might carry

7
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code that does). They have other ways to replicate themselves.
Spafford defines a worm as "a program that can run independently
and can propagate a fully working version of itself to the other ma-
chine." [26]

trojan horse Trojan horses are known for pretending to be use-
ful, legitimate software, while simultaneously performing mali-
cious actions without the user’ knowledge. Often a Trojan horse
will run the legitimate software while the malicious part will
download additional malware in the background, infecting lo-
cal files, or perform other malicious software.

rootkit The main characteristic of a rootkit is its ability to hide
itself and other malicious software from the user and other pro-
cesses. A rootkit does not have to be malicious by definition, but
its stealthy functionality is especially interesting for malware
creators who want to hide their malicious software on a sys-
tem. Because of this rootkits are often paired with other types
of malware.

spyware Spyware is a type of malware that collects (sensitive) infor-
mation from a computer and usually transfers this information
back to the attacker. Most spyware focuses on stealing informa-
tion such as bank account credentials and credit card informa-
tion.

bot A bot is a type of malware that allows the attacker to remotely
control the infected system. A computer infected with a bot is
usually part of a big network of other bots (called a botnet). The
attacker that controls this botnet is able to send an instruction
to all computers in the botnet, making it especially useful for
malicious purposes such as sending spam emails or performing
DDoS attacks.

2.1.2 Command-and-control communication

Almost all modern malware use some networking capabilities to ex-
change information with the attacker. Specifically malware such as
bots, APTs, and other long-lived attacks require information and in-
structions from the attacker in order to be successful. This long-lived
control requires some form of a communication channel, which can
be used to send commands and results. Such a communication chan-
nel is called a command-and-control (C&C) channel. As explained in
the introduction, the goal of APTs is often to steal data from an orga-
nization. Because of this, sometimes additional channels exist to send
stolen data from the victim to the attacker.
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The C&C channel that the malware uses depends on the design
of the malware. The malware designer has to determine how often
he will need to communicate with the malware. Malware often in-
fects systems that are inside a network with an unknown network
structure to the attacker. Because of this, a lot of malware will need
some instructions from the attacker. The attacker effectively has re-
mote user level access to the system when it is able to communicate
with the malware. The C&C channel allows the remote attacker to
execute the same commands as a regular user of the system and also
receive the results of those commands.

Figure 1 shows an overview of the usual communication phases of
malware.

Figure 1: Typical malware communication phases.

C&C channels in malware usually follow this same traffic pattern:

1. Register a new infection to the attacker.

2. Send commands to the malware.

3. Send results from executed commands to the attacker.

phase 1 The moment when the APT will make its first call home to
the attacker. The malware will usually send some additional in-
formation to the attacker, such as network and operating system
information.

phase 2 Phase 2 is when the attacker sends instructions to the mal-
ware. There are usually three different types of instructions that
the attacker sends to the malware:

execute This will execute a command on the system. This can
be an operating system command, a script or a custom
command from the malware.

download This allows the attacker to instruct the malware
to download additional files to the infected system. These
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files are usually tools that are used to perform additional
attacks on the system or updates of the malware.

upload Used by the attacker to instruct the APT to upload a
file from the infected system.

phase 3 During this phase the malware sends information is has
gathered back to the attacker. Usually this is the result from the
executed commands from the previous phase. When this phase
is finished, the malware will go back to phase 2 where it will
wait for new commands from the attacker.

The C&C channel is a very important aspect of the malware. The
commands described above are able to give the attacker full control
over an infected system.

2.1.2.1 Methods

From a high-level perspective malware communication can use two
methods:

• pull

• push

The difference between these two methods is only in how they de-
liver commands to the infected systems, not in the commands and
information that can be sent and delivered.

push Malware that uses the push model will make a direct con-
nection to the attacker. This allows the attacker to send commands
directly to the malware. This connection is usually a TCP connection
to a C&C server and is used to complete the three phases described in
the previous section. The communication happens in real time, there
is no extra delay between sending and receiving a command or re-
sult.
The network communication typically uses the IRC-protocol, where
the malware joins a channel on an IRC server that is controlled by the
attacker. This method is called the push method, because the attacker
directly pushes commands to the malware.

pull With the pull model the communication is initiated by the
malware. When an attacker wants the malware to execute a com-
mand, it drops the command off on a hub. The location of the hub
is determined in advance. The malware will query this hub to see if
there are new commands that it needs to execute. If there are new
commands, the malware will execute it and post the results to the
hub. The attacker will periodically check the hub to retrieve the re-
sults.
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Figure 2: The pull communication model.

Figure 2 shows an overview of the pull model.

1. The attacker leaves a command at the hub.

2. The infected host periodically retrieves new commands from
the hub.

3. The infected host leaves the result on the hub.

4. The attacker periodically retrieves new results from the hub.

Often HTTP is used with the pull model. The malware executes GET
requests on a website that the attacker controls in order to collect new
commands that the attacker would like the malware to execute. The
malware will then execute those commands and use a POST request
to submit the results of those commands back to the website.
Due to how this method works, the malware will need to periodically
check for new commands to run, which means that there will always
be a delay between receiving, executing and sending the results from
a command. This method is called the pull method because the mal-
ware periodically polls a C&C server for new commands.

autonomous malware The most sophisticated and specifically
targeted malware can be completely autonomous. This means that it
does not need to communicate over the network with an attacker in
order to function properly. This malware is usually used on a specific
network that is not accessible from the internet. The Stuxnet worm is
a very good example of such a malware. While it was able to commu-
nicate over HTTP, the main method of infection was with USB sticks,
using a zero-day exploit. Because this is very sophisticated and highly
targeted malware, we will not consider this type of malware. We will
only focus on malware that uses some form of network communica-
tion, using either the pull or push method. Because this sophisticated
malware is usually written to target a specific organization, it is not
realistic to detect this type of malware using general malware detec-
tion systems.

the c&c server The C&C server architecture contains one or
multiple hosts and plays an important role. These servers are con-
trolled by the attacker and are used to coordinate the malware. At-
tackers will usually use multiple servers for redundancy purposes.
These servers are often hosts which have been compromised by the
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attacker, allowing him to use it as C&C server. Some malware uses a
P2P approach instead of centralized servers. P2P communication will
be discussed with more detail in Section 2.1.2.3.

2.1.2.2 DNS

The most important protocol that most malware uses is the DNS pro-
tocol. Unless the IP addresses of its C&C servers are hardcoded into
the malware, DNS is needed in order to find those IP addresses using
their DNS address records. Malware almost never uses hardcoded IP
addresses because they are easy to extract from the malware, making
it trivial to block those IP addresses in a firewall, rendering the mal-
ware useless.
DNS gives the attacker flexibility. It allows the attacker to change the
locations of the C&C servers without having to update or notify the
malware. This is very useful for an attacker, because the location of
C&C servers changes often because they get discovered and taken
offline regularly.

fast flux Fast flux is a technique where multiple IP addresses are
associated with a single domain name. DNS records are changed very
often so that the DNS record of a domain name directs to different IP
addresses every certain amount of time. This makes it much harder
to block the C&C traffic because the C&C servers are automatically
changed so often. Using DNS queries the malware is notified of these
changes. There is also a legitimate technique called round-robin DNS
that works similar to fast flux with similar characteristics and is used
by many popular websites as a form of load-balancing.

dga In the past few years some malware began using a more ad-
vanced approach, where the malware will generate a domain name
that resolves to the IP address of a C&C server. These domain names
are generated using a Domain Generation Algorithms (DGA), also
sometimes called domain fluxing. The attacker uses an algorithm
to create a large list of domain names each day. One of these do-
main names will actually be registered, and used to point to the C&C
server. The malware software that is installed on an infected machine
will use the same algorithm with the same parameters to generate
an identical list. The malware will connect to the domain names in
the list until it finds the actual registered domain (the C&C server),
or until a certain maximum has been reached. This is usually done
on a daily basis, using for example the date as parameter for the al-
gorithm so that each day different lists are generated. This technique
allows the attacker to greatly reduce the amount of time they expose
the C&C server via DNS, making it harder to apply countermeasures
in time.
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After the malware is able to locate the C&C server, the malware will
attempt to contact it using one of the protocols that will be discussed
in Section 2.1.2.3.

2.1.2.3 Other protocols

The protocols discussed in this section are often used by malware. In
the previous section the DNS protocol was discussed. DNS is used to
find the attacker; this section will focus on protocols that are used for
the actual C&C communication.

irc Originally designed as chat room software, the IRC protocol
has been popular for malware C&C communication for a long time.
IRC provides a simple interface for an attacker to control infected
systems using a chat room style interface. IRC supports private com-
munication between users, or group chat functionality within IRC
channels. In addition, it provides administration functionality by al-
lowing the owner to control who can access their channel.
IRC provides several mechanisms that make it very interesting for
malware purposes. First, by using password protection on a chan-
nel, the attacker can restrict access for unauthorized users to the IRC
channel that is used to control the infected machines. Second, IRC
channels can send messages to everyone inside the channel, which
allows the attacker to send the same messages to many different in-
fected machines at once. Lastly, the private communication between
users allows the attacker to send specific commands to specific in-
fected hosts, and receive individual messages from specific hosts.
IRC is one of the easiest protocols for C&C communication. To create
a connection with a C&C server, the infected system would have to
be part of a network that does very little egress filtering. When the
infected system is inside a network that blocks outbound traffic on
default IRC ports, the malware needs to use other ports that are less
likely to be blocked, such as ports 80 and 443 which are often used
for outbound web traffic.

p2p P2P is a distributed architecture with hosts directly connected
to other hosts. Data is transferred directly between these hosts, and
the need for centralized coordination is almost non-existent. P2P is
used to connect hosts together in order to create a private network
that runs on top of an existing network, such as the internet.
Specifically bots have recently taken advantage of P2P networking
over a more centralized approach. The biggest advantage is that no
more C&C servers are needed, who can prove to be a single point of
failure. A P2P network is much more robust and much harder to take
offline.
Although this document focuses on enterprise network, malware that
employs P2P architecture almost exclusively targets home networks.
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The reason for this that P2P architecture relies on poor inbound and
outbound filtering and using protocols such as UPnP to forward In-
ternet exposed ports to infected systems. These circumstances almost
only exist on home networks.
While current generations of P2P malware appear to only target home
networks, this can very easily chance in the future. To adapt to enter-
prise networks, it is likely that P2P malware will switch from custom
binary protocols to use some other communication protocol to bypass
firewall and other cyber security products.

http(s) HTTP is together with DNS the most interesting protocol
in the context of enterprise networks. The previous protocols that we
discussed (except DNS) are usually blocked in a tightly controlled
environment such as an enterprise network. However, outbound web
traffic is usually still allowed either directly or via a web proxy. When
this is the case, HTTP can be used for C&C communication by mal-
ware. HTTP is the protocol most commonly used by web browsers,
and is a simple text-based protocol that allows variable length for re-
quests and responses.
When HTTP is used by malware, a GET request is usually used to
retrieve commands from a C&C webserver, and a POST response is
used to send the results to the webserver. Unlike the previously dis-
cussed protocols, HTTP uses the pull method for communication. The
malware checks the C&C webserver periodically for new commands
to execute.
HTTP provides flexibility for the attacker in where they store their
commands and results. Obvious locations would be the GET and
POST parameters, but there are some headers that can be used to
carry data which might not attract immediate attention when analyz-
ing network traffic. When wanting to use textual fields in an HTTP
request or response, the malware will typically have to encode files
or data into ASCII characters which are suitable for use with HTTP.
In order to prevent deep packet inspection, the malware can use
HTTPS to encrypt all traffic between the malware and C&C server.

2.2 malware detection

A program that can detect malware Is able to analyze a set of pro-
grams, and can find whether is it is a clean normal program, or
malware. Saeed et al. [25] created a more formal definition of a mal-
ware detection program, where the malware detection program D is
a computational function. This program D works in the domain that
contains a collection of programs P, and a collection of malware and
clean programs. The malware detection program D analyses program
p which is part of P, to find if it is a normal program or malware. They
created the following definition:
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D(p) =

malicious if p contains malicious code

clean otherwise

This definition can be extended to account for false positives (FPs),
false negatives (FNs), and undecided results depending on the func-
tion D. This can be rewritten as

D(p) =


malicious if p contains malicious code

clean if p is a normal program

undecided if D fails to determine p

FP means that malware is detected even though the program is
clean, FN means that actual malware is detected as a normal program,
and undecided means that classification fails for unknown malware.
Developers of malware detection systems track new programs, ana-
lyze them, and categorize them by putting them in a clean (white)
or malicious (black) list. The undecided (gray) list contains programs
that have not been classified, and are usually put in a controlled en-
vironment (such as a sandbox) for further analysis and classification.

2.2.1 Techniques

A malware detection system always uses a certain technique and a
certain technology.

signature-based Anti-malware products that use signature-based
techniques identify malware by comparing a potential malware pro-
gram with a database of known malware signatures. The main ad-
vantage of this technique is that it can be very effective and fast. The
main disadvantage is malware will not be detected if it is unknown,
or its signature is not in the database for some other reason. Because
it can only detect malware that has actually been identified before,
it has a very low false positive rate (FPR). However, because it can
only detect malware that has been identified before it has a high false
negative rate (FNR).

anomaly-based Anomaly-based systems work by detecting any
kind of activity that is not part of the ordinary activity of a system. An
anomaly-based detection program keeps track of a system’ activities
and classifies it either as normal or anomalous behavior. The differ-
ence of this technique compared to signature-based is that it detects
malware based on classification instead of patterns. The main advan-
tage of this technique is that it can detect unknown malware, because
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it does not rely on a database of already identified malware but rather
on the detection of malicious behavior. This result in a lower FNR
compared to signature-based detection. However, the biggest disad-
vantage is that it has a higher FPR.

2.2.2 Technologies

Several technologies exist to detect malware. Some of them reside on
the host it protects, some of them outside of the host. All detection
technologies use either a static, dynamic or hybrid methods based on
signature or anomaly-based techniques. This paragraph will discuss
these technologies.

intrusion detection system An intrusion detection system
(IDS) monitors a network traffic or system activities, depending on
the type of IDS. The IDS is usually a software application or dedi-
cated device. There are several different types of IDSs, but they can
be categorized as network-based and host-based detection systems.
The goal of an IDS is not necessarily to stop an attack (although some
do), but rather to detect and report an intrusion. In a passive sys-
tem, the IDS will only detect, log and notify when an intrusion has
been detected. In an active system, the IDS will actively try to prevent
the intrusion. IDSs can use both signature-based detection as well as
anomaly-based detection.

host-based ids A host-based intrusion detection system (HIDS)
monitors and analyzes the internal state and dynamic behavior of a
computer system to detect if there are any internal or external mali-
cious activities or processes that affect the computer system. Because
this variant of an IDS is host-based, it operates on the same host that
it monitors. An example of an HIDS would be an antivirus scanner.

network-based ids A network-based intrusion detection sys-
tem (NIDS) monitors the network nodes, analyzing network packets
that pass them. Unlike host-based systems, NIDSs are only installed
at specific points inside a network, such as systems that interface be-
tween the outside environment and the network segment that needs
to be protected. Because this variant is network-based, it only oper-
ates outside of the hosts.

hybrid ids There is also a third type of IDS that uses a hybrid
approach, meaning that both network-based as well as host-based
capabilities are used. A hybrid IDS usually consists of nodes that col-
lect network data, in addition to software installed on local machines.
The data from all sources is then send and collected at a main system,
after which it will be analyzed and classified. A hybrid IDS can be
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effective, because while host-based systems are aimed at protecting
internal systems, they can be susceptible to external attacks. The op-
posite is true for network-based systems that protect against external
attacks, but are not able to provide protection inside a local host.

2.2.3 In an enterprise network

The network of an organization is called an enterprise network. An
enterprise is a computer network that is only used by organizations.
An enterprise network usually includes a large diversity of computers
and systems, such as desktop computers, servers, and mobile (BYOD)
devices. The sizes of enterprises can vary greatly. An example of a
very small enterprise network would be a small (home) office of 1

to 10 persons consisting of only a few desktop computers inside a
LAN. At the other end of the spectrum would be an enterprise net-
work consisting of multiple LANs (possibly over different locations)
and connected by WANs as private (virtual) networks.
As opposed to enterprise networks, public networks are networks
that provide connectivity to home networks and mobile devices. A
home network usually consists of desktop computers, networked print-
ers and televisions, tablets, laptops, and other mobile devices.
One of the largest differences between public and enterprise networks
is that enterprise networks have systems in place that control the com-
munication. Enterprise networks are separated from public networks
by firewalls. Within an enterprise network, the systems are put into
groups with different (communication) policies. For example, a web-
server that needs to be publicly accessible from the internet would
reside inside a DMZ.
Sometimes small networks have characteristics from both enterprise
and home networks. When defining the problem we will use the ba-
sic definition of an enterprise network (in contrast with the public
networks) that was discussed in this section.

2.2.3.1 Malware protection in an enterprise network

A typical enterprise network usually has multiple layers that protect
the network and its systems from malware. In this section we give
an overview of these protections in order to understand the bigger
picture, and to see how it all fits together.
The communication model malware uses depend on the network ar-
chitecture of the target host. How this architecture looks depends on
the type, size and budget of the organization. If we take the small
(home) office example again, it would likely have simple network ar-
chitecture with a firewall and possibly an antivirus product on the
desktop computers. These types of networks are usually designed
with the goal of making sure that the user can do his work, valuing
functionality over security.
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In contrast, large organizations are much more likely to have a spe-
cific budget for IT and a much more clear and defined strategy for
security. In addition, they usually have networks separated by phys-
ical location, where functional components are separated from each
other. Large organizations are also more likely to have multiple de-
fensive layers, filter network traffic and perform network monitoring.
Network architecture limit and control the type of network that can
enter and leave the network. This of course affects the choice for a
C&C channel.

first layer Firewalls placed between the outside environment
and the inner networks are usually the first layer of defense in most
companies. They protect the networks of an organization from an out-
side attack. However, not all organizations filter outgoing traffic that
leaves the network. This is especially true for smaller organizations
that often prioritize user functionality.

second layer Antivirus products are usually the second layer
of defense in most organizations. A way to prevent the spread of a
known malware inside an organization that is often used is to scan
e-mail attachments before it gets delivered. However, many file types
such as documents that are usually permitted can also contain mali-
cious code. In addition, most antivirus products are only as effective
as their signature databases.

third layer The third layer of defense is usually a web proxy.
Originally used to cache webpages, they are now often used to pro-
vide content filtering to control what content can be accessed by a
user. In addition, web proxies often implement antivirus technology
that allows the proxy to scan downloadable content for malicious
code. This way, malicious downloads can be intercepted before they
reach the user’ computer.

fourth layer The fourth layer of defense is on the desktop com-
puter of a user. This layer is the configuration of the computer and
any locally installed security software, usually antivirus products and
other HIDSs. In a sense, this is the last layer of defense because its
goal is to catch anything that made it to the actual host, making it
past any of the previous layers.

fifth layer The final layer of defense is the NIDS. These systems
use signatures to detect malicious content in network traffic flows.
Just like most antivirus products, if the malware is unknown, there
will be no signatures. Because of this, sometimes heuristic modeling
is built into some IDSs, but this will always increase the FPR.
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2.3 our approach

In this section we will discuss the technique and technology we have
selected to use for our malware detection system. We have decided
to create a network-based system, using an anomaly-based detection
technique. The following paragraphs will discuss the rationale behind
this decision.

technique The only detection technique that is suitable for our
goals and objectives is a malware detection system that uses an anomaly-
based technique. An anomaly-based system allows us to detect un-
known malware, unlike a signature-based system. Because detecting
unknown malware is one of the main objectives of this project, we
have no choice but to use this technique.

technology The best malware detection technology depends on
the goal and (network) environment. There are several reasons why
a network-based approach is superior in our situation. The goal of
this project is to give an indication of malware infection on one (or
multiple) systems within an entire enterprise network. When using
a host-based detection approach we would have to install detection
software on every single system inside the network in order to find
malware inside the network.

There are several reasons why this approach is not ideal for our
goals and objectives:

1. It is impractical. We would have to install software on possibly
every single system inside the network. After running the test
we would have to uninstall everything again.

2. It is very time consuming. We have a five day time window
to perform our tests, this includes installing and uninstalling
anything we need in order to run the tests. For a large network
this would take a lot of time if we would have to do this per
single system.

3. It slows down the systems. It is very possible that a host-based
detection system will be resource intensive and slow down the
systems.

4. It invades privacy. Our solution would run on local systems and
have access to any files on the system.

However, a network-based approach would suit our case much bet-
ter. It would be able to solve all of the problems mentioned above and
more:
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1. It is not impractical. We could do the detection on a single
point inside the network, most likely the point where the en-
terprise network connects to the internet. All C&C communica-
tion would pass that point making it the perfect place to do our
detection.

2. It is easy to set up. We would only have to install and uninstall
a device at one point in the network.

3. It allows us to scan different types of systems. With a host-based
approach we would have to develop software for a specific plat-
form. For example, if we would develop a host-based detection
system for Windows we would be able to detect malware on all
the Windows systems inside the enterprise network. However,
in this situation we would not be able to detect malware on sys-
tems in the network that runs on a UNIX-based OS. This would
conflict with our goal of giving an indication of malware infec-
tion of the complete network. Because a network-based detec-
tion approach is platform independent and analyses all traffic
that leaves the network, we would be able to detect malware
on any system, even smartphones that connect through the net-
work.

4. It does not slow down the systems or network. Many routers im-
plement functionality that allow third party developers to pas-
sively extract network traffic information from the router, with-
out having any effect on the performance of the network. This
allows us to potentially have zero impact on the performance of
the network.

5. It is non-intrusive. There are multiple ways to do network traffic
analysis. When we only work with network flow information
and do not inspect the actual packets, we would not invade the
privacy of the network users.

The reasons mentioned in this section make it very clear why a
network-based detection system would be much better than a host-
based approach. This effectively answers RQ1.1. In the next chap-
ter where we will discuss research and existing software, we will
only focus on related work that uses a network-based system and an
anomaly-based detection technique. Other works are not relevant for
us.
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In this chapter we will discuss the state of the art approaches and
research. The focus will be on research that – like us - uses a network-
based approach using an anomaly-based detection method. Some of
the research papers described in this chapter also have an implemen-
tation available as free and sometimes open source software. There
are also many commercial software packages available, but we will
not discuss those. The main reason for this is that it is very hard to
find out how exactly some commercial software packages work, be-
cause most of the companies keep this a secret. In many cases it is
only possible to get a general understanding of the techniques and
technology used. In contrast, for the software that we discuss, the
technique, technology, and inner workings are thoroughly discussed
in papers.
We have tried to create a diverse selection of papers and ignore dupli-
cate or very similar studies. This way we will get the best overview
that shows different approaches to a network based system with
anomaly based detection and gives a good understanding on the state
of the art.
After discussing the state of the art, we will discuss the focus of our
system, effectively narrowing down the scope for our design and
project. This will be done in Section 3.2 of this chapter.

3.1 existing work

In this section the existing work and solutions will be discussed. We
will only focus on works that use a similar network-based approach
as us.

3.1.1 BotHunter [15]

BotHunter detects C&C traffic using a monitoring strategy that fo-
cuses on the network traffic in the first phase (see Section 2.1.2) after
a successful malware infection. Their approach uses an evidence trail
as they call it that recognizes malware infections by the communica-
tion that occurs during the malware infection process. They call this
the infection dialog correlation strategy. Malware infections are modeled
as a set of loosely ordered communication flows that exist between
the infected host inside a network, and one or more hosts on the out-
side that the attacker controls. They assume that all malware shares a
common set of actions that occur during the infection phase: scanning
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the target, downloading a binary file and running it, and establishing
a C&C channel. They do not make the assumption that all malware
will perform all these actions, or that their system will detect every
single event, but rather that the system collects an evidence trail of all
events that are related to infection. They keep track of this for every
single host in the network, looking for a combination of sequences to
see if it reaches a certain threshold. This threshold will determine if
the system will recognize a host as infected.
The advantage of this approach is that it is able to detect unknown
malware. The disadvantage is that the system is complex and needs
to detect multiple infection related events before it can trigger an alert.
When during a malware infection not all events are triggered or mon-
itor the system will not detect the infection. This can be countered by
loosening the model, but this will also increase the FPR.

3.1.2 Detection of P2P C&C traffic [24]

This approach focuses on detecting C&C communication that uses
P2P architecture and tries to detect the malware before it attacks. They
specifically focus on the C&C communication that occurs outside of
the initial setup phase. They use a total of 17 different features that
are taken from the network traffic, such as the source and destination
IPs and ports of traffic flows.

Multiple machine learning classification techniques were used to
investigate the possibility of detecting malicious traffic by analyzing
network traffic behaviors only.

The machine learning techniques used in their work are the follow-
ing:

• Nearest Neighbors classifier

• Linear Support Vector Machine

• Artificial Neural Network

• Gaussian Based classifier

• Naïve Bayes classifier

They have achieved a true detection rate above 90% for the Support
Vector Machine, Artificial Neural Network and the Nearest Neigh-
bors classifier with a total error rate of less than 7%. The true de-
tection rate is above 88% for the Gaussian Based classifier and the
Naïve Bayes classifier, but with a total error above 10%. These results
indicate that it is possible to identify P2P C&C communication by
only analyzing traffic behavior, thus without inspecting the content
of packages.
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The authors concluded that based on their comparison of five ma-
chine learning techniques, and the metrics we discussed, that the Sup-
port Vector Machine, Artificial Neural Network and Nearest Neigh-
bor classifier are the top three machine learning techniques (among
the five) that can be used to build a C&C detection framework.

3.1.3 Detection of C&C traffic by temporal persistence [14]

This approach focuses on detecting C&C traffic and the individual
end-hosts that the malware connects to. They introduce something
called destination traffic atoms which combines the locations outside
of the network that are visited. They then compute the persistence,
which is a measure of how often the destination atoms are visited. In
short, they keep track how often a destination outside of the network
is visited.
During the training phase, the destination atoms that are very per-
sistent are added to a host’ whitelist. They then track the persistence
of new destination atoms that are not on the whitelist, to identify
suspicious C&C traffic destinations. Their method does not require
any prior information about destinations, ports, or protocols used for
C&C communication, in addition to not needing to inspect the pay-
load of the traffic.
The system is evaluated using user traffic collected from an enterprise
network and overlaying the collected malware traces. They demon-
strate that their method can correctly identify C&C traffic, even when
it is very stealthy. In addition, filtering outgoing traffic using the
whitelist constructed during the training phase will also greatly im-
prove the performance of more traditional anomaly detectors. They
also show that the C&C detection can be achieved with a very low
FPR.

3.1.4 DNS anomaly detection [30]

This approach uses two DNS-based methods for identifying malware
C&C servers based on DNS traffic. The first method looks at excep-
tionally high DNS query rates for specific domain names. High DNS
query rates might indicate malware infection; because malware often
uses a domain name that changes the location frequently, because
attackers often change the location of their C&C servers. This tech-
nique used by malware called fast fluxing has been explained with
more detail in Section 2.1.2.2. The second method of this approach
consists in looking for a high number of These replies are sent from
a DNS server when a DNS query can not be resolved because it does
not match an existing domain name. These queries can correspond
to malware trying to locate their C&C servers that have been taken
down.
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Their experiments show that the first method results in a very high
FPR. The main reason for this is that many popular domain names
(such as google.com) have a very low time to live (TTL) value. This
means that the record for this domain in the DNS cache expires
quickly and will have to be required at the DNS server again. This
results in a spike of valid and legitimate DNS queries for popular
domains, which by their method will be classified as malware. This
explains the high FPR. However, the second method was very effec-
tive. Almost all of the detected domain names were also reported to
be suspicious by others.

3.1.5 C&C detection based on network behavior [28]

This approach uses network flow characteristics such as bandwidth,
packet timing, and burst duration to detect C&C communication.
Traffic that is most likely not part of C&C activities is first removed.
The remaining traffic is then classified into a group as potentially
malicious. It then correlates the potentially malicious traffic to find
common communication patterns that could suggest malware activ-
ity.
They used a total of 16 different features extracted from the network
flows. They used several different machine learning techniques to
classify the network into the two groups. They concluded that mal-
ware evidence can be extracted from a dataset that contains over
1.300.000 network flows.

3.1.6 EXPOSURE [2]

EXPOSURE is a system that uses DNS analysis techniques to detect
domain names that are involved in malicious activity. They use a total
of 15 different features - 9 of which were not previously used - that
they extract from DNS traffic.

The features they present can be divided into four categories, as
can be seen in Figure 3.
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Figure 3: Features used by EXPOSURE.

For their time-based features they used a very large dataset of ac-
tual DNS logs. These are general features that do not focus on a spe-
cific malicious DNS technique. The DNS answer-based features and
TTL value-based features focus on detecting fast flux domains. Fast
flux domains often have a very low TTL value in addition to many
distinct IP addresses spread over several countries. The domain name-
based features focus on detecting DGA.
They used a J48 decision tree for their classifier.

3.2 our work

Four our project we will focus on detecting malware using DNS infor-
mation. As was explained in Section 2.1.2.2, almost all malware uses
the DNS protocol, making it one of the most interesting protocols to
focus on.
As shown in this chapter, most of the existing works that use a network-
based approach focus on finding anomalies in network behavior. The
largest downside of this is that in order to find those anomalies, a
large dataset of existing malicious and benign network flows are
needed. With regards to this project it makes more sense to focus
on DNS information because datasets of malicious and legitimate do-
main names are much easier to find. In addition, almost all malware
uses the DNS protocol. As was explained in Section 2.1.2.2, there are
two malicious techniques that are used by malware in regards to DNS:
fast flux and DGA. Especially the DGA technique is very often used
at the moment, being used by very popular malware that has been
released in the past two years. For this project we would like to fo-
cus on detecting these two techniques. We will create a classifier that
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can detect if a domain name uses either fast flux or DGA. If one of
those techniques is present in a domain name, it will be categorized
as malicious. The features we will use for this system will be based
on existing work that has been discussed in this chapter. The study by
Villamarin et al. [30] focuses partly on detecting fast flux. EXPOSURE
[2] focuses on detecting both fast flux and DGA. We will use some of
the features that were used in those studies, in addition to variations
of those features and some new features that we will introduce. This
will be discussed in more detail in the next chapter.
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T H E S Y S T E M

As we have determined in Section 2.3, we will use a network-based
detection system using an anomaly-based classification technique. In
the previous Section 3.2 we have determined that we want to perform
this detection using DNS domain name information. In this chap-
ter we will present the design of our system. We will give a general
overview of the system; discuss what input data we use and how we
receive it, the features that the system will use for classification, how
we process the data and try to detect if a domain name is malicious
and provide the database of the system.
We will conclude on how the system will answer MRQ1, how it is in
line with our objectives, what challenges we have encountered and
how it compares to existing solutions.

The general idea of the system design is that it logs all the DNS
traffic that leaves and enters the network, filtering for DNS-request
for domain conversion. In practice, this means that we will log all
the domains that are accessed from within a network. We will cre-
ate a device that will be placed inside the network that will log this
information. The software that we will create for this device is able
to both log the DNS and determine if a domain is malicious or not.
After logging a domain name query, the domain name is compared
to a whitelist. If the domain name is whitelisted, it will be discarded.
If it is unknown, meaning it is not on the whitelist, it will be further
analyzed. The component that will make the decision will be a classi-
fier using a decision tree. When a domain is unknown (i.e. not on the
whitelist) we will look for several features and characteristics of the
domain that could be indication for a malicious domain name that
uses either fast flux or DGA. The extracted features will be used in
the trained classifier to determine if it is malicious or not. The domain
name will then be stored in a database and flagged as malicious or
legitimate, based on the outcome of the classifier. The next sections of
this chapter will explain the system in more detail.

4.1 overview

In this section we will provide a general overview of the system and
its components. The components itself will be discussed in more de-
tail in the next sections, in this paragraph we are trying to give an
overview that shows the general responsibilities of each component,
how they are connected, and how they fit in the process and flow of
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the system.

According to Bow et al. [5] a classification system can be divided
into three phases: data acquisition, data preprocessing, and decision
classification. See Figure 4. In the data acquisition phase the data is
converted into a format that is suitable for preprocessing. The data is
then used for the second data preprocessing phase, and grouped into
a characteristic set of features as output. The third phase is the actual
classifier that classifies the set of features to a certain class.

Figure 4: Phases of a classification system.

The classification part of our system follows the exact same phases.

phase i The first data acquisition phase is concerned with retriev-
ing the full DNS information for a requested domain name. This data
is stored in a log file.

phase ii In the second data preprocessing stage the full DNS in-
formation is taken from the log file. The relevant data is then ex-
tracted from this log file. The domain name is then matched against
a whitelist. A domain name that exists on the list is discarded. This
phase concludes with extracting the features from the remaining do-
main names.

phase iii The third decision classification phase uses the feature
vectors from the previous phase to actually label the domain name as
either malicious or legitimate.

The system consists of 8 components, as can be seen in Table 2.
Figure 5 shows an overview of the full system.
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id. name phase

A DNS Log Creator I

B DNS Log File I

C DNS Log Monitor II

D DNS Log Parser II

E Whitelist Matcher II

F Feature Extractor II

G Classifier III

H Database -

Table 2: Overview of the components of our system.

Figure 5: Overview of the system.
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4.1.1 Components

This section discusses all the components in more detail.

(a) dns log creator Creates the logs file containing the domain
name DNS information that we want to classify. Section 4.2.1 will go
into detail on how we receive the queried domain names from the
network and how they are stored in the DNS Log File.

(b) dns log file The logs file that contains the full DNS queries
and response data from domain names accessed from within the net-
work. This file is continuously monitored by the DNS Log Monitor for
new domain name records. This component will be discussed with
more detail in Section 4.2.1.

(c) dns log monitor Monitor for new DNS records in the log
file. When a record is retrieved, it will be removed from the log file
and passed to the DNS Log Parser. This component will be discussed
with more detail in Section 4.2.2.

(d) dns log parser This component parses the DNS record from
the DNS Log Monitor. The parser extracts out all the information that
we need for our classification and stores it in a custom DNS object.
This component will be discussed with more detail in Section 4.2.2.

(e) whitelist matcher This component has access to the whitelist
that we use. When it receives the DNS object from the parser it will
compare the domain name from this object to the whitelist. When
there is a match, the process stops and the DNS object will be dis-
carded. When there is no match, meaning the domain name is un-
known, it will be passed to the Feature Extractor component for fur-
ther analysis. This component will be discussed with more detail in
Section 4.3.2.

(f) feature extractor This component extracts and calculates
all the features from the DNS object. In principle, it extracts a feature
vector for our classifier from the DNS object. This data is then passed
on to the Classifier component. This component will be discussed with
more detail in Section 4.3.3.

(g) classifier The trained classifier will use the feature vector
from the extractor to classify the object as malicious or not. After
classification the DNS object with the classification result is stored
into the database. The classifier can also be used in training mode,
which is not relevant when using the system in production mode. In
training mode we can input a labeled dataset in order to train the
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classifier. This will be discussed in more detail in the next chapter in
Section 4.3.4.

(h) database The database contains all the DNS objects that have
passed through the classifier. This means that every requested do-
main name that is unknown (i.e. does not exist on the whitelist) will
eventually end up in the database after being flagged by the classi-
fier as malicious or legitimate. The database design will be discussed
with more detail in Section 4.4.

4.2 data input

In this section we will discuss the components that are relevant for
the data acquisition. In our case this concerns how we detect and log
the domain names (and their full DNS information) that are accessed
from hosts within a network. We will discuss the following compo-
nents in more detail:

• (A) DNS Log Creator

• (B) DNS Log File

• (C) DNS Log Monitor

• (D) DNS Log Parser

4.2.1 DNS Log Creator & DNS Log File

The first and most important component of this section is the DNS
Log Creator. This component creates the log file containing the do-
main name DNS information that we want to classify. In order for
this component to log this information, it needs to detect the domain
names that are queried from within the network that the system anal-
yses, including other relevant DNS information.

4.2.1.1 Logging the DNS data from the network

We have identified three possible ways to log the required DNS infor-
mation from the network.

network switch with port mirror This is the approach we
will use in our proof-of-concept. We have placed a switch before the
modem that connects to the internet. All traffic that goes to the mo-
dem now first passes the switch, after which it goes to the modem.
Technically there does not really chance anything and the network
flow is still intact and completely unmodified.
The network switch has a specific function called port mirroring. This
feature allows us to specify port(s) on the router which should be
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mirrored to a mirror port. In practice this means that we can copy
the network traffic from the incoming port from the network, and
the outgoing port that connects to the router, to the mirror port. We
then connect our device that contains the DNS logging software to
the mirror port. This allows us to receive all incoming and outgoing
data from our network on our device that runs our system. We do
not interact with the existing network stream at all, the only thing we
do is copy it and analyze the copied stream for relevant DNS data.
Figure 6 shows setup in action.

Figure 6: Our system inside a network.

network tap This approach is very similar to network switch
with port mirror approach. The only difference is that we do not use
a network switch but a designated tap that splits the existing network
cable into two, allowing us to tap the network stream from the newly
created cable. This new cable effectively figures as a port mirror in
the previous approach.

log directly from dns server The final approach is depen-
dent on the network that is being logged. If it is possible for the net-
work administrator to force all DNS queries to go through a corporate
DNS server, we can log the DNS queries straight at the destination.
All DNS software is able to log the DNS requests into an external file.
If we know that all DNS queries in a network will go through that
DNS server we can simply turn on logging and parse the DNS log
files of the server.

4.2.1.2 Extracting the DNS data from the network stream

Using the port mirroring setup we have access to all network traffic
that enters and leave the network. The next step is to extract all the
DNS requests and responses from this large stream of live network
data.
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Our initial approach was to use Wireshark [6], a free and open-source
packet analyzer. Wireshark allows us to put network interfaces into
promiscuous mode, allowing us to see all network traffic that is vis-
ible on that interface, even when the traffic is not addressed to the
actual network interface. This was exactly what we needed in order
to capture all the copied traffic that our system would receive from
the port mirror switch.
However, it proved to be more work than anticipated to write a pro-
gram that was able to simply log all DNS domain name requests
and corresponding responses from a network stream. The main rea-
son was that there were many duplicates that would slow down the
whole process.

passivedns We were able to find a small piece of software called
PassiveDNS [3] that is free, open-source and does exactly what we
need. According to the author of the software, PassiveDNS is "a tool
to collect DNS records passively to aid Incident handling, Network Security
Monitoring (NSM) and general digital forensics."
PassiveDNS analyses traffic from a network interface just like Wire-
shark and automatically outputs the DNS queries and responses to a
log file. It is also able to cache and aggregate duplicate DNS responses
in memory, limiting the amount of data and duplicates in the log file,
without losing any of the actual DNS requests and responses.
Listing 1 shows a snippet with example output from the log file that
PassiveDNS produces, showing how the log file looks like and what
kind of information it stores.

Listing 1: Example line from a PassiveDNS log.

1437487607.235353||192.168.2.15||192.168.2.254||IN||rooster.rug.

nl.||A||129.125.36.172||83637||0

As can be seen from the Listing 1, the log uses a delimiter between
the different values. PassiveDNS stores 9 different values for a single
DNS request and response.
Table 3 shows the definition of each value from the example log snip-
pet that was taken from one of our log files. PassiveDNS stores these
9 values for every single domain name query.

conclusion Using a network switch with port mirroring allows
us to analyze all the network data that enters and leaves the network.
Connecting a device running our system to the port mirror allows us
access to this data. The PassiveDNS effectively is our DNS Log Creator.
It filters out and extracts exactly the data that our system needs and
stores it in a log file, which will act as our DNS Log File.
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value definition

1437487607.235353 UNIX timestamp of the time that the DNS re-
sponse was received. The timestamp shows the
time microseconds.

192.168.2.15 The (local) IP address of the client that initiated
the DNS query.

192.168.2.254 The IP address of the DNS server. In this case it
is the local modem.

IN Resource record class.

rooster.rug.nl Queried domain name.

A Record type. We are only interested in A records.
A records translate queried domain names to a
IP addresses.

129.125.36.172 The DNS answer. This is the IP address associ-
ated with the queried domain name.

83670 TTL value. Shows after how many seconds the
local cache should be refreshed.

0 Is described in the documentation as count. We
are not sure what this value does, in our own file
with over 250000 DNS query logs we have never
seen this value be anything else than 0.

Table 3: Data in a PassiveDNS record.

4.2.2 DNS Log Monitor & DNS Log Parser

The DNS Log Monitor keeps track of the DNS Log File that is created
by the DNS Log Creator. As was explained in the previous section, the
log file constantly changes when domain names are accessed from
within the network and the DNS records are stored in the log file.
The DNS Log Monitor keeps track of new changes to this log file, ex-
tracting new records from the log file, after which the records are sent
to the DNS Log Parser, and the extracted records are removed from
the log file. Because of this the DNS Log File will only contain new
DNS records that have not been accessed by the monitor yet.

The DNS Log Parser receives new DNS records from the DNS Log
Monitor. The records it receives are in the same format as shown in
Listing 1. The DNS Log Parser will parse the records and extract the
information that we need for our features. It is important to note that
sometimes a single DNS query can result in multiple responses. The
example from the previous section showed a DNS query with a single
response. When a domain name has multiple IP addresses attached
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to the name we will receive separate responses for each single IP
address. An example from the DNS Log File showing a DNS query
for a domain name with multiple IP addresses is shown in Listing 2.

Listing 2: Example lines from a PassiveDNS log.

1437317609.307733||192.168.2.15||192.168.2.254||IN||twitter.com

.||A||199.16.156.102||26||0

1437317609.307733||192.168.2.15||192.168.2.254||IN||twitter.com

.||A||199.16.156.70||26||0

1437317609.307733||192.168.2.15||192.168.2.254||IN||twitter.com

.||A||199.16.156.38||26||0

1437317609.307733||192.168.2.15||192.168.2.254||IN||twitter.com

.||A||199.16.156.6||26||0

As we can see, a DNS query for the twitter.com domain results
in four responses, one for each associated IP address. However, we
can easily see that they originate from the same DNS request because
the timestamp (in microseconds) is identical. The DNS Log Parser uses
this timestamp information so that it can group multiple DNS records
from the log file to the same original DNS query. Because we are
not interested in the IP addresses itself, but rather the number of IP
addresses associated with a domain name, we will only keep track of
the number of responses.
An overview of the information that the parser extracts can be seen
in Table 4. The example values show the output from the DNS File
Parser using the twitter.com query example from above.

data example value

Timestamp 1437317609.307733

IP address 192.168.2.15

Domain name twitter.com

IPs 4

TTL 26

Table 4: Data that the parser extracts.

This information is stored in an object and sent to the next compo-
nent, the Whitelist Matcher.

4.3 processing

In this section we will focus on the main components of the system
that are responsible for the actual classification of a domain name. We
will first discuss the different features that our system uses and the
rationale behind choosing them. Then we will go into detail about the
different components that are relevant for the processing stage:
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• (E) Whitelist Matcher

• (F) Feature Extractor

• (G) Classifier

4.3.1 Features overview

Arguably the most important part of the system is the features that
we are going to use for our classifier. As we have explained in Sec-
tion 2.1.2.2, there are two different DNS-based malicious techniques
that are interesting for us: fast flux and DGA. The features we have
selected try to detect if a domain name uses those techniques.
All the features we use can be extracted from the data that is shown
in Table 4. We will divide our features over two categories: fast flux
features and DGA features. Table 5 shows an overview of our features
and the technique that it is trying to detect.

identifier name technique

1 Number of IP addresses Fast flux

2 TTL Fast flux

3 Ratio digits to letters DGA

4 Domain name length DGA

5 Suspicious TLD DGA

6 Special characters DGA

7 2-gram DGA

8 3-gram DGA

Table 5: Feature overview.

The features will be discussed in more detail, including how they
work and why we think that they are relevant.

4.3.1.1 Fast flux features

We have selected two features for the detection of fast flux domain
names. Part of the study by Villamarin et al. [30] also focused on
detecting fast flux domain names. They also used the Number of IP
addresses and TTL of a domain name to try to classify a domain name
as using fast flux or not. They were not very successful. Their exper-
iments showed that using both features resulted in a very high FPR.
According to them, the main reason for this is that many popular do-
main names (such as youtube.com) also use a very low TTL value and
also have many different IP addresses associated with their domain
name as a form or load balancing. In essence, very popular domain
names have the same characteristics as malicious fast flux domain



4.3 processing 37

names.
We will try to combat the high FPR by using a whitelist. Our whitelist
will be based on Alexa’ [29] list of domains. This list contains the most
popular domain names. Because we will whitelist the most popular
domain names and thus filter them out before classifying, we expect
to get much better results by eliminating the main reason that the
authors pinpointed to be the cause of their high FPR.

(1) number of ip addresses Because one of the characteristics
of fast flux domains is the high number of associated IP addresses,
it makes sense to use this as one of the features to detect fast flux
domains.

(2) ttl The TTL is a mechanism that limits the lifetime of data,
similar to an expiration date. TTLs are also used in DNS, where these
values are set by an (authoritative) name server for a specific record.
When a DNS record is queried, that record will be cached for the
time specified by the TTL. Because the DNS records of domain names
that use fast flux are updated very often, it will also have a very
low TTL value, making it a very interesting feature. Although we
explained that round-robin DNS load-balancing also has the same
characteristics as fast flux domains (including a low TTL value), it
is a technique mostly used by popular websites. However this will
probably not be an issue as we use the top 250.000 from Alexa.com
as whitelist, so the most popular websites will be filtered out and
classified as legitimate before they reach the classifier.

4.3.1.2 DGA features

The features in this section are used to detect DGA domain names.
We use a total of 6 different features for the detection of DGA domain
names. All of these features can be extracted from the domain name
itself.

(3) ratio of digits to letters While looking through datasets
containing malicious and legitimate domain names one of the first
things we noticed was that malicious domain names are much more
likely to consist of (many) numbers. The goal of domain names is
to translate a name to an IP address, because IP addresses are much
harder to remember. Therefore it makes sense that websites use easy
to remember domain names that consist of existing words or a com-
pany name. Malware authors are not concerned with this because
they do not have to be remembered by humans. This is especially
true for domain names that are generated with DGAs. Because of
this we have selected this feature for DGA detection.
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(4) domain name length One of the other things we noticed
was that malicious names are often much longer than legitimate ones.
The same reasons as the number ratio apply to the argument for this
feature. Longer names are harder to remember, which malware au-
thors usually not care about. Because of this malicious domain names
are much more likely to be long. Based on the length a certain number
of points is added to the total malicious score.

(5) suspicious tld Some top-level domains (TLDs) are statisti-
cally much more likely to be malicious than others. For example, a
domain with a .gov extension is much less likely to be malicious than
a .ru domain, even if nothing else is known about the domain. Be-
cause of this it would be interesting to test this feature.

(6) special characters This feature checks if the domain name
contains suspicious characters, such as Chinese or Russian ones. Rus-
sian and Chinese domain names have a relatively high likelihood to
be used for malicious purposes. When a domain name contains Rus-
sian or Chinese characters which are not supported by most operating
systems and keyboards in the western world, it is very likely that the
connection was not initiated by a person.

(7) 2-gram In the Dutch and English languages there are certain
combinations of characters that never occur. When a domain does
contain such a sequence it is very likely that it is a domain used for
malicious purposes, created with a DGA. It would be very interesting
to create a list with these 2-character sequences and see if any – and
how many - of those sequences exist in a domain name.

(8) 3-gram Works the same as the 2-gram feature, except now we
use a 3-character sequence.

4.3.2 Whitelist Matcher

The Whitelist Matcher is responsible for maintaining a whitelist that is
used before feature extraction. This component receives an object sim-
ilar to the one displayed in Table 4. The Whitelist Matcher will extract
the domain name from this object and match it against a whitelist.
If there is a match, we assume that the domain name is legitimate
and we discard the domain name and abort the classification pro-
cess. If there is not a match in the whitelist then the domain name is
unknown, meaning we need to send it to the Feature Extractor after
which it will be classified and stored in the database.
The whitelist that we use is the top 250.000 domain names from Alexa.
Alexa is a company that provides web traffic analysis and statistics. It
also publishes a list with the top 1, 0 million most popular websites.
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We make the assumption that the top 250.000 most popular domain
names in the world from that are legitimate. Our whitelist is contains
the 250.000 most popular domain names in the world.

4.3.3 Feature Extractor

This component takes the DNS records containing unknown domain
names that have not been found on the whitelist. What the Feature
Extractor does is extract the necessary data from the DNS object that
it receives from the Whitelist Matcher and uses it to calculate each of
the features that we have discussed in Section 4.3.1. After extracting
all the required information, the Feature Extractor puts all the feature
values in an object and passes it to the Classifier where it will be clas-
sified and labeled. For each feature we will give a short explanation
on how we extract the feature value from the DNS data object, as can
be seen in Table 4 and put in in a feature object for the classifier that
contains all the features from Table 5. We will give an example DNS
object that the Feature Extractor receives and describe how the Feature
Extractor would extract the features from this object. The example
that we will use is shown in Table 6 and is taken randomly from our
log file.

data example value

Timestamp 1437480226.483242

IP address 192.168.2.15

Domain
name

docs.google.com

IPs 6

TTL 0

Table 6: Example DNS object.

(1) number of ip addresses For this feature we simply take the
data straight from the DNS object that the Feature Extractor receives.
As can be seen from Table 6, the object that the Feature Extractor re-
ceives contains a value called IPs, which is essentially the Number of
IP addresses feature. In this case this feature would have the value 6.

(2) ttl For this feature we also take the data straight from the DNS
object that the Feature Extractor receives. As can be seen from Table 6,
the object that the Feature Extractor receives contains a value called
TTL, which is essentially the TTL feature. In this case this feature
would have the value 0.
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(3) ratio digits to letters For this feature we start with the
Domain Name value from the DNS object that is received from the
Feature Extractor. In this case that value would be docs.google.com. As
can be seen, this domain name can be split into three parts, the sub-
domain name, the domain name, and the domain extension.

• Subdomain: docs

• Domain: google

• TLD: com

Because we are only interested in the actual name of the domain,
we take the domain name including any subdomain names and we
remove the dots (.) and the TLD. In this case this would leave us with
the value docsgoogle. This value is then used as the basis to count the
digits and letters. If there are no digits, the ratio is set to 0. If there
are no letters, the ratio is set to 1. In other cases, we use Equation 1.

ratio =
numberofdigits

numberofletters
(1)

In this case the ratio would be 0. In our example case, the feature
would have the value of 0.

(4) domain name length For this feature we will also use the
Domain Name value from the DNS object. Similar as to feature (3), we
will again identify the (sub) domain name(s) and domain extension
(TLD) and remove the TLD from the domain name and any dots (.)
when subdomains are used. In our example case this would give us
the value docsgoogle. This value is then used to determine the length
of the domain name; in this case that value would be 10. This value
is then used as the feature.

(5) suspicious tld For this feature we will again use the Domain
Name value from the DNS object. We will determine the TLD value
of the domain name and compare this to a list of suspicious TLDs.
We have identified the following TLDs as having an above average
potential to be malicious: .biz, .cn, .tw, .cc, .ws, .ru, .tt.

This list is created based on a study by McAfee [20], which focused
on identifying the most popular domain extensions used for mali-
cious C&C communication.
The feature value will act as a Boolean value. It will be set to 1 if the
domain extension is suspicious, and 0 if it is not suspicious. In the ex-
ample case, the identified TLD is com, which is not on the suspicious
list, resulting in the feature to have the value 0.
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(6) special characters For this feature we will use the full Do-
main Name value from the DNS object. Because of the way the DNS
system works it will be very simple to detect special characters, such
as Chinese or Russian characters. Because the DNS system is only
able to process alphanumerical ASCII-characters in addition to the -
character, any non-alphanumerical domain name will be converted to
an ASCII-domain name.
This conversion is done by an algorithm called ToASCII. When ToASCII
detects that a domain name contains a non-alphanumerical character
it will use the Nameprep [17] algorithm, which converts the domain
name to lowercase and does some other normalizations, after which
it will translate the result to ASCII using Punnycode [9]. When this is
completed the final step is to prepend a four character string "xn–" to
the converted domain name. This prefix is called the ASCII Compat-
ible Encoding prefix, and is used to distinguish Punnycode encoded
domain names from regular ASCII domain names.
Because of how this works in the DNS system, all we need to do is
detect the "xn–" prefix in a domain name. If this prefix is present in
the domain name, it means that the original domain name used non-
alphabetical characters and has been converted in order to work with
the DNS system. The feature is a Boolean value. When the prefix is
present, it is set to 1; otherwise it is set to 0. Because in our example
case the domain name has no prefix, it means that no special charac-
ters were used and thus the feature is set to 0.

(7) 2-gram For this feature we will also use the Domain Name
value from the DNS object. The value we will use for our calculation
is the domain name, including any subdomains. In our example case,
the base value would be docsgoogle. The main goal of the feature is
to detect the presence of 2-character combinations that do not exist
in the English language. Because of this we will only focus on the
domain name itself and discard the domain extension.
The 2-gram list that we have created with the non-existent charac-
ter combinations can be found in Appendix A and contains 128 2-
character combinations. For this feature we will use this list and de-
termine how many of these combinations exist within our domain
name, including subdomains. In our example case we will count how
many of the 128 2-character combinations are present in the docsgoogle
value.
A different way to look at it would be to split the domain name in
2-character combinations and see if they occur on the list. docsgoogle
is made up of the following 2-grams: do, oc, cs, sq, go, oo, og, gl, le.

None of the above 2-grams appear on our list with non-existing
character combinations from Appendix A. Because of this, the value
of the feature would be 0.
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(8) 3-gram The process for this feature would be exactly the same
as for feature 7. The only difference is that this time we repeat the
process using a 3-character combination. We use the same base value
again and compare it to a list of non-existent 3-character combina-
tions that we have created and can be found in Appendix B. This list
has a total of 11.806 non-existent 3-character combinations. Using the
example again, our base docsgoogle value does not contain any of the
3-gram combinations from Appendix B. This means that in our case
the feature would have the value 0

The full feature object that we have created based on the example
input from Table 6 is shown in Table 7.

feature id. example value

1 6

2 0

3 0

4 10

5 0

6 0

7 0

8 0

Table 7: Example DNS object.

4.3.4 Classifier

The classifier is the main component in the sense that it is responsible
to make the actual decision on the maliciousness of a domain name.
The Classifier component takes a feature object like seen in Table 7

and uses this in order to classify the domain name.
The classifier itself is supervised and uses a J48 decision tree that
has been implemented by using the Weka library [16]. This will be
discussed in more detail. Information about the dataset that we have
used to train our supervised classifier can be found in the next chap-
ter in Section 5.1.1. The main process of the classifier is taking the
feature object from the Feature Extractor; convert it into a feature vec-
tor that can be used by the Weka library. This feature vector is then
classified by the trained J48 decision tree, also implemented by the
Weka library. After classification, all the domain name information,
including the classification result is stored in the database. The de-
sign of this database will be discussed in Section 4.4.
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weka library Our classifier is implemented using the Weka li-
brary. Weka (Waikato Environment for Knowledge Analysis) is a pop-
ular suite of machine learning software written in Java. It is free soft-
ware and available under the GNU license.
What makes Weka great for our case is that it has implemented a
large collection of both supervised as well as unsupervised classifica-
tion methods. Referring back to our research questions, we want to
test features, combinations of features and how our features perform
using several classification algorithms. Weka library allows us to cre-
ate a dataset using a standard format that includes our data, features
and labels and is then able to easily test this using multiple classifica-
tion algorithms.

In the next chapter we will go into more detail about the dataset
that we have created and the different classification algorithms that
we will test.

4.4 data storage

For our data storage we use a simple MySQL database that runs on
the same device as our system. The only component that stores infor-
mation in the database is the Classifier that – after classifying – stores
the domain name, including its features, other relevant DNS informa-
tion, and the classification result into the database.
Our database contains the following tables.

client This table stores the unique clients within a network. A
DNS query always originates from a certain client (local IP address).
That information is stored in this table.

domain name This table stores the unique full domain names,
including subdomains and the TLD.

domain request This table stores the actual individual DNS
queries, extracted features and classification result. When the client
that creates the request already exists, it will be linked to the existing
client; otherwise it will be created in the client table. If the domain
name has already been logged before, it will be linked to the domain
name record from the domain name table. If the domain name has
not been queried before, a new domain name record will be created.

The full information for the tables, including the different fields,
references and data types can be found in Appendix C.
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4.5 conclusion

We have answered RQ1.1 about the best approach in Chapter 2 and
Chapter 3. In Section 4.3.1 of this chapter we have discussed our fea-
tures and the rationale behind them, effectively answering RQ1.2.
The overarching question was MRQ1, designing a non-intrusive, lightweight
and practical system that is able to detect unknown malware within
a network. This chapter has answered this question by presenting the
design of our system.

non-intrusive Our system is non-intrusive. We do not access,
modify or interfere with any of the network streams that leave and
enter the system. All we do is create a copy of the network stream,
send it to our system, and use the copy of this network stream for
analysis.

lightweight The system only uses minimal DNS information.
The actual classification only uses features that can be calculated and
extracted from three values: the number of IP addresses, the TTL
value, and the actual full domain name. The system works fast and
is able to detect, classify and find malicious domain requests in real
time.

practical The system is practical in the sense that it can run on
a simple hardware device. It is very easy to set up and does not need
any additional resources. All that needs to be done is place a switch
at the point in the network where the internal network is connected
to the outside network (the internet). When this is placed, the switch
can start copying the network stream to our device right away and
start detecting malware in real time.

4.5.1 Challenges

We have encountered two issues when designing and developing our
system. We will briefly discuss the problems.

4.5.1.1 Double domain extensions

The first issue we encountered was with our Feature Extractor. As we
have discussed in Section 4.3.3, this component uses the full domain
name and for some features needs to remove or extract only the TLD
from this string. The issue lies in the fact that extinguishing the do-
main extension from the rest of the domain is not always as straight
forward as it seems when working with TLDs that consists of two
parts with a dot (.) delimiter.
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A simple case:
When the Feature Extractor receives the domain name docs.google.com
and we need to remove the TLD, it is very easy. We split the string
using the dot (.) as delimiter and we take out the last substring. This
will result in docs.google, which is indeed our full domain name with
the TLD removed.

A more troublesome case:
When our Feature Extractor receives the domain name google.co.uk and
we use the same approach as the above example, it would result in
google.co. This is not the full domain name with the TLD removed, but
the full domain name with half of the TLD removed. If we used the
same approach then it would look like co is the main domain name
and google is the subdomain name, which is not the case.

We solved this issue by using the Mozilla Public Suffix List [12].
This PSL is an attempt by Mozilla to build a database of TLDs. By
using this list we can now simply compare the end of a full domain
name with the PSL in order to extract the correct domain extension.

4.5.1.2 Hosting providers in whitelist

Another problem that we have encountered is with our Whitelist Matcher.
As explained we make the assumption that the 250.000 most popular
domain names in the world (from the Alexa list) are all legitimate.
The problem lies in the fact that very popular hosting providers also
occur on this whitelist, even though their subdomains are used by
their hosting customers. There is of course absolutely no guarantee
that the subdomains used by their customers are used for legitimate
purposes, because those customers could be anyone.
Take for example the domain for Amazon cloud service amazonaws.com.
It is a very popular domain name; it is actually #152 on the list of most
popular domain names. When taking a random amazonaws.com exam-
ple from the log file, such as www-i-1628877250.us-east-1.elb.amazonaws.com
we can see that this domain name references to a VPS from one of
Amazon’ customers and could potentially be used for malicious pur-
poses. Because the main domain name, amazonaws.com is part of the
whitelist our system would discard this DNS query immediately.
A possible solution to this problem has been proposed in Section 6.2.1.
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R E S U LT S

In this chapter we will present the tests that we have performed,
including their results. The tests that we will do try to answer our
main research question MRQ2, and its sub-research questions RQ2.1,
RQ2.2 and RQ2.3. We want to get insight in how well our system per-
forms and how well our features perform.
Our tests have been designed with the goal of answering these ques-
tions:

• How well do our individual features perform?

• How well do certain combinations of features perform?

• How well do our features perform using different classification
algorithms?

We have split up our tests in two parts. For the first part we will
test our features individually using different classification algorithms.
In the second part we will test some combinations of features using
different classification algorithms. The results or these tests should
enable us to answer the related research questions. The results of our
tests are described in Section 5.2.

The dataset that we have created contains a total of 500.000 labeled
examples. 250.000 samples (50%) of this dataset contain legitimate
labeled domain names; the other 50% contains labeled malicious do-
main names that have been generated with reverse-engineered DGAs
from actual existing malware. Unfortunately we were not able to ob-
tain a dataset of live fast flux domain names. Because of this we
were only able to test the features that were related to detecting the
DGA technique. The dataset will be discussed with more detail in
Section 5.1.1.

As explained, we will test each of our features individually in ad-
dition to some combination of features. We will do each test three
times, each for a different classification algorithm. The three classifi-
cation algorithms that we will use are: a J48 decision tree that is an
open source implementation of the C4.5 algorithm [23], a Naïve Bayes
classifier [19] and a Support Vector Machine [8] (SVM).
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5.1 test preparation

In this section we will discuss the test preparation. We will first dis-
cuss the dataset in more detail and conclude with the software setup
we used in order to perform our tests.

5.1.1 The dataset

As explained in the chapter introduction, we have a dataset contain-
ing 500.000 labeled samples. Half of these samples – 250.000 – are
labeled as legitimate and are taken from the top 250.000 most pop-
ular domain names from Alexa. This is the same list as we use for
our whitelist in the Whitelist Matcher component from section Sec-
tion 4.3.2. The other half contains 250.000 labeled malicious samples.

Unfortunately we were not able to find a substantially large dataset
for fast flux domain names. The features that we use to detect fast flux
domains: Number of IP addresses and TTL are extracted from DNS
query responses and thus can only be obtained from live and active
domain names that are actually in use. After a thorough search for
live fast flux domains, we were only able to find a small collection
of active fast flux domains. We have contacted several organizations
that specialize in malware, such as The Shadowserver Foundation
[13], and they all confirmed that at the moment there are not many
active malware threats that use the fast flux technique. On the other
hand, they all confirmed that the DGA technique is very popular at
the moment and that it would be much more beneficial to focus on
this technique.

Obtaining domain names that use the DGA technique was much
easier to achieve. The DGA for many popular pieces of malware
that have been released in the past few years have been reverse-
engineered. When we have the reverse-engineered DGA from a spe-
cific malware we can use this algorithm to generate the exact same
malicious domain names as the malware itself would. This allows
us to generate as many malicious domain names for our dataset as
needed, containing domain names that the actual malware would
generate itself. We have identified five pieces of malware for which
we were able to find the reverse-engineered DGA and used these to
create the 250.000 malicious samples for our dataset.

We have used the following malware:

• Conficker [11]

• Cryptolocker [18]

• Torpig [27]
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• Necurs [10]

• Ranbyus [1]

For each of these pieces of malware we have used an implemen-
tation of the reverse-engineered DGA that each malware piece uses.
For each piece of malware we have generated 50.000 samples, which
make for the total of 250.000 maliciously labeled samples in our dataset.
Because the malware pieces we have selected are from the past few
years and they are different types of malware, we assume that the
combination of all 250.000 samples is a good representation of do-
main names that are generated with a DGA. Figure 7 shows an overview
of our dataset.

Figure 7: The dataset.

This dataset will be used to test our 6 features that have been se-
lected for DGA detection.

5.1.2 The setup

As explained we have used implemented reverse-engineered DGAs
from existing malware to generate a total of 250.000 malicious sam-
ples, and used the Alexa top to obtain 250.000 legitimate domain
names.
We have created a setup where we import the full dataset into our
software, and then the Feature Extractor component from our detec-
tion system is used to extract the features from the data samples. This
information is then converted and stored into a data format that can
be used by the Weka library which is used for classification. We then
use this library to perform our tests.
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5.2 the tests & results

Section 5.2.1 will discuss the tests that we have done with regards to
the individual features. The tests where we have tested combination
of features will be discussed in Section 5.2.2

For each single test we will use a 10-fold cross validation.
Using cross validation allows us to use our complete dataset for both
training and testing purposes. For the 10-fold cross validation we will
randomly divide our original 500.000 dataset into ten equally sized
subsets, each containing 50.000 samples. Of the ten subsets, one is
used as validation data for testing; the other nine subsets are used
as training data. This process is repeated 10 times, where a different
subset is used each time as validation data.

After each single test we will calculate the following metrics.

true positive (tp) The number of samples that are classified as
malicious that are actually malicious domain names.

true negative (tn) The number of samples that are classified
as legitimate and that are actually legitimate domain names.

false positive (fp) The number of samples that are classified as
malicious, but are actually legitimate domain names.

false negative (fn) The number of samples that are classified
as legitimate, but are actually malicious domain names.

true positive rate (tpr) The TPR from Equation 2 is the pro-
portion of samples which were classified malicious, among all do-
main names which truly are malicious.

TPR =
TP

TP+ FN
(2)

true negative rate (tpr) The TNR from Equation 3 is the pro-
portion of samples which were classified legitimate, among all do-
main names which truly are legitimate.

TNR =
TN

TN+ FP
(3)
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false positive rate (fpr) The FPR from Equation 4 is the pro-
portion of samples which were classified as malicious, but are actually
legitimate, among all samples which are legitimate domain names.

FPR =
FP

FP+ TN
(4)

false negative rate (fnr) The FNR from Equation 5 the pro-
portion of samples which were classified as legitimate, but are ac-
tually malicious, among all samples which are malicious domain
names.

FNR =
FN

TP+ FN
(5)

accuracy The accuracy from Equation 6 is the proportion of cor-
rectly classified samples (both malicious and legitimate) among all
samples in the full dataset.

accuracy =
(TP+ TN)

(TP+ FP+ FN+ TN)
(6)

We will use the accuracy to determine the best features of our sys-
tem.

5.2.1 Individual features

In this section we will discuss the results of the tests that we have
done for each individual feature. For each feature we will use the
10-fold cross validation and calculate the metrics discussed in the
previous section. Each feature will be tested three times, once for
each classification algorithm.

5.2.1.1 Ratio digits to letters

The first feature we have tested was the ratio digits to letters. The re-
sults are shown in Table 8.

The results show that the J48 decision tree performed by far the
worst. The Naïve Bayes and SVM algorithm performed much better
in comparison, although still not very well – just marginally better
than a coin flip. With an accuracy of 53, 93%, the SVM performed
slightly better than the Naïve Bayes classifier.
What is interesting to see is that almost all the samples in the dataset
were classified as malicious. 100% of malicious domain names were
correctly labeled as malicious, but also 230.353 of the 250.000 (92, 14%)
of the legitimate domain names were classified as malicious. Only
19.647 (7, 86%) legitimate domain names were correctly classified as
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metric j48 (%) naïve bayes (%) svm (%)

FPR 92,14 92,14 92,14

FNR 100,00 0,00 0,00

TPR 0,00 100,00 100,00

TNR 7,86 7,61 7,86

Accuracy 3,93 53,80 53,93

Table 8: Ratio to digits results.

non-malicious.
The rationale behind this feature was that we expected malicious do-
main names to have a higher possibility of containing digits, but after
inspecting the dataset we found that in the case of our dataset none
of the malicious domain names contained a digit.

5.2.1.2 Domain name length

The results of the domain name length feature can be seen in Table 9.

metric j48 (%) naïve bayes (%) svm (%)

FPR 36,97 64,02 38,65

FNR 65,14 51,40 40,35

TPR 35,87 48,59 59,65

TNR 63,03 35,98 61,35

Accuracy 49,44 42,29 60,50

Table 9: Domain name length results.

The results show that the Naïve Bayes classifier performs the worst
and the SVM performs the best with an accuracy of 60, 05%.
The feature shows a high FPR and FNR of respectively 38, 65% and
40, 35%.
We expected there to be a difference in length between legitimate and
malicious domain names. The results show that this feature alone is
not good enough, but it might be useful in combination with other
features. We will explore this in Section 5.2.2.

5.2.1.3 Suspicious TLD

The results of the suspicious TLD feature can be seen in Table 10.
The results show that both the J48 decision tree as well as the Naïve

Bayes classifier perform bad with this feature, with an accuracy of
8, 62%. The SVM performed much better in comparison with an accu-
racy of 55, 27%.
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metric j48 (%) naïve bayes (%) svm (%)

FPR 100,00 100,00 6,71

FNR 82,75 82,75 82,75

TPR 17,25 17,25 17,25

TNR 0,00 0,00 93,29

Accuracy 8,62 8,62 55,27

Table 10: Suspicious TLD results.

The feature classifies 93, 29% of the legitimate domain names cor-
rectly, with a FPR of 6, 71%. The main reason for the low accuracy
is that the feature is only able to detect a small part of the malicious
domain, with a TPR of 17, 25%.
The feature could still be useful, because the FPR is relatively low but
it will only be able to detect a small portion of the malicious domain
names as malware.

5.2.1.4 Special characters

The results of the special characters feature can be seen in Table 11.

metric j48 (%) naïve bayes (%) svm (%)

FPR 99,89 99,89 99,89

FNR 100,00 100,00 0,00

TPR 0,00 0,00 100,00

TNR 0,11 0,11 0,11

Accuracy 0,05 0,05 50,05

Table 11: Special characters results.

The J48 decision tree and Naïve Bayes perform very badly. In com-
parison, the SVM has a much higher accuracy of 50, 05%, but this is
still only marginally better than a coin flip.
The feature was able to correctly identify all 250.000 malicious do-
main names as malicious. However, the feature only detected 263

legitimate domain names as legitimate. This resulted in a FPR of
99, 89%.
After inspecting the dataset, only a very small amount of domain
names contained special characters (< 0, 1%).

5.2.1.5 2-gram

The results of the 2-gram feature can be seen in Table 12.
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metric j48 (%) naïve bayes (%) svm (%)

FPR 10,53 10,53 10,53

FNR 19,22 19,22 19,22

TPR 80,78 80,78 80,78

TNR 89,47 89,47 89,47

Accuracy 85,12 85,12 85,12

Table 12: 2-gram results.

All three classification algorithms showed exactly the same result,
all having an accuracy of 85, 12%.
This feature was able to correctly identify 80, 78% of the malicious
domain names as malicious. In addition, 89, 47% of the legitimate
domain names were recognized as such.
This feature seems to work very well. It is able to detect 80, 78% of
the malicious domain names with a FPR of 10, 53%. The FPR is higher
with 19, 22%.

5.2.1.6 3-gram

The results of the 3-gram feature can be seen in Table 13.

metric j48 (%) naïve bayes (%) svm (%)

FPR 3,49 3,49 3,49

FNR 11,88 11,88 11,88

TPR 88,12 88,12 88,12

TNR 91,51 91,51 91,51

Accuracy 92,31 92,31 92,31

Table 13: 3-gram results.

All three classification algorithms showed exactly the same result,
all having an accuracy of 92, 31%. This is significantly better than the
2-gram feature which already did very well.
This feature was able to correctly identify 88, 12% of the malicious
domain names as malicious. In addition, 96, 51% of the legitimate
domain names were recognized as such.
This feature does very well and is by far our best performing feature.
It is able to detect almost 90% of the malicious domain names with a
FPR below 3, 5%. The FNR is higher with 11, 88%.
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5.2.1.7 Overview

Table 14 shows an overview of all the individual features with the
classification algorithms that achieved the highest accuracy.

feature algorithm accuracy (%)

Ratio digits to letters SVM 53,93

Domain name
length

SVM 60,05

Suspicious TLD SVM 55,27

Special characters SVM 50,05

2-gram SVM 85,12

3-gram SVM 92,31

Table 14: Overview best individual feature results.

5.2.2 Feature combinations

In this section we will show the results of the tests we performed by
combining features. We will test a combination containing all six of
our features. In addition, we will test the combinations of our best
performing feature, the 3-gram, with every other feature.

5.2.2.1 All features

The results of the combination of all features can be seen in Table 15.

metric j48 (%) naïve bayes (%) svm (%)

FPR 5,98 19,63 5,48

FNR 19,50 6,87 8,74

TPR 8,50 93,13 91,26

TNR 94,02 80,37 94,52

Accuracy 87,26 86,75 92,89

Table 15: Results of all features combined.

The SVM performed best with an accuracy of 92, 89%.
The combination of all features was able to detect 91, 26% of all the
malicious domain names, and correctly identified 94, 51%. Although
the Naïve Bayes classifier had a slightly higher TPR, this comes at the
cost of a much worse TNR. The FPR is 5, 48% and the FNR is 8, 74%.
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5.2.2.2 All features without special characters

The results of the combination of all features without the special char-
acters feature can be seen in Table 16.

metric j48 (%) naïve bayes (%) svm (%)

FPR 7,60 17,57 6,15

FNR 5,08 3,85 8,12

TPR 92,40 96,15 91,88

TNR 94,92 82,43 93,85

Accuracy 93,66 89,29 92,87

Table 16: Results of all features combined without the special characters fea-
ture.

The J48 decision tree performed best with an accuracy of 93, 66%.
The SVM does slightly worse. The SVM FPR is slightly lower; how-
ever the J48 decision tree performs better on the FNR, TPR and TNR
metric, resulting in a higher accuracy.

5.2.2.3 All features without special characters and ratio digits to letters

Because combining all features without our worst performing feature
- special characters - seemed to perform better than any of our other
individual features and combinations, we decided to go further and
take out both out worst and second worst performing feature - both
special characters as well as ratio digits to letters. The results are shown
in Table 17.

metric j48 (%) naïve bayes (%) svm (%)

FPR 5,07 5,27 5,81

FNR 7,84 10,36 8,53

TPR 92,15 89,64 91,47

TNR 94,93 94,73 91,19

Accuracy 93,54 91,19 92,83

Table 17: Results of all features combined without the special characters and
ratio digits to letters feature.

The J48 decision tree performed best with an accuracy of 93, 54%.
Compared to the other algorithms, the J48 decision tree scored better
on all of our metrics. However, leaving both the features special charac-
ter and ratio digits to letters out resulted in a worse performance than
only leaving special charters out. Because of this we will not explore
any further by removing the third worst feature, and so on.



5.3 overview 57

5.2.2.4 3-gram combinations

We have also tested our best performing feature - the 3-gram - with
every other feature. The test results can be found in Appendix D. In
all cases the SVM algorithm performed the best.
Combining the 3-gram feature with any of the other features does not
seem to do much for any of the metrics, although the accuracy of
any of the 3-gram combinations is (slightly) better than the individual
3-gram accuracy. The best increase in accuracy compared to the indi-
vidual 3-gram feature is less than 0, 3% absolute value. The FPR, FNR,
TNR and TPR are all very similar, which is confirmed by the small
change in accuracy.

5.2.2.5 Overview

Table 18 an overview of all the feature combinations and the classifi-
cation algorithms that achieved the highest accuracy.

feature algorithm accuracy (%)

All SVM 92,89

All without special charac-
ters

J48 93,66

All without special charac-
ters and ratio digits to let-
ters

J48 93,54

3-gram and ratio digits to
letters

SVM 92,39

3-gram and domain name
length

SVM 92,57

3-gram and suspicious TLD SVM 92,38

3-gram and special charac-
ters

SVM 92,34

3-gram and 2-gram SVM 92,46

Table 18: Overview feature combination performances.

5.3 overview

The combination where we use all features without the special char-
acters feature results in the best performance with an accuracy of
93, 66%. This is only slightly better than the individual 3-gram fea-
ture which achieves an accuracy of 92, 31%. This shows us that the
3-gram feature is by far our most important feature.
The SVM algorithm performed best for most of our tests. For the
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individual feature tests, it was always the (shared) best performing
algorithm, sometimes significantly better than the other two.
For all features combined and all the two feature combinations with
the 3-gram it also performed the best. However, we achieved the high-
est accuracy with the J48 decision tree when we combined all features
without the special character feature.
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D I S C U S S I O N & C O N C L U S I O N

In this final chapter we will discuss our system, dataset and the fea-
tures. In addition, we will also discuss possible future work for our
system. We will finish this chapter with a conclusion, where we will
discuss our research questions and answers.

6.1 discussion

In this section we will briefly discuss our system, our dataset and the
performances of our features.

6.1.1 The system

The system that we have designed and implemented works according
to objectives and goals we have set in the introduction chapter. Based
on this fact alone, the system is a success.
Most of the previous network-based systems use features based on
the time that a C&C connection is established, or other similar fea-
tures that require massive amounts of data in order to find meaning-
ful patterns. Most of the systems that we described in Section 3.1 are
able to log information at the ISP level in order to gain enough data
to train their classifiers.
Our system works different by only considering the individual re-
quest, although the analysis is done using datasets with existing do-
main names. The benefit of only considering the individual request
is that our system is able to detect a C&C connection as malicious the
first time it encounters it after our system has been installed.
Other existing systems work based on blacklists. Our system is able
to detect domain names from malware that it has not seen before and
is not dependent on an external source that provides blacklists.

6.1.2 The dataset

The dataset that we used contained 500.000 labeled samples. The
250.000 samples labeled as legitimate and 250.000 labeled as mali-
cious.

legitimate samples The legitimate were all taken from the Alexa
top 250.000 most popular domain names in the world. Because the
dataset was so large, it was not realistic to confirm that every single
domain name that we used for our legitimate dataset was in fact non-
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malicious. Using the Alexa top 250.000 was our best option, because
the more popular a domain name, the less likely it is to be malicious.
Because the whitelist contained domain names from all over the world,
it had the additional benefit of containing domain names with all
kinds of domain extensions, which is relevant for our suspicious TLD
feature. In addition, a good portion of the domain names had subdo-
main names, which is relevant for our domain name length feature.
The only issue with the whitelist is the problem that has been de-
scribed in Section 4.5.1.2 regarding hosting providers. We have pro-
posed a possible solution to this problem in Section 6.2.1.
We think that the Alexa top 250.000 dataset we have used is a good
representation of legitimate domain names.

malicious samples As discussed in Section 5.1.1 we were un-
fortunately unable to include any meaningful number of fast flux
domain names in our malicious dataset. For this reason we have only
included domain names created by a DGA.
In order to create a diverse DGA malicious dataset we have used
the reverse-engineered DGAs of five different malware pieces. Each
DGA contributed 50.000 samples to our malicious dataset. The ben-
efit of this is that the malicious dataset contains domain names that
would actually be used by real, popular and relatively new malware.
We have made sure that our selections of five different types of ma-
licious DGAs are a good representation of the DGA technique as a
whole. This is important, because the system should also be able to
detect domain names generated with algorithms that are not used in
our dataset. We have made sure that the DGAs that we have selected
all have some different characteristics, some generate a domain name
with a fixed length, and some use a fixed TLD, while others also gen-
erate sub domain names. We think that our malicious dataset is a
good representation of domain names that are generated by a DGA.

6.1.3 Features

Because our malicious dataset only contained DGA domain names
we were unable to test our two features that we have selected to detect
fast flux domain names.

6.1.3.1 Ratio digits to letters

This feature was able to correctly classify 53, 93% of the domain names.
We expected that malicious domain names were relatively more likely
to contain digits than legitimate domain names.
The dataset that we used contained 19.647 legitimate domain names
that contained at least one digit. The malicious domain names from
our dataset contained not a single domain name that used a digit. Al-
though we have tried to create our malicious dataset with as diverse
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as possible DGAs, we have not found any DGA that would generate
domain names containing numbers. That merely means that there is
no popular malware with a reverse-engineered DGA that generates
domain names containing. We conclude that existing popular mal-
ware that uses a DGA is very unlikely to generate domain names
containing digits.

6.1.3.2 Domain name length

This feature was able to correctly identify 60, 50% of the domain
names. Although not a great result, it does show that the domain
name length can be used as a feature, possibly in combination with
other features.
Our expectation was that malicious domain names were more likely
to be longer than legitimate domain names.
The legitimate domain names in our dataset had an average length
of 10 characters, while the malicious domain names had an average
length of 12 characters. This confirms our expectation that malicious
domain names are longer.
We conclude that this feature could be helpful in combination with
other features.

6.1.3.3 Suspicious TLD

This feature was able to correctly identify 55, 27% of the domain
names. Not particularly good, but it does show some potential for
the feature.
We expected that some domain extensions that we have labeled as
suspicious were much more likely to be used for malicious domain
names than legitimate ones.
There were 16.787 domain names in our legitimate set that were clas-
sified as having a suspicious TLD. 43.114 of our malicious domain
names had domain extensions that were classified as suspicious. This
confirms that malicious domains are more likely to have the TLDs
that we have labeled as suspicious.
We conclude that there is potential for this feature, but that we prob-
ably have to modify our list of suspicious TLDs in order to achieve
better results.

6.1.3.4 Special characters

This feature correctly identified 50, 05% of the domain names. This is
not much more than a coin flip. This means that either the feature is
bad or that the dataset does not have the right balance.
Our expectation was that from the Western world, a connection made
to a domain name using Chinese, Russian or other non-ASCII charac-
ters was more likely to be malicious.
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In our dataset 263 legitimate domain names contained special charac-
ters and 0 malicious domain names contained special characters.
We conclude with that we believe that our observation that requesting
domain names using special characters from a computer in the West-
ern world is still very likely to be malicious, but that the occurrence
of this is extremely low and thus very difficult to verify.

6.1.3.5 2-gram and 3-gram

The 2-gram feature was able to correctly identify 85, 12% of the do-
main names. The 3-gram feature performed even better, identifying
92, 31% of the domain names correctly. Both these features are by far
our best.
We expected that (generated) domain names are much more likely to
contain 2- and 3-character combinations that do not exist in the En-
glish language, because they are created by random characters and
are not based on actual words like legitimate domain names. The re-
sults confirm this.
The legitimate domain names contained an average of 0, 49 3-grams
from the list we have created. The malicious domain names contained
an average of 6, 03 3-grams from our list.
We conclude with the remark that these results are very good and per-
form consistently well on our full dataset that is made up of DGAs
from different types of malware. However, if DGAs start generating
domain names using combinations of existing words than this feature
would probably become irrelevant.

6.2 future work

For our future work we will discuss a few additions and improve-
ments that can be made to the system that we have created.

6.2.1 Filter hosts

A small problem we had with our whitelist was that it also contained
hosting providers. When a popular hosting provider on our whitelist
uses its subdomains for customers, our system would whitelist that
domain name, even though the subdomain would redirect to the
server of a customer who could potentially host a malicious C&C
server.
For a future version of our system it would be beneficial to keep
track of popular hosting providers around the world such as Amazon,
CloudFlare, Akamai, and others. The system should automatically re-
move these hosting providers from the list to ensure the integrity of
the whitelist.
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6.2.2 Integration with existing IDSs

Our system is passive in the sense that it only detects requests for ma-
licious domain names and stores this information. It does not actively
block the malicious connection.
One of the advantages of our system is that it is able to detect a ma-
licious connection before the actual connection is made. Before the
actual connection to a server is made, the IP address is requested via
the DNS domain request. Because we are able to detect the DNS re-
quest and response for a malicious domain name, we already know
that a malicious application is going to create a connection to the as-
sociated IP address before it is made.
It would be very beneficial to export this data to an already in place
IDS (such as a firewall) so that it can automatically block the IP ad-
dress that has been flagged as malicious by our system. This way our
system can greatly complement other existing systems.

6.2.3 Additional features

Some additional features would possibly interesting to test and use
in a future version of our system.

domain age Because the domain names used for malicious pur-
poses are usually only used for a very short amount of time before
they are blocked, it would be very interesting to use information
about the registration date of the domain for classification purposes.
Because a dataset containing live and active domains is needed for
this, we were unable to test this feature.

3-gram with dutch Because 3-gram was by far our best per-
forming feature, it would be interesting to use it with 3-grams cre-
ated from different language. For example, when we are classifying a
Dutch .nl domain name we would use a 3-gram list that was created
using a Dutch dictionary.

ratio of duplicate characters It would be interesting to
use a feature where we will use the ratio of duplicate characters in
a domain name as feature. Because, as our 3-gram feature confirms,
legitimate domain names are much more likely to be made up of
words from a dictionary, whereas malicious domain names often con-
tain random characters. Because actual words are much more likely
to use certain characters more often, we can expect legitimate domain
names to have a higher ratio of duplicate characters in a domain name
then malicious domain names.



64 discussion & conclusion

6.2.4 User interface

Initially we planned to create a web based user interface that displays
the detected malicious domain names and the source of the possible
infection. Because this was a nice to have rather than an important
requirement of our project we have not been able to finish the user
interface.
The user interface should be able to:

• Show an overview of all the hosts that have performed DNS
queries.

• Filter on hosts that have requested a domain name that our sys-
tem has classified as malicious.

• Show an overview of all classified domain names, with filters
such as the classification result, domain extension, and other
characteristics.

6.3 conclusion

In this document we have presented the steps we have taken to be
able to create the malware detection system that we have presented
in this thesis.
At the start of this project, we only knew that we were going to create
a malware detection system and the goals and objectives that we had
for our system.
Because we had no background in information security or any knowl-
edge of malware, except basic knowledge that can be expected from
a Computing Science student, the first part where we performed the
background study was very important and informative, and also chal-
lenging. After the background study we were able to decide on an
approach for our detection system; we decided to create a network-
based malware detection system. This has been described in Chap-
ter 2.
The next step was doing research into existing systems, solutions and
state of the art that used a network-based approach. We have decided
that using DNS domain name information was the best approach tak-
ing into consideration our resources, time, goals and objectives. This
has been discussed in Chapter 3.
Next, we designed our system and developed our system. This has
been described in Chapter 4.
The step after that was designing tests, performing those tests and
presenting the results in Chapter 5.
The current final chapter described our last step, where we interpret
the results, discuss possible future work and conclude with the an-
swers to all of our research questions.
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rq1 .1 A network-based approach that has been described in Sec-
tion 2.3.

rq1 .2 Our classification is based on features that can be extracted
from DNS queries and responses. The features are described in Sec-
tion 4.3.1.

mrq1 The final design has been presented in Chapter 4.

rq2 .1 The tests and results of the individual features have been
described in Section 5.2.1.

rq2 .2 The tests of the combination of features and their results
have been described in Section 5.2.2.

rq2 .3 All the tests that we have done on individual and combi-
nation of features were done in threefold, each time for a different
classification algorithm. The SVM performed the best for each indi-
vidual feature test. The SVM was also the best performing algorithm
for the combination of feature tests. However, the best accuracy that
we have achieved was with a combination feature test using a J48

decision tree.

mrq2 We have discussed each feature including their performance
results in Section 6.1.3.

We consider this project a success. We have designed a system that
matches all of our goals and objectives. The classifier is able to cor-
rectly identify 93, 66% of all the domain names. In addition, there are
enough possibilities proposed for future work to make this system
even better and more useful.
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F O R B I D D E N 2 - G R A M S
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Figure 8: Overview client table.

Figure 9: Overview domain table.

Figure 10: Overview domain request table.
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D
3 - G R A M C O M B I N AT I O N S R E S U LT S

metric j48 (%) naive bayes (%) svm (%)

FPR 6,98 92,14 3,34

FNR 11,89 1,33 11,89

TPR 88,12 98,67 88,12

TNR 93,02 7,86 96,67

Accuracy 90,57 53,26 92,39

Table 19: Combination of 3-gram and ratio digits to letters results.

metric j48 (%) naive bayes (%) svm (%)

FPR 6,59 6,58 5,95

FNR 19,67 14,03 8,91

TPR 80,33 85,97 91,09

TNR 93,41 91,42 94,05

Accuracy 86,87 89,69 92,57

Table 20: Combination of 3-gram and domain name length results.

metric j48 (%) naive bayes (%) svm (%)

FPR 4,19 4,19 4,19

FNR 11,74 11,60 11,05

TPR 88,26 88,40 88,95

TNR 95,81 95,81 95,81

Accuracy 92,04 92,10 92,38

Table 21: Combination of 3-gram and suspicious TLD results.
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76 3-gram combinations results

metric j48 (%) naive bayes (%) svm (%)

FPR 3,44 3,46 3,44

FNR 11,88 11,88 11,88

TPR 88,12 88,12 88,12

TNR 96,56 96,54 96,56

Accuracy 92,34 92,33 92,34

Table 22: Combination of 3-gram and special character results.

metric j48 (%) naive bayes (%) svm (%)

FPR 6,94 6,49 6,94

FNR 11,81 10,91 8,15

TPR 88,19 89,09 91,85

TNR 93,06 93,51 93,06

Accuracy 90,62 91,30 92,46

Table 23: Combination of 3-gram and 2-gram results.
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