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Web-scale outlier detection

Abstract

The growth of information in today’s society is clearly exponential. To process

these staggering amounts of data, the classical approaches are not up to the task.

Instead we need highly parallel software running on tens, hundreds, or even thou-

sands of servers to process the data. This research presents an introduction into

outlier detection and its application. An outlier is one or multiple observations

that deviates quantitatively from the majority and may be the subject of further

investigation. After comparing different approaches to outlier detection, a scal-

able implementation of the unsupervised Stochastic Outlier Selection algorithm

is given. The Docker-based microservice architecture allows dynamically scaling

according to the current needs. The application stack consists of Apache Spark as

the computational engine, Apache Kafka as data store and Apache Zookeeper to

ensure high reliability. Based on this we empirically observe the quadratic time

complexity of the algorithm as expected. We explore the importance of matching

the number of worker nodes based on the underlying hardware. Finally the effect

of the distributed data-shuffles is discussed which is sometimes necessary for syn-

chronizing data between the different worker nodes.
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Computer science is no more about computers than astronomy is about telescopes.

Edsger Dijkstra

1
Introduction

As said in the 17th century: “Whoever knows the ways of Nature will more eas-
ily notice her deviations; and, on the other hand, whoever knows her deviations
will more accurately describe her ways” [87]. This statement illustrates how the
uncovering of outliers is a concept that has interested people throughout history.
The aim of this thesis is to exploremodernweb-scale techniques for detecting out-
liers in large and complex datasets produced in today’s data-driven society.

First, Section 1.1 explains why this thesis subject is important and give an in-
troduction to the topic of outlier detection. Second, Section 1.2 introduces the
research questions and scope. The research is conducted at Quintor, introduced
at Section 1.3.
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1.1 Motivation

In today’s world we have accumulated a truly staggering amount of data. Since
the 1980s the total amount of data has doubled every 40 months [50]. This over-
whelming growth of about 28% per annum is clearly exponential [64]. This in-
crease of data is caused by a variety of factors, among which the increasing inter-
connectivity of machines through the use of (mobile) internet. Apart from these
technical innovations, movements such as the Internet of Things (IoT) and social
media have caused a continuous increase in the volume and detail of data [54].
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Figure 1.1.1: Kilobytes per second optimally compressed telecom capacity
per capita [49]. Telecom includes fixed and mobile, telephony and internet.

Figure 1.1.1 illustrates the growth of telecom capacity over the years per capita.
A distinction has beenmade byTheOrganization for EconomicCo-operation and
Development (OECD), an international economic organization of 34 countries
founded in 1961 in order to stimulate economic progress and world trade. OECD
countries are in general well-developed countries of which the GDP per capita is
in the highest quartile. The figure shows that while in 2001 the average inhabitant
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of the developedOECDcountries had an installed telecommunication capacity of
32kbps, in 2010 the access capacity of an individual inhabitant had already multi-
plied by a factor of 100 to 3200kbps [49].

Besides the volume, data is shifting from a static to a continuously changing na-
ture [46]. The handling of such large amounts of dynamic data is known as ‘big
data’, a term which comprises datasets whose sizes are far beyond the ability of
commonly used software tools to capture, curate, manage, and process within a
tolerable time frame [88]. Many definitions of big data exist. However, we follow
the definition [47]: ‘Big data is a set of techniques and technologies that require
new forms of integration to uncover large hidden values from large datasets that
are diverse, complex and of amassive scale’. To obtain insights from large amounts
of data, different tooling is required. For example, most relational database man-
agement systems and desktop statistics are not up to the task. Instead, we need
‘highly parallel software running on tens, hundreds, or even thousands of servers’
to process the data [58].

Theprocessof extracting valuable knowledge fromthe large andcomplex amounts
data is known as data mining, which is defined as ‘the non-trivial extraction of im-
plicit, formerly unidentified and potentially constructive information from data
in databases’ [66, 107]. The goal of data mining is to mine the so-called golden
nuggets from the mountain of data [108]. The golden nuggets are the interesting
observations which provide knowledge about the data. Outlier detection, a subdi-
vision of Knowledge Discovery and Data mining (KDD) differs in the sense that
it detects data which shows behavior that differs from the rest of the data, which is
potentially a golden nugget [23].

Outlier detection has been studied by the statistical community as early as the
19th century to highlight noisy data from scientific datasets [74]. For example,
for normally distributed data, the observations which lie outside three times the
standard deviation are considered outliers [2]. Another commonly used method
is based on a variety of statistical models, where a wide range of tests is used to
find the observations which does not fit the model [11]. These parametric mod-
els are not always suitable for general purpose outlier detection, as it is not always
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clear which distribution the data follows. Recent popular outlier detection algo-
rithms sample the density of an observation by computing the average distance
the k-nearest neighbours. This density is then comparedwith the density of neigh-
bouring observations, based on the differences in density it can be determined if
the observation is an outlier or not. Because of its popularity the algorithm is also
discussed in Section 4.1.

The term ‘anomaly’ or ‘outlier’ is an ambiguous term, therefore a definition is
in place. First, an outlier, sometimes referred to as an anomaly, exception, novelty,
fault or error is defined in literature as:

• “Anobservationwhichdeviates somuch fromotherobservations as to arouse
suspicions that it was generated by a different mechanism.” [31]

• “Anoutlyingobservation, or ‘outlier,’ is one that appears to deviatemarkedly
from other members of the observation in which it occurs.” [40]

• “An observation (or subset of observations) which appears to be inconsis-
tent with the remainder of that set of data.” [11]

• “An outlier is an observation that deviates quantitatively from the majority
of the observations, according to an outlier-selection algorithm.” [59]

We follow the last definition, as we believe it is of importance to prove quantita-
tively that the observation is different from themajority of the set. Outliersmay be
‘surprising veridical data’, as belonging to classA, but actually situated inside class
B, so the true classification of the observation is surprising to the observer [62].
Outlier detection analysis in big data may lead to new discoveries in databases,
but an outlier can also be noise, a faulty sensor, for example. Finding aberrant or
disturbing observations in large collections is valuable and a subject for further in-
vestigation. Outlier detection has a variety of applications, among which:

Log analysis Applying outlier-detection on log files helps to uncover issues with
the hard- or software of a server. Applying it to network or router logs can
unveil possible hacking attempts.
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Financial transactions In recent years outlier detection has drawn considerable
attention in research within the financial world [65]. By the use of outlier
detection on credit-card transactions it is possible to indicate credit card
fraud or identity theft [6].

Sensormonitoring As sensors are becoming cheaper and more ubiquitous in
our world, outlier detection can be applied to monitor data streams and
identify faulty sensors [37].

Noise removal Outlier detection is often used for the preprocessing of data in or-
der to clear impurities and discard mislabeled instances [20]. For example,
before training a supervisedmodel, the outliers are removed from the train-
ing dataset, thus removing possible noisy observations or mislabeled data
[92].

Novelty detection Novelty detection is related to outlier detection as a novelty
is most likely different from the known data. An example application is the
detection of new topics of discussion on social media [1, 77, 101].

Quality control “Outlier detection is a critical task in many safety critical envi-
ronments as the outlier indicates abnormal running conditions fromwhich
significant performance degradation may well result, such as an aircraft en-
gine rotation defect or a flow problem in a pipeline. An outlier can denote
an anomalous observation in an image such as a land mine. An outlier may
pinpoint an intruder inside a system with malicious intentions so rapid de-
tection is essential. Outlier detection can detect a fault on a factory pro-
duction line by constantly monitoring specific features of the products and
comparing the real-time data with either the features of normal products or
those for faults” [93].

Introducing outlier detection into the realmofweb-scale computing introduces
requirementson the architecture, data storage anddeploymentof the components.
The data center has become amajor computing platform, powering not only inter-
net services, but also a growing number of scientific and enterprise applications
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[105]. Deploying outlier detection systems on a cloud architecture allows the sys-
tem to scale its capacity according to the current needs. For example, when an out-
lier detection algorithm processes to a stream of financial transactions, it needs to
scale up at Christmas due the increase of workload, and can be scaled down every
Sunday freeing up resourceswhich can be used by other services such as reporting.

It is difficult to determine whether an observations is a true anomaly, but when
it is marked as an outlier by the algorithm it is probably worth further investiga-
tion by a domain expert. Outlier detection is not new, but has not yet been widely
implemented in a scalable architecture. From Quintor’s perspective, a shift in re-
quirements is becoming more evident each day. As the data changes faster, classi-
cal data warehousing or data mining is not up to the job and a shift has to made to
the realm of real-time processing [8]. By providing real-time tactical support, one
is able to drive actions that react to events as they occur. This requires shifting from
batch-processing jobs to real-time processing. By real-time processing we refer to
soft real-time whereby the added value of the results produced by a task decreases
over time after the deadline expires [86]. Thedeadline is considered the expiration
of the timespan in which the result is expected.

1.2 Research questions

The main focus of the thesis is outlier detection within a scalable architectures,
as most standard outlier-detection algorithms do not consider an implementation
on a web-scale level. Therefore the goal of this thesis is to provide a scalable im-
plementation which can be used in the industry to apply outlier detection to very
large datasets.

The research question and its subquestions are be supported, referred to and
addressed throughout the thesis. By breaking themain question down into several
sub-questions, the different concerns can be isolated and addressed separately.

Research question 1 How to scale a general purpose outlier detection algorithms to
a web-scale level.

6



Outlier detection is part of the domain of Knowledge Discovery andData min-
ing (KDD).Most implementations are not developedwith scalability inmind, but
solely on the method to uncover outliers from the set of observations. Therefore
the first question is to determine which algorithms can potentially benefit from a
parallel implementation.

Research sub-question 1 Which general-purpose outlier detection algorithms can
potentially be scaled out.

Scaling analgorithmout, sometimes referredas scalinghorizontally, is distribut-
ing the workload of the algorithm across different machines which acts as a single
logical unit. This enables to allocate more resources to a single job as more ma-
chines can be added if needed. The different methods of outlier detection need
to be examined in order to determine whether it can be converted into a so-called
‘embarrassingly parallel workload’. This requires the algorithm to be able to sepa-
rate theproblem into anumberof parallel taskswhich canbe scheduledona cluster
of distributed machines.

Research sub-question 2 Which computational engines are appropriate for outlier
detection in a big-data setting.

In recent years, a variety of computational engines have been developed for
distributed applications, mostly based on the MapReduce model [28], such as
Apache Hadoop¹, Apache Spark [104]. Other frameworks, such as Apache Ma-
hout², provide additional algorithms which run on top of computational engines.
An overview of the available computational engines and their characteristics will
be presented.

Research sub-question 3 How to adapt the algorithm to work with streams of data,
rather than a static data set.

¹Apache Hadoop http://wiki.apache.org/hadoop/HadoopMapReduce
²Apache Mahout http://mahout.apache.org/
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Rather than mining outliers from a static set of data, most of the time, data
comes as a possible infinite stream of data. Example streams are sensor data or
transactions which produce data over time. Both the algorithm and architecture
need to cope with this way of processing data.

1.3 Quintor

Quintor is a leading player in the fields of Agile software development, enterprise
Java / .Net technology and mobile development. Since its foundation in the year
2005, Quintor has been growing steadily. From their locations in Groningen and
Amersfoort they provide support to their customers in facing the challenges that
large-scale enterprise projects entail. Quintor has a software factory at its disposal,
from where in-house projects are carried out.

To enterprise customers, Quintor provides services in the field of software de-
velopment processes (Agile/Scrum), information analysis, software integration
processes, automated testing, software development and enterprise architecture.
Quintor provides full Agile development teams consisting of analysts, architects
and developers.

From Quintors’ perspective, the area of big-data is experiencing a tremendous
growth and companies are generating more data in terms of volume and complex-
ity every day. By processing these large volumes of data in a distributed fashion
enables to extract the interesting parts. Based on the interesting observations com-
panies obtain knowledge from their data to gain strategic insights.
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There are only two hard things in Computer Science: cache invalidation, naming things and off-by-1 errors.

Phil Karlton

2
Background

This chapter provides insights from literature on both outlier detection in Section
2.1 and web-scale techniques in Section 2.2.

2.1 Outlier detection algorithms

Outlier detection algorithms aim to automatically identify valuable or disturbing
observations in large collections of data. First, we identify the different classes of
machine learning algorithms [34], which also applies for outlier detection algo-
rithms:

Unsupervised algorithms try to find a hidden structure or pattern within a set
of unlabeled observations. As illustrated in Figure 2.1.1, the observations given as
the input of the algorithm are unlabeled, so no assumptions can be made. For ex-
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ample, k-means clustering, which is a classical example of unsupervised clustering,
can be applied on a set of observations to extracts k cluster heads. The set of obser-
vations is reduced to a set of cluster heads which can be reviewed or used as input
for the next algorithm. In the case of clustering, it is not clear how many clusters
are hidden in the observations. Thismakes it oftenhard to evaluate performance of
unsupervised algorithms as in the case of the example the error function depends
of the value of k. For each problem and dataset it is important to select the ap-
propriate distance measure as the results are as good as the distance measure can
differentiate the observations.

Figure 2.1.1: Unsupervised learning

Supervised is the machine learning task of inferring a function from labeled
training data [78]. As depicted in Figure 2.1.2, supervised methods require as in-
put set observations accompanied by a label which indicates to which class each
observation belongs (for example, a label which is either legitimate or fraudulent)
in order to assign the observation to a specific class. The training-set is used by
the algorithm to learn how to separate the different classes. Based on the input
the algorithm will learn a function to distinguish the different classes. Once the
model is trained, it can be used to classify to an observation of which the label is
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not known yet. A disadvantage of supervised learning with respect to outlier de-
tection is that large amount of labeled data is needed to train the model, which is
not always available.

Figure 2.1.2: Supervised learning

Semi-supervised learning is a classbetweenunsupervisedand supervised learn-
ing. The algorithms consists of a supervised algorithm that makes use of typically
a small amount of labeled data with a large amount of unlabeled data. First the
model is trained using the labeled data, once done the model is further trained by
bootstrapping the unlabeleddata. Theunlabeleddata is presented to the algorithm
and subsequently the algorithm is trainedbasedon thepredictionof the algorithm.

The next step in the process is to detect outliers based on the stream of obser-
vations. The outliers might tell something about the transaction in order to de-
termine whether it is legit or possibly fraudulent. This information can be used
when a financial transaction is made. Within a short amount of time it needs to be
determined whether the transaction is trustworthy, if not the transaction may be
canceled real time.

The goal of outlier detection is to identify the observations that, for some rea-
son, do not fit well within the remainder of the model. A commonly used rule
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of thumb is that observations deviating more than three times the standard de-
viation from the distribution are considered outliers [2]. Obviously this is not a
very sophisticated method as it takes a global decision which is not locally aware.
Mostly, such a global outlier model leads to a binary decision of whether or not a
given observation is an outlier. Local methods typically compute unbound scores
of ‘outlierness’. These scores differ per algorithm in scale, range andmeaning [38],
but they can be used to discriminate different levels of outliers or to sort them and
separate the top k-observations.

Within the literature, different classes of outlier detection algorithms exists:

Statistical based assumes that the given dataset has a distribution model which
can be approximated using a function [43]. Outliers are those observations
that satisfy a discordancy test in relation to the hypothesized distribution
[11].

Distance based unifies the statistical distributionapproach[67]byassuming that
an observation is an inlier when the distance of the k-nearest observations is
smaller than δ [68]. An updated definition which does not require the dis-
tance δ, but introduces nwhich defines whether point p is an outlier if n− 1
other observations in the dataset have a higher value for Dk [81]. Where
Dk(p) is the sum of the distances to the nearest k observations with respect
to p.

Density based algorithms identify an observation as an outlier if the neighbour-
hood of a given observation has a significantly lower density with respect to
the density of the neighbouring observations [18, 19].

Besides the above-mentioned classes, there are many domain-specific outlier de-
tection algorithms, for example for tumor detectionwithinMRI data [89] or algo-
rithms that detect interesting observations within engineering data [33].

Density-based approaches are sometimes seen as a variant of the distance-based
approach as they share characteristics [71]. Distance based-algorithms consider
an observation an outlier when there are fewer than k other observations within
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δ distance [69, 70]. Another definition is the top n-observations which have the
highest average distance to knearest neighbours [7, 32]. Density-based algorithms
take this one step further as they compute from the k-nearest observations their
average distance to their k-nearest observations and compare themwith their own
distance to the k-nearest observations [84].

With respect to all available algorithm in literature, a subsection is presented in
Table 2.1.1 based on the restrictions:

• The algorithm must be general-purpose and not only applicable within a
specific domain.

• Many classical statistical algorithms, which are limited to one or only a few
dimensions [53], have been left out as they are not applicable anymore.

• The observations that are the input data of the algorithm consist of a m-
dimensional continues feature vector x = [x1, . . . , xm] ∈ Rm.

Algorithm Type Year
HilOut [7] Distance-based 2002
Local Outlier Factor (LOF) [4, 18] Density-based 2000
Fast-MCD [82] Statistical-based 1999
Blocked Adaptive Computationally Efficient Outlier Nominators [17] Statistical-based 2000
Local Distance-based Outlier Factor (LDOF) [109] Distance-based 2009
INFLuenced Outlierness (INFLO) [61] Density-based 2006
No-name [81] Distance-based 2000
No-name [12] Distance-Based 2011
Connectivity-Based-Outlier-Factor (COF) [90] Density-Based 2002
Local Outlier Probabilities (LoOP) [72] Density-based 2009
Local Correlation Integral (LOCI) [80] Distance-based 2003
Angle-Based Outlier Detection (ABOD) [71] Angle-based 2008
Stochastic Outlier Selection (SOS) [60] Distance-based 2012
Simplified Local Outlier Detection (Simplified-LOF) [84] Density-based 2014

Table 2.1.1: An overview of outlier detection algorithms which match the
above mentioned criteria.
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All of the distance based anddensity based algorithms stated inTable 2.1.1work
with Euclidean distance, which is the most popular distance measure for contin-
uous features. For discrete features, the Euclidean distance could be replaced by
the Hamming distance. Also, other asymmetrical distance measures can be used.

A disadvantage of statistical-based approaches is that they are parametric since
they try to model the data to a given distribution. The majority of the distance-
based methods have a computational complexity of O(n2) as the pair-wire dis-
tance between all observations is required which effectively yields an n by n dis-
tancematrix. Thismakes it difficult to apply the algorithm to very large datasets as
the execution time grows quadratic which is not feasable for large datasets. A way
to reduce the computational time is by using spatial indexing structures such as
the KD-tree [13], R-tree [42], X-tree [14] or another variation. The problem us-
ing such optimized data structures is the difficulty to distribute the data structure
across multiple machines.

Unfortunately the ‘curse of dimensionality’ also applies to ε-range queries and
k-nearest neighbour search [76]. The effect of the dimensionality manifests itself
as the number of dimensions increases and the distance to the nearest data point
approaches the distance to the farthest observation [15]. When taking this to an
extreme, as in Equation 2.1, where distmax is the maximum distance to origin, and
distmin the minimum. When using an infinite number of vector, the distance be-
tween the vectors will approach zero [51]. The distance between them becomes
less meaningful as the dimensionality increases and the difference between the
nearest and the farthest point converges to zero [5, 16, 51].

lim
d→∞

distmax − distmin

distmin
→ 0 (2.1)

Higher dimensionality not only hinders in discriminating the distance between
the different observations, it also makes the outliers less intuitive to understand.
For distance-based outlier algorithms, there are ways to evaluate the validity of the
identified outliers which helps to improve the understanding of the data [69]. As
the number of dimensions grows, this process becomes difficult and impossible in
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extremes.
The use of high-dimensional data depends on the context and cannot be gener-

alized. High-dimensional data can improve accuracy when all the dimensions are
relevant and the noise is tolerable.

Anotheroption is to reduce thenumberofdimensions,whichmeans converting
data of high dimensionality into data ofmuch lower dimensionality such that each
of the lower dimensions convey much information. Typical techniques that are
used are Principal Component Analysis and Factor analysis [35]. There are more
sophisticated techniques which focus on removing the noisy features which do
not add any value to the result or even introduce noise [21], but this is outside the
scope of the thesis.

2.2 Web-scale computing

In order to allow a system to scale, which is required to cope with the increasing
workload, as well as to be able to process large amounts of data which does not
fit on a single machine, web-scale technology is adopted. This typically involves
the ability to seamlessly provision and add resources to the distributed computing
environment. Web-scale is often associatedwith the infrastructure required to run
large distributed applications such as Facebook, Google, Twitter, LinkedIn, etc.

Within literature, different definitions of cloud-computing have been proposed
[83], there is diversity here, as cloud-computing does not comprise a new technol-
ogy, but rather a new model that brings together a set of existing technologies in
order to develop and execute applications in a way that differs from the traditional
approach [110]. Web-scale architecture is an active field of research [25]. Web-
scale applications rely on cloud computing which is one of the most significant
shifts in modern IT for enterprise applications and has become a powerful archi-
tecture to perform large-scale and complex computing. Within literature, several
definitions of cloud computing exists [3]. Clouds are used for different purposes
and have numerous application areas. We define a cloud as; ‘a large pool of easily
accessible virtualized resources, which can be dynamically reconfigured to adjust
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to a variable load, allowing for optimum resource utilization’ [96].
On top of the cloud-computing environment big-data techniques are used. The

world of big-data consists of a wide range of tools and techniques, which address
and solve different problems. A mapping of the different components is given in
Figure 2.2.1. Our focus is on the data-processing as our goal is to efficiently dis-
tribute the outlier detection algorithm onto a cluster of working nodes.

Big Data Classification

Data Sources Content Format Data Stores Data Staging Data Processing

Web and Social

Machine

Sensing

Transaction

Internet of Things

Structured

Semi-structured

Unstructured

Document-store

Column-oriented

Graph-based

Key-value

Cleaning

Normalization

Transform

Batch

Real-time

Figure 2.2.1: Overview Big-Data landscape [47]

It started in 2008 when Google introduced the MapReduce computing model
which provides a model for processing large datasets in a parallel and distributed
fashion on a cluster of machines [28]. Google used it to scale their PageRank al-
gorithm to serve personalized results to the users of their search engine [9]. The
MapReducemodel is a simple yet powerfulmodel for parallelizingdataprocessing.

Subsequently in 2007Microsoft launched a data-processing system towrite effi-
cient parallel and distributed applications more easily under the codenameDryad
[57]. DryadLINQ provides a set of language extensions that enable a new pro-
gramming model for large scale distributed computing. A DryadLINQ program
is a sequential program composed of LINQexpressions performing arbitrary side-
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effect-free transformations on datasets [103]. In November 2011 active develop-
ment on Dryad had been discontinued, and Microsoft shifted their focus to the
Apache Hadoop project [91].

TheApacheHadoop project is an implementation of theMapReducemodel. It
is the open-source implementation primarily developed by Yahoo, where it runs
jobs that produce hundreds of terabytes of data on at least 10,000 cores [79]. Since
then it has been adopted by a large variety of institutes and companies in educa-
tional or production uses, among which Facebook, Last.FM and IBM¹.

Although the name MapReduce originally referred to the proprietary Google
technology, over the years it became the general term for the way of doing large
scale computations. The open-source implementation that has support for dis-
tributed shuffles is part of Apache Hadoop². A MapReduce job consists of three
phases, namely Map, Combiner and Reduce [28]:

Map In themap phase operations on every individual record in the dataset can be
performed. This phase is commonly used to transformfields, apply filters or
join and grouping operations. There is no requirement that for every input
record there should be one output record.

Combine For efficiency and optimization purposes it sometimes makes sense to
supply a combiner class to perform a reduce-type function. If a combiner is
used then themapkey-valuepairs arenot immediatelywritten to theoutput.
Instead they are collected in lists, one list per each key value. When a certain
number of key-valuepairs havebeenwritten, this buffer is flushedbypassing
all the values of each key to the combiner method and outputting the key-
value pairs of the combine operation as if they were created by the original
map operation.

Reduce Before the reduce task it might be the case that distributed data needs to
be copied to the local machine. When this is done, each key with its corre-
sponding values is passed to the reduce operation.

¹Hadoop: PoweredBy https://wiki.apache.org/hadoop/PoweredBy
²Apache Hadoop http://hadoop.apache.org/
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First, input data is divided into parts and then passed to the mapper which ex-
ecutes in parallel. The result is partitioned by key and locally sorted. Results of
themapper-data with the same key are send to the same reducer and consolidated
there. The merge sort happens at the reducer, so all keys arriving at the same re-
ducer are sorted.

There is a variety of open-source frameworks based or inspired on the MapRe-
duce model, each with their own characteristics, which are commonly used for
big-data processing:

ApacheHadoop is theopen-source implementationof theproprietyMapReduce
model. The Apache Hadoop consists of four modules: first, the Hadoop
MapReduce framework, which consists of a YARN-based system for the
parallel processing of large datasets. Second, the Hadoop Distributed File
System(HDFS) in adistributeduser-level file systemwhich focusesonporta-
bility across heterogeneous hardware and software platforms [85] inspired
by the Google File System [39]. Third, Hadoop YARN, which stands for
YetAnotherResourceNegotiator and is a framework for job scheduling and
cluster resource management [97] and, last, Hadoop Common which pro-
vides the services for supporting the Hadoop modules.

Apache Spark is the implementation of the concept of the Resilient Distributed
Datasets (RDDs)developedatUCBerkeley [106]. RDDsare fault-tolerant,
parallel data structures that persist intermediate results in memory and en-
able the developer to explicitly control the partitioning in order to optimize
data locality. Manipulating RDDs can be done using filters, actions and
transformations by a rich set of primitives. The concept of RDD is inspired
by MapReduce and Dryad.

MapReduce is deficient in iterative jobs because the data is loaded from disk
on each iteration and interactive analysis, and significant latency occurs because
all the data has to be read from the distributed file system [104]. This is where
Apache Spark steps in by storing intermediate results in-memory.

18



Hadoop provides fault-tolerance by using the underlying HDFS which repli-
cates the data over different nodes. Spark does not store the transformed infor-
mation between each step, but when a block of data gets lost, the original data is
loaded and Spark reapplies all the transformations, although it is possible to ex-
plicit save the state by enforcing a checkpoint. By the use of this strategy Spark’s
in-memory primitives provide performance up to 100 times faster than Hadoop
for certain applications [102].
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Software is a great combination between artistry and engineering.

Bill Gates

3
Architecture

This chapter describes the architecture on which the software is built and its influ-
ence on the results. Figure 3.0.1 illustrates the architecture using course-grained
blocks. The arrows illustrate the dataflow through the system.

The emphasis of the architecture is on scalability. This means that it is simple
to increase or decrease the number of worker nodes across a number of different
physical machines as the machines are provisioned automatically, tending to im-
plement or evolve to an ‘elastic architecture’ [22], which autonomously adapts its
capacity to a varying workload over time [48], although the number of nodes is
configured systematically to determine its performance for a set number of nodes.
The underlying provisioning of the resources is done by Docker as described in
section 3.1. The input data on which the algorithm performs the computations is
kept on an Apache Kafka messaging system, as described in section 3.3. Finally,
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Figure 3.0.1: Architecture of the system

the computational framework itself, built upon Apache Spark, is discussed in Sec-
tion 3.2.

Figure 3.0.2: Logo Apache Software Foundation

The majority of the used software on which the architecture is built is part of
the Apache Software Foundation¹, which is a decentralized community of devel-
opers across the world. The software produced is distributed under the terms of
the Apache License and is therefore free and open source. The Apache projects
are characterized by a collaborative, consensus-based development process and an
open and pragmatic software license.

¹Apache Software Foundation http://www.apache.org/
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3.1 Docker

Docker is an open-source project that automates the deployment of applications
inside software containers². Docker uses resource isolation features of the Linux
kernel to allow independent containers to runwithin a singleLinux instance, avoid-
ing the overhead of starting andmaintaining virtualmachines. ADocker container
runs directly on top of the operating system, unlike a virtualmachine, this does not
require to run a separate operating system within the container. Docker also sim-
plifies the creation and operation of task or workload queues and other distributed
systems [26, 56].

Figure 3.1.1: Microservice architecture [73]

Docker enables the encapsulation of different applications within lightweight-
components which can easily be deployed on top of the docker daemon. This can
be a single local docker-daemonor adistributedone across a pool of physical hosts.
This enables deployment of the required components across a group of machines.

²Docker https://www.docker.com/
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The Docker architecture is strongly inspired by the Microservice architecture
as depicted in Figure 3.1.1, where each functionality is defined and encapsulated
within its own container. Scaling such a system is done by adding or removing ser-
vices (containers). For example, if there is a computationally intensive task sched-
uled on Spark, more Docker-containers can be spawned on the pool of hosts to
devide the computational workload.

The stack is defined using Docker Compose³, which is the successor of Fig⁴.
Docker Compose is a tool for definingmulti-container applications in a single file.
The application, with all its dependent containers, is booted using a single com-
mand which does everything that needs to be done to get it running. At this mo-
ment Docker is used on a singlemachine, but it can transparently scale tomultiple
host to create a cluster using Docker Swarm⁵.

3.2 Apache Spark

Apache Spark⁶ is a computational platform that is designed to be distributed, fast
and general-purpose. It is an extension of the popularMapReducemodel [28] and
it is more efficient when it comes to iterative algorithms as it is able to performs in-
memory computations [102]. Figure 3.2.1 illustrates the Apache Spark running
on top of Docker, but it can also run standalone. Spark comes with specialized
libraries for machine learning or graph-processing.

Spark’s computational model consists generally of the following steps:

Input-data Spark is able to fetch its input data from a variety of sources, includ-
ing Hadoop Distributed File Systems, Amazon S3, Apache Flume, Apache
Kafka, Apache HBase or any other Hadoop datasource.

Transform Transformations are defined based on the input dataset. Examples of

³Docker Compose https://www.docker.com/compose/
⁴Fig http://www.fig.sh/
⁵Docker Swarm https://docs.docker.com/swarm/
⁶Apache Spark http://spark.apache.org/
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Figure 3.2.1: Apache Spark stack

transformations are: mapping the data to another format, joining different
datasets or sorting the data in a specific order.

Aggregate After the distributed transform of the data, everything is aggregated
and loaded into the driver’s localmemory or it is written to a persistent stor-
age like HDFS.

Apache Spark works with Resilient Distributed Datasets (RDD), which is a
read-only, partitioned collection of records. Each transformation within Spark re-
quires a RDD as input and transforms the data into a new immutable RDD.

Apache Spark only writes to the file-system in a number of situations:

Checkpoint When setting a checkpoint to which it can recover in the event of
data loss because one or more machines in the cluster becoming unrespon-
sive as result of a crash or network failure.

Memory Every worker works with a subset of the RDD. When the subset grows
to an extent in which is does not fit in the memory anymore, the data spills
to disk.

Shuffle When data needs to be shared across different worker-nodes a shuffle oc-
curs. By designing and implementing an algorithm, these actions should be
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avoided or kept to an absolute minimum.

An important concept which needs to be taken into account is the number of
partitions of an RDD, which is initially set by the source RDD, for example Kafka,
Flume or HDFS. For example, for a HadoopRDD data source, which requests data
blocks (64MB by default) from HDFS, the number of Spark-paritions set to the
number of blocks [28]. This is a convenient way of managing the number of parti-
tions, as this grows with the volume of the data. In the case of KafkaRDD, which
reads fromKafka‘s distributed commit log, this is defined by the number of Kafka-
partitions in the Kafka-cluster which may not always grow.

It is important to be aware of the number of partitions, as it controls the paral-
lelism of the submitted Spark Job. The number of partitions caps the number of
processes which can be executed in parallel. For example, if the RDD only has a
singlepartition, therewill benoparallel execution at all. Spark recommends twoor
three partitions perCPUcore in the cluster⁷. This value is heuristically determined
and in practice it needs to be tunes to obtain optimal performance as it differs per
type of task.

TheSpark Streaming library⁸, introduced in version 1.2 of Apache Spark, makes
it easy to build scalable, fault-tolerant streaming applications. Spark Streaming
uses micro-batch semantics, as illustrated in Figure 3.2.2.

Figure 3.2.2: Spark streaming

The enabling micro-batched semantics on a continuous stream of observations
is done by defining a window as illustrated in Figure 3.2.3⁹. Thewindow is defined

⁷Apache Spark: Level of Parallelismhttp://spark.apache.org/docs/latest/
tuning.html#level-of-parallelism

⁸Spark Streaming http://spark.apache.org/streaming/
⁹Spark Streaming Guide http://spark.apache.org/docs/latest/

streaming-programming-guide.html
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by two parameters:

Window length the duration of the window.

Sliding interval the interval at which the window operation is performed.

Figure 3.2.3: Applying windowing functions

This enables thewindow tohave anoverlapwith earlier observations. Each time
the requirement is full filled, a new job is dispatched with the window as input.
This streaming concept is particularly well-suited using Apache Kafka as the data
source, because it acts as a message queue.

3.3 Apache Kafka

Apache Kafka¹⁰ provides functionality of a messaging queue in a distributed, par-
titioned and replicated way. Figure 3.3.1 illustrates the role of Kafka. First, the
terminology is established, which is analogous to message queues in general:

Broker is a process running on a machine that together forms the Kafka cluster.

Producer is a process which publishes messages to the Kafka cluster.

Consumer is a process that is subscribed to topics and reads the feed of published
messages.

¹⁰Apache Kafka http://kafka.apache.org/
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Topics is a category identified by a string on which the messages are collected.
Each producer and consumer can subscribe to one ormore topics onwhich
they write or read messages.

Partition Each topic is divided into a set of partitions in order to distribute the
topic across a set of different machines.

Producers have the role of pushing messages into the log and the consumers
read the log asmessages are appended to the topics that are distributed acrossmul-
tiple machines in order to split the workload and volume of the data across a num-
ber of machines. The high-level topology of an Apache Kafka is given in Figure
3.3.1, where three producers, which publish messages to the cluster, and the three
consumers, which receive the messages on the topics they are subscribed to.

Figure 3.3.1: Apache Kafka high-level topology.

Apache Kafka is implemented as a distributed commit log, an immutable se-
quence of messages that is appended as new messages arrive, as illustrated in Fig-
ure 3.3.2. Eachmessage in the partitions is assigned a sequential id-number called
by the offset that uniquely identifies eachmessagewithin the partition. They allow
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the log to scale beyond a size that fits on a single server. By default, the partition-
ing is done in a round-robin fashion, but a custom partitioning algorithm can be
implemented to enhance data-locality.

Figure 3.3.2: Anatomy of a topic, implemented as a distributed commit log.

The performance is effectively constant with respect to data size, so retaining
lots of data is not a problem within the limitation of fitting a single partition on
a single broker. Each partition can be replicated across a configurable number of
brokers to ensure fault tolerance and availability of the Kafka cluster.

Apache Kafka allows producers to write arrays of bytes as a record. This means
that serializing and deserializing the Scala data structures has to be done by the
programmer. This is done in an easy and fastway using thePickling¹¹ librarywhich
is fast and efficient.

3.4 Apache ZooKeeper

ZooKeeper¹² is a highly-available coordination service for maintaining configu-
ration, naming, distributed synchronization and providing group services [55].

¹¹Scala Pickling https://github.com/scala/pickling
¹²Apache ZooKeeper https://zookeeper.apache.org/
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All of these kinds of services are used in some form or another by distributed ap-
plications, including Apache Kafka and Apache Spark. Because of the difficulty
of implementing these kinds of distributed services, applications initially usually
skimp on them, which make them brittle and difficult to manage in the presence
of change. Even when done correctly, different implementations of these services
lead tomanagement complexitywhen the applications are deployed. This is where
ZooKeeper steps in.

Figure 3.4.1: ZooKeeper topology.

As depicted in Figure 3.4.1, the ZooKeeper service comprises an ensemble of
servers that use replication to achievehighavailability andperformance. ZooKeeper
provides a sharedhierarchical namespacewhich is consistent across all nodes. ZooKeeper
runs inmemorywhich ensures high throughput and low latency. ZooKeeper repli-
cates the namespace across all nodes using a transaction log which ensures that all
the mutations are performed by the majority of the ZooKeeper instances in the
cluster. The operations on ZooKeeper are wait-free and do not use blocking op-
erations such as locks. This is implemented in the leader-based atomic broadcast
protocol named ZooKeeper Atomic Broadcast (ZAB) [63], which provides the
following guarantees [55]:

Linearizable writes all requests that update the state of ZooKeeper are serializ-
able and respect precedence.

FIFO client order all requests from a given client are executed in the order in
which they were sent by the client.
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As long as a majority of the servers are correct, the ZooKeeper service will be
available. With a total of 2f+ 1 Zookeeper processes, it is able to tolerate f failures.
When the cluster becomes partitioned, from, for example, a network failure, the
partitions with a number of processes smaller than f becomes available and falls
down to an auto-fencing mode, rendering the service unavailable [27]. An inter-
esting and useful feature of ZooKeeper are ephemeral nodes. These are nodes in
the hierarchical namespace of the ZooKeeper service that will be removed as the
process which created them disconnects or becomes unavailable. This enables the
ZooKeeper service to only show the list of nodes that are available.

In the software-stack used for running the experiment, ZooKeeper is used for:

Apache Kafka amaster is elected for each partitionwithin a topic. This is needed
in case of a partition being replicated. One master is assigned to which the
slaves follow. If the master dies, a new master gets elected out of the slaves.

Apache Spark Spark allows to have multiple masters of which only one is active.
If the master dies, a standby-master can take over and resubmit the job.

3.5 Software

The software is written on top of the architecture as described above. The soft-
ware uses the Spark Driver to communicate with the cluster. The way this works
is illustrated in Figure 3.5.1. Instead of submitting a packed program to the clus-
ter, the driver tells the worker nodes where the data is and the transformations are
serialized and transferred to the worker nodes.

The Spark-driver is also deployed on the server as a Docker container. This en-
sures that the driver runs on the same cluster and that network communication
between the cluster and the executors is minimal.

The software is built using Simple Build Tool¹³ (SBT) which handles the flow
of testing, running and packaging. Using the SBT Assembly plugin ¹⁴, a JAR file

¹³Simple Build Tool http://www.scala-sbt.org/
¹⁴SBT Assembly https://github.com/sbt/sbt-assembly
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Figure 3.5.1: Spark context which sends the job to the worker nodes.

is generated which contains all the sources and the libraries it depends on. Pack-
ing specific versions of the dependent libraries into the JAR prevents the need of
additional libraries having to be available at run-time.

The source of the algorithm is placed in a GIT¹⁵ version control system called
Github¹⁶, which keeps track of changes to the source code. Github allows the de-
veloper to attach hoops to events, such as the push of new code to the repository.
The code has been public available for whoever wants to use it.

The continuous-integration server Travis¹⁷ is used to build a new version of the
software each time a new push is done to theGithub repository. The test-coverage
of the software is tracked using Codecov¹⁸. Using Codecov, the test-coverage is
visualized per line of code, based on that the test coverage can be increased.

Codacy¹⁹ is used to keep track of the quality of code by performing static anal-
ysis. Each time changes are pushed to GIT, the code is analyzed for Scala specific
code-smells whichmight incur errors, such as the creation of threads instead of us-
ing futures, the use of reserved key-words and high cyclomatic complexity or the

¹⁵GIT Version Control https://git-scm.com/
¹⁶Github https://github.com/rug-ds-lab/SparkOutlierDetection
¹⁷Travis CI https://travis-ci.org/rug-ds-lab/SparkOutlierDetection
¹⁸Codecov https://codecov.io/github/rug-ds-lab/SparkOutlierDetection
¹⁹Codacy https://www.codacy.com/app/fokko/SparkOutlierDetection
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use of var instead of the immutable val.
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Talk is cheap. Show me the code.

Linus Torvalds

4
Algorithm

This chapter introduces and differentiates between two types of algorithms that
have been evaluated from the literature in Section 2.1. The algorithms presented
in Table 2.1.1 are distance based algorithms. For simplicity we use Euclidean dis-
tance, as in Equation 4.1, but all algorithms also work with other metrics. For
example, metrics such as the Hamming distance, which can find the number of
different symbols in strings of equal length and which is often used for comparing
bit-sequences [45]. Another distance-function is the Levenshtein distance, which
is used for comparing different strings of text. TheEuclidean distance between ob-
servationa andb is the lengthof the line segment connecting them, and is therefore
intuitive for people to grasp [29].

d(a, b) =

√√√√ m∑
i=1

(ai − bi)2 (4.1)
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The distance-based algorithm is related to the concept of clustering. An outlier
can be seen as an observation which is not part of a cluster. Also, the algorithms
take the locality into account. For example, for the Local Outlier Factor (LOF)
algorithm, which compares the density of the surrounding neighbours, it is impor-
tant to note that the global density may vary a lot across the feature space. Section
4.1 introduces the Local Outlier Factor algorithm, which introduces the concept
of local densities and which has been extended and adapted by many papers. This
algorithm gives a good idea what outlier detection is about. Next, the Stochastic
Outlier Selection (SOS) algorithm is introduced in Section 4.2 and it elaborates
on why it is a good fit for Apache Spark and LOF is not.

For outlier detection algorithms, there is no free lunch [100], which implies
that there is no algorithm which outperforms all other algorithms [59]. Different
algorithms excel under different conditions, depending on the characteristics of
the data set.

4.1 LocalOutlier Factor

Manydistance-basedoutlier detection algorithms are basedor strongly inspiredby
the Local Outlier Factor algorithm. The concept is depicted in Figure 4.1.1, where
the black dots are the observations in the feature space and the dashed circles are
the corresponding distances to the kth-observation which is set to k = 3.

First, the distance to the kth-nearest observations is computed. This is called the
LocalReachabilityDistance (LDR), asdefined inEquation4.2,wherek-distance(A)
is the distance to the kth-nearest observation of the neighbouring observation A.

LDRk(A) = 1/

(∑
B∈Nk(A) max(k-distance(B), d(A,B))

|Nk(A)|

)
(4.2)

After computing LDR for each observation, which requires the k-nearest neigh-
bours and the k-nearest neighbors of the k-nearest neighbors, the Local Outlier
Factor value can be obtained using Equation 4.3, which essentially compares the
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Figure 4.1.1: Local Outlier Factor with k = 3.

density of the observation itself with the density of the surrounding observations.

LOFk(A) =

(∑
B∈Nk(A) LDR(B)
|Nk(A)|

)
/LDR(A) (4.3)

The algorithm relies heavily on nearest-neighbour searches which are hard to
optimizeondistributedcomputational platformsas they require searching through
and sort all the data. Therefore the algorithm is not suitable to implement on top
of Apache Spark.

4.2 StochasticOutlier Selection

Instead of comparing local densities, as done by the Local Outlier Factor concept,
the Stochastic Outlier Selection algorithm employs the concept of affinity which
does comes from the field of [75, 95]:

Clustering employs affinity toquantify the relationships amongobservations [36].

35



For example, the concept of affinity been used for partitioning protein inter-
actions [98] and clustering text [41].

Dimensionality reduction StochasticNeighborEmbedding [52]or t-distributed
Stochastic Neighbor Embedding [94, 95] is a nonlinear dimensionality re-
duction technique for embedding high-dimensional data into a space of two
or three dimensions. The technique has been used among music analysis
[44] and bio-informatics [99].

The implementationof theStochasticOutlier Selectionalgorithmhasbeendone
in Scala¹ on top of Apache Spark. To determine the correct working of the algo-
rithm, unit-tests have been written in order to ensure correct output in each stage
in the algorithm. The output of the implementation is compared to the output
generated by the Python implementation written by the author². These unit-tests
uncovered a bug in the authors’ script, which has been patched by submitting a
pull request³.

The algorithm consists of a series of transformations on the data as described
in the original paper [60]. These steps are elaborated in the following subsections,
which describe how they are implemented.

4.2.1 Distance matrix

The distance matrix takes the n input vectors of m length and transforms it to a
n× nmatrix by taking the pairwise distance between each vector. We employ the
symmetric Euclidean distance, as defined earlier in Equation 4.1. Being symmet-
ric, the sets’ distance d(xi, xj) is equal to d(xj, xi) and the distance to self is zero
d(xi, xi) = 0. The distance matrix is denoted by D, each row by Di ∈ Rm and
each element byDij ∈ R.

The implementation given in Listing 1 takes the Cartesian product of the in-
put vectors to compute the distance between ever pair of observations. Next, the

¹Scala programming language http://www.scala-lang.org/
²SOS https://github.com/jeroenjanssens/sos/blob/master/bin/sos/
³Github pull request https://github.com/jeroenjanssens/sos/pull/4/
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def computeDistanceMatrixPair(data: RDD[(Long, Array[Double])]):
RDD[(Long, Array[Double])] =

data.cartesian(data).flatMap {
case (a: (Long, Array[Double]), b: (Long, Array[Double])) =>

if (a._1 != b._1)
Some(a._1, euclDistance(a._2, b._2))

else
None

}.combineByKey(
(v1) => List(v1),
(c1: List[Double], v1: Double) => c1 :+ v1,
(c1: List[Double], c2: List[Double]) => c1 ++ c2

).map {
case (a, b) => (a, b.toArray)

}

Listing 1: Computing the distance matrix of a collection of feature vectors.

pairs are mapped to compute the Euclidean distance between every pair of vec-
tors except to itself, as this does not carry any information and is not used by the
algorithm. Finally, all the vectors are combined by the unique key of each vector
returning the rows of the matrix.

4.2.2 Affinity matrix

The affinity matrix is obtained by transforming the distancematrix proportionally
to the distance between two observations. The affinity quantifies the relationship
from one observation to another. The affinity σ i for each observation is found by
performing a binary search, which makes the entropy of the distribution between
overall neighbors equal to the logarithm of the perplexity parameter h.

aij =

exp(−d2ij/2σ2i ) if i ̸= j

0 if i = j
(4.4)

The perplexity parameter is the only configurable parameter of the algorithm
denoted by h as in Equation 4.5. The influence of the h parameter is comparable to
the k parameter in the k-nearest neighbours algorithm. It also alters the behaviour
of the algorithm analogously: the higher the value h, the more it depends on the
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surrounding neighbours. One important difference is that h ∈ R and k ∈ N.
The perplexity value has a deep foundation in information theory, but in practice
should it be tunedby the domain expert to provide a good level of outlierness [60].

def computeAffinityMatrix(dMatrix: RDD[(Long, Array[Double])],
perplexity: Double = DEFAULT_PERPLEXITY):

RDD[(Long, DenseVector[Double])] =
dMatrix.map(r => (r._1, binarySearch(new DenseVector(r._2), Math.log(perplexity))))

Listing 2: Transforming the distance matrix to the affinity matrix.

Listing 2 applies the binary search on each rowwithin thematrix which approx-
imates the affinity. The maximum number of iterations in the binary search can
be limited in order to interrupt the executionwhich will introduce some error, but
will reduce the computational time. Similar, an accepted tolerance can be set to ac-
cept a small error in exchange for reduced computational time. The binary search
iteratively bisects the interval and then selects the correct upper of lower half until
the desired variances for each observation is found.

h = {x ∈ R|1 ≤ x ≤ n− 1} (4.5)

The affinitymatrix is obtained by applying Equation 4.4 on every element of the
distance matrix. Perplexity is employed to adaptively set the variances which are
computed using the introduced binary search, which approximates for every value
the σ2 so that every observation has effectively h neighbours [52]. This has to be
done for every observation assuming that it has a unique place in space.

Listing 3 shows the recursive function used to find or approximate the perplex-
ity of each row xi in the distance matrix. The recursive function eliminates mu-
table variables which are impossible to avoid when using using loops. The use of
immutable variables comes from the functional programming aspect of Scala and
makes the code less error-prone.
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def binarySearch(affinity: DenseVector[Double],
logPerplexity: Double,
iteration: Int = 0,
beta: Double = 1.0,
betaMin: Double = Double.NegativeInfinity,
betaMax: Double = Double.PositiveInfinity,
maxIterations: Int = DEFAULT_ITERATIONS,
tolerance: Double = DEFAULT_TOLERANCE): DenseVector[Double] = {

val newAffinity = affinity.map(d => Math.exp(-d * beta))
val sumA = sum(newAffinity)
val hCurr = Math.log(sumA) + beta * sum(affinity :* newAffinity) / sumA
val hDiff = hCurr - logPerplexity

if (iteration < maxIterations && Math.abs(hDiff) > tolerance) {
val search = if (hDiff > 0)
(if (betaMax == Double.PositiveInfinity || betaMax == Double.NegativeInfinity)

beta * 2.0
else

(beta + betaMax) / 2.0, beta, betaMax)
else
(if (betaMin == Double.PositiveInfinity || betaMin == Double.NegativeInfinity)

beta / 2.0
else

(beta + betaMin) / 2.0, betaMin, beta)

binarySearch( affinity,
logPerplexity,
iteration + 1,
search._1,
search._2,
search._3,
maxIterations,
tolerance)

}
else

newAffinity
}

Listing 3: Performing a binary search to approximate the affinity for each
observation.

4.2.3 Binding probability matrix

The binding probability matrix defines the probability of observation xi to xj. The
mathematical foundation, based on graph theory, computes the Stochastic Neigh-
bourGraphand the subsequent generativeprocess is outof scope andcanbe found
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in the original paper [60].

bij =
aij∑n
k=1 aik

(4.6)

Thebinding probabilitymatrix can be applied by normalizing the affinitymatrix
such that

∑n
k=1 sums up to 1. Equation 4.6 transforms the affinity matrix to the

probability outlier matrix.

def computeBindingProbabilities(rows: RDD[(Long, DenseVector[Double])]):
RDD[(Long, Array[Double])] =

rows.map(r => (r._1, r._2 :/ sum(r._2)).toArray)

Listing 4: Transforming the affinity matrix into the binding probability ma-
trix.

Listing 4 shows the implementation which divides each element by the sum of
the vector.

4.2.4 Computing outlier probabilities

The last step is to compute the outlier probability of vector xi, which is given by
the product of the column binding probability matrix as in Equation 4.7.

fSOS(xi) ≡
n∏
i=1
j̸=i

(1− bji) (4.7)

The implementation is given in Listing 5. The implementation uses a flatmap
to add indices to the elements of the vector. The inline if-condition offsets the in-
dicesbyone to skip thediagonal of thematrix. Important tonote is thezipWithIndex
operation is applied to the local collection and not on the RDDwhich would trig-
ger a subsequent Spark job.

Finally the foldByKey groups all the keys and perform a fold which computes
the product of each column. This last action invokes a data-shuffle, as the rows are
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def computeOutlierProbability(rows: RDD[(Long, Array[Double])]):
RDD[(Long, Double)] =

rows.flatMap(r => r._2.zipWithIndex.map(p =>
(p._2 + (if (p._2 >= r._1) 1L else 0L), p._1))).foldByKey(1.0)((a, b) => a * (1.0 - b))

Listing 5: Computing the outlierness from the binding probability matrix.

distributed across the different worker nodes. The product represents the outlier-
ness of each observation.

41



Computers are useless. They can only give you answers.

Pablo Picasso

5
Results

Thepurposeof this chapter is to empirically explore the scalability of the algorithm
and architecture compared to different input sets. The quantitative results are pre-
sented using the algorithm as described in Section 4.2 and the architecture as pre-
sented in Chapter 3. First, Section 5.1 explains how the input data is generated.
Second, the hardware is presented in Section 5.2 on which the tests are executed.
Finally, in Section 5.3 the tests and the results are presented and evaluated.

5.1 Dataset

The dataset is generated beforehand. The input of the algorithm is a m = 10 di-
mensional vector as in Equation 5.1. The value of each feature vector is sampled in
a pseudo-random fashion from aGaussian distribution (also known as the normal
distribution), shown in Figure 5.1.1. Themain characteristic of this distribution is
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that when given a theoretical infinite number of samples, approximately 68.2% of
the sampled values are within the±1 standard deviation.

x = [x1, . . . , xm] ∈ Rm (5.1)

This results in a dataset where the number of outliers is limited as the mean of
all the observations in the feature space is at the origin. This is not a problem as
the goal is to determine the scalability of the algorithm and not its performance in
determining if the observation is an outlier or not.

Figure 5.1.1: The curve from which the feature vectors are sampled. The
vertical axis is the probability. The σ values depict the standard deviations.

5.2 Hardware

This sectiondescribes thehardwarewhich is used to run the tests. Docker provides
an abstract interface which allows us to run the stack on a set of homogeneous re-
sources. Nevertheless the hardware impacts the actual performance, therefore is it
important to describe the hardware which is essential to repreduce the same num-
bers. To create an isolated environment which is not affected by other processes
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running on the physical hardware, a dedicated server has been assigned. Quintors’
local Dell PowerEdge T620 development-server ‘Big-Willem’ has been assigned
for running the algorithm and for producing the results. Big-Willem has two Intel
Xeon cpu’s with six cores each supportingHyper-threading, thus providing 24 log-
ical cores in total. Themainmemory consists of 128 gigabytes in total. The virtual
machine runs on 16 cores, has 64 gigabytes of memory assigned to it and is fully
dedicated to running the software stack.

5.3 Results

First, the general execution time as a function of the input size is analyzed in Sub-
section5.3.1. Second, the impacton the execution timebyadding additionalwork-
ers to the Spark cluster is explored in Subsection 5.3.2. This gives a good insight
in the parallelizability of the algorithm. Finally, the stages of the algorithm are de-
fined and insights are given regarding the execution time per stage in Subsection
5.3.3.

5.3.1 Execution time

The total execution time provides insight of the execution time of the algorithm
with a fixed number of resources. The number of observations is doubled for each
iteration starting from 500 up to 64000. Every iteration is performed five times to
obtain stable results. The execution time is given in seconds and is measured after
the initialization of the Spark-cluster until the results of the distributed computa-
tion are returned to the driver.

In Figure 5.3.1 we observe a quadratic increase in execution time, which is ex-
pected to be equal to the dominant computational complexity. In the case of the
algorithm, the step of taking theCartesian product for computing the distancema-
trix in Subsection 4.2.1 is in orderO(n2) and therefore the algorithmwill perform
analogous.
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Figure 5.3.1: Execution time as a function of the input size.

5.3.2 Parallelization

Thepurpose of this experiment is to determine the reduction of execution time by
adding additional Spark workers to the cluster. Figure 5.3.2 illustrates the execu-
tion time as a function of the number of workers.

A single Spark master and a single Apache Zookeeper instance is used. The
number of Kafka nodes is equal to the number of Spark workers since when the
number of workers increases, the number of partitions also needs to grow to par-
allelize the work and share the workload. Therefore more brokers are desirable
to divide the partitions over different brokers. Each worker node within Apache
Spark has 2 cores and 6 gigabytes of memory assigned.

Weobserve that the execution timedecreases untilworkers = 5, where the clus-
terworkswith 10CPU’s and30 gigabytes ofmemory. For the relative small dataset
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Figure 5.3.2: Execution time as a function of the number of workers where
each worker gets two cores and six gigabytes of RAM assigned, input size n =
2000, and each worker has three partitions.

of n = 2000, the memory of each worker is not a resource constraint. The bot-
tleneck is the processing power, which increases significantly when adding more
nodes to the cluster. As themachine features 12 physical cores and24 logical cores,
the number of 10 CPU cores assigned to Spark is optimal, leaving some power
for the Spark Master, Zookeeper and Apache Kafka instances. When increasing
the number of nodes the context-switches are becoming dominant, therefore the
number of nodes has to be chosen precisely according to the available hardware
for obtaining the best resource utilization.

5.3.3 Shuffle-behaviour

Theshuffle-stages ofApacheSpark are introduced inSubsection3.2 andare known
for having a major impact on the performance. Especially when the job is data-
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intensive in particular [24]. At a data-shuffle the RDD, which is scattered across
different machines, re-distribution of the data from many to many machines is re-
quired.

Even though moving data is expensive, sometimes it is necessary. For example,
certain stages need to consolidate data on a single machine so that it can be co-
located in memory to perform computations for the next stage. The algorithm
contains two shuffle stages at:

Distancematrix At the first step, described in Subsection 4.2.1, the Cartesian
product of the vector input is taken to construct the distance matrix be-
tween all pairs.

Outlier probabilities The last step takes the product of the matrix, as described
in Subsection 4.2.4. As all the rows of the matrix are distributed across the
different nodes. This requires a shuffle to transfer each row to a single ma-
chine to compute the final result. This stage does also includes the binary
search to find the affinity for each row, as described in Subsection 4.2.2.

TheCartesian product is first computed using thecartesian primitive, which
returns all the pairs of vectors. Then theflatmapprimitive is used to compute the
distances and leaves out the diagonal as it does not hold any information. Last, us-
ing combineByKey is used to reduce the pairs to a RDDof vectors which contain
the distance fromone to another observations. The intermediate steps, transform-
ing the distancematrix to the affinitymatrix in Subsection 4.2.2 and computing the
binding probability matrix as described in Subsection 4.2.3 can be done locally on
each worker for each vector in the RDD. Lastly, the position of the value in the
vector is assigned a key and the final result is computed using foldLeftwhich re-
quires a shuffle as the rows of thematrix are local, and the columns are distributed
across multiple machines. Using the Spark Event Log¹, the time taken for each
stage can be monitored. This information is helpful to obtain insights about the
bottlenecks of the algorithm.

¹Spark monitoring http://spark.apache.org/docs/latest/monitoring.html
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N = 2400 N = 4800 N = 9600
Stage Distance Product Collect Sum Distance Product Collect Sum Distance Product Collect Sum
Run 1 114 90 6 210 258 330 6 594 900 1380 9 2289
Run 2 114 90 6 210 252 330 6 588 780 1380 12 2172
Run 3 114 90 6 210 258 330 6 594 900 1380 10 2290
Run 4 114 90 6 210 282 330 6 618 1080 1380 8 2468
Run 5 108 102 6 216 264 330 6 660 1260 1380 9 2649
Run 6 114 90 6 210 270 402 5 677 1080 1380 11 2471
Run 7 126 84 6 216 252 330 6 588 1320 1380 12 2712
Run 8 144 90 6 240 276 402 5 683 960 1380 12 2352
Run 9 138 102 6 246 270 330 5 605 900 1380 11 2291

Run 10 114 102 5 221 258 342 6 606 960 1380 11 2351
Average 120.00 93.00 5.9 218.9 5.7 345.6 264 615.3 1014 1380 10.5 2404.5
Std.dev 12.00 6.48 0.32 13.32 0.48 29.96 10.2 35.31 170.76 0 1.43 177.56

Total 42.49% 54.82% 2.70% 42.91% 56.17% 0.92% 42.17% 57.39% 0.43%

Table 5.3.1: Time taken for each stage of the algorithm execution. The dis-
tance column refers to the Cartesian product of the vectors to compute the
distance-matrix. The product column refers to the shuffle required to consoli-
date each column of the matrix on a single worker. The collect column is the
time taken to bring the results back to the driver. All numbers are in seconds.

Table 5.3.1 provides insights in the execution time per stage. Each stage is de-
limited by a shuffle at which the different worker nodes in the cluster have to coor-
dinate and transfer the data which is required for the next stage. We observe that
the last stage, which entails the binary search and the shuffling of the columns,
covers the majority of the execution time. At first glance the Cartesian product is
likely to be the dominant factor, but the share of this stage decreases as the number
of observations grows.
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This research is concluded by the Research Question defined in Section 1.2.
Subsequently, further research is presented which provides further uncovered re-
search questions which have been exposed by the presented work.

The introduction given in Section 1 illustrates the growth of information in to-
day’s society. The main goal of outlier detection is to provide automated extrac-
tion of possible valuable observations within a dataset which is too big or complex
to be analyzed by traditional statical software. Instead, extracting potential out-
liers within these staggering amounts of data, a scalable approach is required. The
background of outlier detection and a variety of useful applications is presented
in Section 1.1, among which its use in the fields of financial transactions, sensor
monitoring, quality control and more.

After evaluating different definitions, we acquire the definition of outlier detec-
tion as: ‘An outlier is an observation that deviates quantitatively from themajority
of the observations, according to an outlier-selection algorithm’. Important is the
notion of quantifying the outlierness of a particular outlier. Chapter 2 provides a
solid background on outlier detection in Section 2.1. The different types of outlier
detection are introduced, and a set of potential algorithms is presented. Subse-
quently, as outlier detection is part of the field of Knowledge Discovery and Data
Mining and the computational platform to scale and distribute the algorithm is
rarely taken into account. Therefore the Web-scale paradigm is first introduced in
Section 2.2 and describes the computational models and tools which can be used
to parallelize and scale the process of outlier detection.

Chapter 3 introduces the architecture which allows the application to run on
a cluster of machines distributed across a data center. The underlying pattern is
theMicroservice patternwhich consists of suites of independently deployable ser-
vices. Apache Spark is used as the computational platform which enables large-
scale processing. Spark also takes care of failing nodes in the cluster by restarting
the task onto another worker. Apache Kafka is used as the data-source because of
its ability to scale and divide load. Kafka acts as a message queue which integrates
nicelywith Spark Streaming to apply the algorithm as newmessages are appended.
All the services aredeployedusingDockerwhich enables fast andeasydeployment
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on possibly heterogeneous hardware using abstraction.
Starting with Research sub-question 1; ‘Which general-purpose outlier detection

algorithms can potentially be scaled out’, a variety of the types and important outlier
detection algorithms are given in Table 2.1.1. This boils down to two suitable al-
gorithms in Section 4, i.e. Local Outlier Factor (LOF) based algorithms and the
StochasticOutlier Selection (SOS) algorithm. TheLOFalgorithm is awidely used
algorithmand extensions are proposed in a variety of papers. TheSOSalgorithm is
chosen over the LOF algorithm because the latter requires many k-nearest neigh-
bour queries which are difficult to implement efficiently in a map-reduce model.
Beside that the ability to extract outliers is comparable.

Research sub-question 2 focuses on the field of big-data and distributed com-
puting to explore the possibilities of scaling; ‘Which computational engines are ap-
propriate for outlier-detection in a big-data setting’. As ‘big-data’ is an ambiguous
term, therefore a definition is in place, in Section 2.2 we give the definition: ‘mas-
sively parallel software running on tens, hundreds, or even thousands of servers’.
Many outlier detection algorithm do not take scalability into account and solely
focus on the ability to detect outliers. The present goal is to scale outlier detection
on a large pool of easily accessible virtualized resources, which can be dynamically
reconfigured in order to adjust to a variable load. The infrastructure given inChap-
ter 3 enables scaling the algorithm by adding or removing workers based on load
or requirements. Packing the services inside Docker containers enables fast de-
ployment onto a large number ofmachines. As the number ofmachines increases,
it becomes more probable that one fails, therefore availability and coordination is
provided by Apache Zookeeper, which provides reliable distributed coordination.

The last Research sub-question is 3; ‘How to adapt the algorithm to work with
streams of data, rather than a static set’. Data is generated faster and real-time data
processing is required to act upon what is happening real time. By using the Spark
Streaming library and theApacheKafkadata source this can be done in an efficient
micro-batching characteristic. The number of observations which are taken and
the interval between them is defined by a window which also allows windows to
overlap.
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Based on the results in Chapter 5 a number of conclusions can be drawn. We
observe that:

• The distributed implementation of outlier-detection is feasible and follows
the computational complexity of the algorithmO(n2) as the function of the
input size.

• The number of partitions of the RDD needs to be tuned to the size of the
input and the number of worker nodes to utilize the resources in the cluster
most optimal.

• The configuration of Apache Spark has to be tuned to the specifications of
the systems to avoid unnecessary swapping, which induces significant over-
head and slows down the computations.

All the computations within Spark are executed in stages. After each stage, syn-
chronization between the workers is done and data is exchangedwhich is required
for the next stage. Based on these observations, the algorithm can be further opti-
mized as explained in the next section.

This is the first public available implementation on top of Apache Spark. The
problem lies in the computational complexity of the computation of the distance
matrix. By taking the Cartesian product, where the computational complexity is
quadratic in respect to the input size, this cannot always be feasible for humongous
datasets. In production a squared number of additionalmachines is requiredwhen
increasing the input size increases linearly. This can obviously be retained by lim-
iting the window size of the micro batching semantics, but making the windows
too small might lead to unstable results as the set of data becomes too small. The
architecture has proven to scale across different machines, but it can be improved
by answering the following questions:

• A more powerful primitive for the Cartesian product. The computation of
the distancematrix is a special case as it takes theCartesian product of itself.
This edge case might be susceptible to optimization.
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• Explore the possibility of an optimized data-structure such as the Barnes-
Hut tree [10] in a distributed fashion. This will replace the Cartesian prod-
uct. Instead of computing the exact distance it takes an approximation and
runs in O(n log n) time. This has been done in a shared memory environ-
ment [30].
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To iterate is human, to recurse divine.

L. Peter Deutsch
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