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Abstract

In this thesis we describe a Fully Homomorphic Encryption scheme,
proposed by Craig Gentry. Current research is devoted to its efficient
implementations. The non-trivial construction of this ideal-lattice based
scheme is summarized in this thesis. We present an implementation of
a somewhat homomorphic scheme in MAGMA. With the help of this
program, we give and example of a cryptosystem for a two-dimensional
lattice.
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1 Introduction

The aim of a homomorphic encryption is to perform operations on encrypted
data and then decrypt such that it leads to the same results when applying anal-
ogous operations to the plaintext. This can provide security of the cloud-based
services, where the computations can be done without revealing any information
about the plaintext. As a consequence, operations like full searches on the data
can be done on ciphertext and thus the data can be stored on untrusted servers.
A cryptosystem that allows such operations is called a homomorphic scheme.

Definition 1.1. Let the plaintext space of a scheme form a group (Π,×p), the
ciphertext space form a group (Ψ,×c) and K be the key space. If the encryption
function Enc : Π→ Ψ satisfy

Enc(a, key)×c Enc(b, key) = Enc(a×p b)

for any a, b ∈ Π and key ∈ K, then the scheme is homomorphic.

RSA is an example of a homomorphic cryptosystem, where plaintext and
ciphertext spaces form multiplicative groups. Homomorphic schemes with re-
spect to one operation may not be sufficient, since often the function we want
to apply to the data is in a polynomial form. Therefore, we want the scheme
to handle not only multiplication but also addition operations. A scheme is
somewhat homomorphic if it is homomorphic up to some number of addition
and multiplication. An example of a somewhat homomorphic scheme is based
on lattices NTRU scheme [1].

A somewhat homomorphic scheme that is homomorphic with respect to
functions composed of any finite number of additions and multiplications is
called a fully homomorphic scheme. Construction of such a scheme is highly
non-trivial and was an open problem since 1978 [2].

In 2009, Craig Gentry described the first secure Fully Homomorphic Encryp-
tion scheme [3], which is based on ideal lattices. The scheme uses a somewhat
homomorphic scheme, supported by a bootstrapping process, which we will ex-
plain in more details later. Not every somewhat homomorphic scheme is boot-
strappable. However, we can reduce the complexity of the decryption function
by so-called squashing. Squashing is done by adding an extra information to
the public key about the secret key.

Bootstrapping is the crucial part in the construction of the scheme, and
requires a large number of additional computations, which caused problems to
the initial trials of implementation [4]. In the first working implementation,
the bootstrapping process required even half an hour [5]. Since the scheme was
introduced, many improvements have been made to increase the efficiency [6].

In this thesis we describe a special case of the Gentry’s scheme. In the
second chapter we give the mathematical background on the lattices. In the
third chapter we introduce the cryptoscheme of Gentry and explain how to get
a fully homomorphic scheme out of a somewhat homomorphic scheme by using
the process of squashing and bootstrapping. Finally, in the fourth chapter, we
present a concrete example of the scheme. We also give an implementation code
in MAGMA[7].
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2 Ideal Lattices

The goal of this chapter is to demonstrate how an ideal lattice can be con-
structed, since their understanding is a crucial step in the description of the
Gentry’s scheme. Before doing so, we give a general background on not only
ideals of rings, but also lattices. We assume that the reader has a basic knowl-
edge about groups and rings. If this is not the case, basic concepts can be found
in [8].

2.1 Ideals

Ideals of rings are particularly important in the construction of the scheme.
Therefore, we recall the definition of an ideal.

Definition 2.1. A two-sided ideal I is a subset of a ring R with the following
properties:

1. The zero element of R is in I

2. If i1, i2 ∈ I, then i1 + i2 ∈ I

3. If i ∈ I and r ∈ R, then i · r ∈ I and r · i ∈ I.

For every ideal I there exist a set of generators {g1, g2, ..., gn}, for some
n ∈ Z, such that

I =

{
n∑
i=1

rigi| ri ∈ R

}
For instance, if 2 is a generator of an ideal of a ring of integers Z, then the ideal
contains all the even integers. The trivial ideal in the ring R is the ring itself.
This is the case if the multiplicative identity element of R, denoted by 1R is
an element of an ideal. Two ideals I, J ∈ R are called relatively prime if there
exists i ∈ I and j ∈ J such that

1R = i+ j.

In this case we have I + J = R

If f is an monic, irreducible polynomial, then the ring Q[x]�(f) is a field.

Hence, the non-zero elements have inverses in the ring. Let R := Z[x]�(f). For

some ideal J ∈ R, the fractional ideal J−1 contains elements such that if we
multiply them with elements of J we get an element in the ring R.

J−1 :=
{
x ∈ Q[x]�(f) | ∀j ∈ J, x · j ∈ R

}
2.2 Lattices

We use lattices to get a geometric interpretation of the Gentry’s scheme.

Definition 2.2. Let (b1, b2, ..., bk), with bi ∈ Rn for 1 ≤ i ≤ k, be linearly
independent vectors. Then we call the set

L =

{
k∑
i=1

yibi | yi ∈ Z

}
,
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a lattice and (b1, b2, ..., bk) a basis of L. If we write a matrix B ∈ Rn×k with bi
as i-th column for 1 ≤ i ≤ k, then L = L(B) = {B · y | y ∈ Zk},

In this paper we will use lattices generated by n linearly independent vectors,
so B ∈ Rn×n. There are some particularly useful forms of lattice bases. For
example, we will look at a basis matrix in a Hermite normal form.

Definition 2.3. If a matrix H, with entries hij , satisfy the following conditions

• hij = 0 for i < j,

• 0 ≤ hij < hii for i > j

then H is in a column Hermite normal form.

For every matrix B ∈ Rn×n we can find a matrix H in a column Hermite
normal form and a transformation matrix T, such that H = BT.

Another example of a basis will be a rotation basis, described in the next
section. Having some chosen basis for the lattice, we may want to assign to
every element a ∈ Rn another point a′ ∈ Rn in such a way that a′ is close to
the origin point of the lattice. We will call such a map a reduction modulo the
basis. In order to define this map we need to give the definition of the set of
points close to the origin.

For any basis B there is a subset of Rn, called an half-open parallelepiped,
defined in the following way:

P(B) =

{∑
i=1

αibi | αi ∈ [−1/2, 1/2)

}
. (1)

Given a basis B for a lattice, for an arbitrary element a ∈ Rn there is an unique
a′ ∈ P (B) such that a− a′ ∈ L(B). Define a map

mod B : Rn → P(B)

mod B : a 7→ a mod B := a′,

called reduction modulo the basis. We compute a′ by the following formula.

a′ = a mod B = a−B · bB−1 · ae, (2)

where b . e rounds every entry of a vector to the closest integer.

Having a basis for a lattice we can also compute the norm of a basis. We will
consider the norm to be the euclidean norm of the longest vector in the basis

‖B‖ = max
j∈{1,..,n}

{‖bj‖2, bj ∈ B}.

2.3 Ideal lattices

An ideal lattice is a lattice which is closed under addition and multiplication,
with those operations being defined in a corresponding ring. We create an ideal
lattice by choosing an ideal of a ring. To define the ring R, we first need to take
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f ∈ Z[x], which is a monic polynomial of degree n. Then we set the ring R to
be a factor ring,

R = Z[x]�(f) =

{
n∑
i=1

aixi−1|ai ∈ Z

}
. (3)

Every element in the ring R can be uniquely represented by a polynomial of a
degree at most n− 1. Hence, for r ∈ R

r =

n∑
i=1

aix
i−1,

with ai ∈ Z.
We can now define a bijective map φ : R → Zn that takes an element r,

which is a polynomial in the ring R, and outputs an n-dimensional vector with
the entries being the coefficients of the polynomial r.

φ(r) =


a1

a2

...
an

 .
We need to show that the map φ is indeed bijective. The map φ is surjective,
because for every a ∈ Zn we can write

r = anx
n−1 + an−1x

n−2 + ...+ a1,

so there exists r ∈ R such that φ(r) = a.
To prove injectivity, assume φ(r1) = φ(r2), for some distinct r1, r2 ∈ R.

r1 = anx
n−1 + an−1x

n−2 + ...+ akx
k−1 + ...+ a1,

r2 = bnx
n−1 + bn−1x

n−2 + ...+ bkx
k−1 + ...+ b1.

Suppose ak 6= bk for some k ∈ {1, .., n}. This means φ(r1)k 6= φ(r2)k We
assumed that φ(r1) = φ(r2) which leads to a contradiction, implying that φ
is injective. The map φ is a bijective. In this paper we will often identify an
element in a ring R with an element in the lattice by the φ map. In particular,
multiplication of elements in the lattice is understood as multiplication in the
ring.

The goal is to create an ideal lattice and we present an example of how to
construct a basis for it. We pick one element v ∈ R to be a generator of an ideal
in R. A basis, called a rotation basis, consists of column vectors b′is computed
in the following way. For i = 1, 2, ..., n

bi = v · xi−1 mod f(x), (4)

bi = φ(bi) (5)

We need to show that the vectors are linearly independent. Suppose this is not
the case, then there are integers yi’s, not all zero such that

0 = y1b1 + y2b2 + ...+ ynbn.
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This means that

0 = y1 · b1 + y2 · bn + ...+ yn · bn mod f(x)

= (y1 · v + y2 · v · x+ ...+ yn · v · xn−1) mod f(x) (v 6= 0 mod f(x))

= v(y1 + y2 · x+ ...+ yn · xn−1) mod f(x)

= (v mod f(x)) · ((y1 + y2 · x+ ...+ yn · xn−1) mod f(x)) mod f(x)

Since deg(f) = n, we have that

0 = (y1 + y2 · x+ ...+ yn · xn−1) mod f(x)⇒ yi = 0 ∀ i ∈ {1, 2, .., n}.

This is a contradiction as we assumed not all yi’s are zero. Therefore the column
vectors bi’s are linearly independent and we can construct out of them a matrix
B. For every l ∈ L(B) there exist an integer vector

α =


α1

α2

...
αn

 ,
such that

l =

n∑
k=1

αk · bk = B · α.

We need to show that there is a bijection between an ideal J and L(BJ). We
restict to surjectivity, since the injectivity is obvious. Hence for any l ∈ L(BJ)
there exist j ∈ J , j = r · v for some r ∈ R, such that φ(j) = l. Suppose

l =

n∑
k=1

αk · bk.

We find the element j by taking

r =

n∑
k=1

αk · xk−1.

Then

j =

n∑
k=1

αk · v · xk−1 mod f(x),

φ(j) =

n∑
k=1

αk · φ(v · xk−1) =

n∑
k=1

αk · bk.

An ideal lattice can also be created by more than one generator. Suppose we
take two elements as generators. Using the procedure described above we would
obtain 2n vectors. The basis is constructed by taking n linearly independent
vectors out of this set. We can proceed this way with a higher number of
generators.

Having an ideal lattice L(BJ), created by some ideal J in the ring R, we
observe a property of the map reduction modulo the basis of an ideal lattice.
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Lemma 2.1. Let r ∈ Zn, j ∈ L(BJ), where J is an ideal in R := Z[x]�(f).

Then

(r + j) mod BJ = r mod BJ

for any basis BJ of an ideal lattice constructed from the ideal J .

Proof. Since j ∈ L(BJ), we can write j = BJ · c, for some c ∈ Zn

j mod BJ = j −BJ · bB−1
J · je

= j −BJbB−1
J ·BJ · ce

= j −BJbI · ce
= j −BJbce.

Since c ∈ Zn,

bce = c.

Therefore, the rounding function is in this case the identity function and

j mod BJ = j −BJ · c
= j − j
= 0.

The above implies

(r + j) mod BJ = (r + j)−BJ · bB−1
J · (r + j)e

= r + BJ · c−BJ · bB−1
J · r + B−1

J ·BJ · ce
= r + BJ · c−BJ · bB−1

J · r + ce
= r + BJ · c−BJ · bB−1

J · re −BJ · c
= r −BJ · br ·B−1

J e
= r mod BJ .

This lemma will be crucial in the encryption and the decryption process of
the Gentry’s cryptoscheme.

3 Gentry’s scheme

It is important to notice that the scheme proposed by Gentry is not necessarily
restricted to the ideal lattices. However, in our description we will assume that,
because then the procedures involved in the construction can be visualized in
a clear fashion. Nevertheless, the readers are reminded that the scheme can be
generalized.
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3.1 Cryptosystem

The first step in setting up the scheme is to define the ring we work in to be

R := Z[x]�(f), by choosing a monic, irreducible polynomial f ∈ Z[x]. Then,

take relatively prime ideals I and J in R, that give rise to ideal lattices LI and
LJ , as described in the previous section. If f is not irreducible or I and J not
relatively prime, we may still get a somewhat homomorphic scheme, but the
reduction of the complexity of the decryption circuit would not be possible. Let
BI be a basis of the lattice LI . We also need to generate two basis for the ideal
lattice LJ . One of them will serve as a part of the public key Bpk

J and the other

one as a secret key Bsk
J .

The Gentry’s scheme consists of the elements listed below.

1. Plaintext space

Π = {π| π ∈ P (BI)} ⊆ LR.

2. Ciphertext space

Ψ = {ψ | ψ = π + i+ j, π ∈ Π, i ∈ LI , j ∈ LJ} ⊆ LR.

3. Key space

• The secret key sk := {R,BI ,B
pk
J ,B

sk
J ,Samp}

• The public key pk := {R,BI ,B
pk
J ,Samp},

where the function Samp(R,BI ,B
pk
J ) : Π→ R is such that

Samp(R,BI ,B
pk
J ) : π 7→ π + i · s.

with s being some random element of the ring R, generated every time
the function Samp is used.

4. Encryption
The encryption function is a map Enc : (Π,pk)→ Ψ

Enc(π,pk) := Samp(π,pk) mod Bpk
J

5. Decryption
The decryption function is a map Dec : (Ψ, sk)→ Π

Dec(ψ, sk) := ψ mod Bsk
J mod BI

Every cryptosystem requires that the encryption followed by decryption gives
the identity map on the plaintext space.

Dec(Enc(π)) = π,∀ π ∈ Π.

In case of the described scheme the equality is not trivial. There are constrains
on the plaintext space, in particular on the image of the Samp function. It is
not obvious how element s ∈ R and i ∈ I are chosen by the Samp function.
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To give an idea, we define two spheres, centered at the origin of the lattice. A
sphere of radius r centered at the origin is defined by:

B(r) = {z | ‖z‖ ≤ r} .

The spheres we consider are:

• B(renc) is the smallest ball such that Im(Samp) ⊆ B(renc),

• B(rdec) is the greatest ball such that B(rdec) ⊆ P (Bsk
J ).

The values for renc and rdec are given by:

renc = max
π∈Π
‖ Im(Samp(π))‖,

rdec =
1

2‖((Bsk
J )−1)T ‖

.

We show that for rdec given above, B(rdec) ⊆ P (Bsk
J ). Take an element z ∈

B(rdec).

z =

n∑
i=1

αibi = Bsk
J α

Then

‖z‖ = ‖Bsk
J α‖ ≤ max

k
‖((Bsk

J )T )kα)‖ ≤ ‖(Bsk
J )T ‖‖α‖ ≤ rdec,

where (B)k is the k-th column of the matrix B. According to (1), for z ∈ P (Bsk
J ),

we need that ‖α‖ ≤ 1
2 . This holds since

‖α‖ ≤ rdec

‖(Bsk
j )T ‖

=
1

2‖((Bsk
J )−1)T ‖‖(Bsk

j )T ‖
=

1

2
.

The function Samp is dependent on rdec, since the image of Samp is in
P (Bsk

J ). This means
max
π∈Π
‖ Im(Samp(π))‖ ≤ rdec.

Above gives the necessary conditions for the scheme to decrypt the ciphertext
correctly. The decryption function applied to a ciphertext ψ gives

(ψ mod Bsk
J ) mod BI = (ψ −Bsk

J · b(B
sk
J )−1 · ψe) mod BI .

Note that

b(Bsk
J )−1 · ψe = b(Bsk

J )−1 · (π + i+ j)e
= b(Bsk

J )−1 · (π + i)e+ c,

for some c ∈ Zn, such that j = Bsk
J · c.

The expression
b(Bsk

J )−1 · (π + i)e

gives a column vector and if every entry of (Bsk
J )−1 · (π + i) has value less than

1
2 , then

b(Bsk
J )−1 · (π + i)e = 0
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Since π + i ∈ Im(Samp),
‖π + i‖ ≤ rdec.

To find the maximum entry value of a column vector (Bsk
J )−1 · (π + i), we use

max
k

{
((Bsk

J )−1)Tk · (π + i)
}
,

where ((Bsk
J )−1)Tk is the k-th is the column vector of ((Bsk

J )−1)T .

max
k

{
((Bsk

J )−1)Tk · (π + i)
}

= ‖π + i‖ · ‖((Bsk
J )−1)T ‖

= ‖π + i‖ · ‖((Bsk
J )−1)T ‖

≤ ‖((B
sk
J )−1)T ‖

2‖((Bsk
J )−1)T ‖

=
1

2
.

Hence,

bBsk
J

−1 · (π + i)e = 0

and (π + i) ∈ P (Bsk
J ).

Proposition 3.1. If Samp(π,pk) ∈ P (Bsk
J ), then the decryption of the valid

ciphertext gives the correct plaintext.

Proof. The ciphertext can be written as

ψ = (π + i) mod Bpk
J

or
ψ = π + i+ j,

for some i ∈ LI , j ∈ LJ .
The decryption function applied to the ciphertext gives

(ψ mod Bsk
J ) mod BI = ((π + i+ j) mod Bsk

J ) mod BI

= ((π + i) mod Bsk
J ) mod BI (Lemma 1)

= (π + i) mod BI (π + i ∈ P (Bsk
J ))

= π (Lemma 1)

Figure 1 illustrates a 2-dimensional lattice J with two different bases and
corresponding balls of radius renc, rdec.

We have not specified how to choose the public and secret basis for the
ideal lattice LJ . The public basis should not reveal any information about the
secret one. A possible choice for the secret basis Bsk

J is the rotation basis and

for the public basis Bpk
J we take the Hermite normal form of the matrix Bsk

J .
Computation with the matrix in the Hermite normal form is easy, because the
matrix is upper triangular. The choice of the bases should be done by using
some algorithm taking as input the ring R and the ideal I and outputs random
bases Bsk

J ,B
pk
J .
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Figure 1: The black dots represent the points in the lattice LJ . The vectors
a1 = [5,−5], a2 = [10, 5] form a secret basis and the vectors b1 = [5, 10], b2 =
[0, 15] the public basis. The gray and blue correspond to the parallelograms

obtained form Bpk
J and Bsk

J . The smaller red circle indicates the ball B(rdec)
and the greater circle the ball B(renc).

3.2 Homomorphic properties

The introduced scheme is expected to be homomorphic. However, for this we
need some additional requirements on the components of the scheme. The
operations of addition and multiplication on the plaintext can be expressed as

Add(π1, π2,BI) = (π1 + π2) mod BI ,

Mult(π1, π2,BI) = (π1 · π2) mod BI .

The operations on ciphertext can be expressed in terms of addition and multi-
plication in the ring R, followed by reduction modulo the public basis for the
ideal lattice J .

Add(ψ1, ψ2,pk) = (ψ1 + ψ2) mod Bpk
J ,

Mult(ψ1, ψ2,pk) = (ψ1 · ψ2) mod Bpk
J .
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Instead of operating only on two elements, we might allow as input any subset
of Π or Ψ. A sequence of addition and multiplication operations on some subset
of either plaintext or ciphertext is called a circuit. We refer to circuits applied
to a plaintext by CI and circuits applied to a ciphertext by CJ .

For X ∈ {Π,Ψ} and circuit c ∈ {CI , CJ} we can define the evaluation
function

Eval : (X, c, pk)→ X,

which evaluates the circuit operations on the text. If we apply the evaluation
function to the ciphertext, then Eval : (ΨA, cJ ,pk) 7→ ΨB takes as input the
public key, a subset of ciphertext space ΨA = {ψi | ψi = Enc(πi)} for some i, a
circuit cJ ∈ CJ and outputs a text in the encrypted form. The scheme evaluates
the circuit correctly if the evaluation of the circuit in CI on the plaintext gives
the same result as decryption of evaluation of the circuit CJ on the ciphertext.
A set of circuits that the scheme evaluates correctly, called the set of permitted
circuits, is defined by

Cp := {CI | ∀x ∈ B(renc),Eval(x,CJ ,pk) ∈ B(rdec)}.

The proof can be found in Gentry’s thesis [3] and we skip it here, since the
argument is similar to the one of the correctness of decryption.

For a scheme to be homomorphic with respect to addition and multiplication,
we need it to correctly perform at least one addition or multiplication operation
homomorphically. Hence, for all π1, π2 ∈ Π and ψ1, ψ2 ∈ Ψ such that Enc(πi) =
ψi, i = 1, 2, the following must hold.

Dec(Add(ψ1, ψ2,pk), sk) = Add(π1, π2,BI),

Dec(Mult(ψ1, ψ2,pk), sk) = Mult(π1, π2,BI).

As seen before, the norm on the ciphertext should be bounded by rdec to decrypt
correctly. Operation on ciphertext might increase the distance of the ciphertext
point to the lattice significantly enough to make the correct decryption impos-
sible. We want to estimate the restrictions on the norm of the ciphertext to
make the evaluation of the operations correctly. We know that

‖r1 + r2‖ 6 ‖r1‖+ ‖r2‖,

‖r1 · r2‖ 6 γ(R) · ‖r1‖ · ‖r2‖,

where γ(R) is parameter, which given a ring R can be calculated explicitly. For
addition of r1, r2 ∈ Ψ to be evaluated correctly, it suffices that

‖r1‖ <
rdec

2
and ‖r2‖ <

rdec

2
.

Then
‖r1 + r2‖ 6

rdec

2
+
rdec

2
= rdec

However, the estimate for the multiplication is not that easily achieved. The
value of γ(R) should be such that

γ(R) · ‖r1‖ · ‖r2‖ 6 rdec.
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If we had a value of γ(R), we could compute the bound on the norm of the
encrypted text

‖r‖ 6
√

rdec

γ(R)

for all r ∈ Ψ. An example of how to find γ(R) is in the next chapter.
So far, the analysis of the error of the ciphertext considered performing only

one operation, whereas a circuit consists of a multiple of them. Gentry proved
[3] that the presented scheme can evaluate arbitrary circuits provided that it can
evaluate its own decryption circuit. Therefore, the complexity of the decryption
circuit should be low, meaning that it should not take too much effort. The
complexity of a circuit can be expressed in terms of a depth of a circuit, which
we will not discuss here, but can it be found in [9] .

The aim is to maximize the complexity of the circuits the scheme can evaluate
and we do it by minimizing γ(R) and maximizing rdec.

3.3 Reduction of the decryption circuit complexity

In this section we present a method to lower the computation complexity of
the decryption circuit in the scheme, which is necessary for bootstrapping. The
complexity of decryption circuit can decrease by a reduction of the size of a
secret key. The decryption function

Dec(ψ, sk) = (ψ −Bsk
J · bB

sk
J

−1 · ψe) mod BI (6)

involves twice vector-matrix multiplication, giving a high number of operations.
This leads to an increase of the error, so we want to avoid those operations.
Therefore, we need to alter the decryption function. In the lattice corresponding
to the ideal J−1 we will find a vector vsk

J ∈ LJ−1 which will be the secret key,

instead of the basis Bsk
J .

Proposition 3.2. There exists vsk
J ∈ LJ−1 , which can be efficiently computed

from BI and Bsk
J , such that applying the decryption function (6) gives the same

result as the function

Dec(ψ, sk) = (ψ − bvsk
J · ψe) mod BI ,

provided that the new decryption radius r′dec = rdec/
2
√
n5‖f‖‖BI‖. Note that for

f =
∑n
i=0 αixi, ‖f‖ =

∑n
i=0 α

2
i .

Proof. We will not prove here that the new radius is a requirement for the
correct decryption. It can be found on page 87 of [3].

Suppose J is a principal ideal. Let vsk
J be a vector, which generates the

rotation basis (Bsk
J )−1 and the vector (vskJ )−1 = 1

vskJ
generates the rotation

basis Bsk
J . By properties of the rotation basis, we can write the decryption

function (6) in a form:

Dec(ψ, sk) = (ψ − (vsk
J )−1 · bvsk

J · ψe) mod BI .

Since ideals I and J are relatively prime, we know that there exist an element
j ∈ (1 + I) ∩ J . Let

r := j · vJ sk.
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By the definition of J−1 we have that r ∈ R. Since vJ
sk ∈ 1 + J−1I, it can be

shown r = j · vJ sk ∈ 1 + I. Hence, r = 1 mod BI . The decryption function is
now

Dec(ψ, sk) = (ψ − (vsk
J )−1 · bvsk

J · ψe) mod BI

= (ψ − (vsk
J )−1 · bvsk

J · ψe) mod BI

= (ψ − (r · ((vsk
J )−1 · bvsk

J · ψe))) mod BI

= (ψ − j · vsk
J ((vsk

J )−1 · bvsk
J · ψe)) mod BI

= (ψ − j · bvsk
J · ψe)) mod BI

= (ψ − bvsk
J · ψe)) mod BI (j ∈ 1 + I)

The new decryption circuit consist only of one multiplication, one addition
operation in the ring R and reduction modulo the basis for LI .

3.4 Squashing

Although the complexity of the decryption circuit is reduced, the scheme is not
necessarily bootstrappable yet. Squashing minimizes the complexity of the de-
cryption circuit such that the scheme becomes bootstrappable. This process has
no influence on the set of permitted circuits, but it expands the key, ciphertext
and the circuit’s size. The idea behind squashing the decryption circuit is that
the encrypter has an information about the secret key, such that he can start
the process of decryption, leaving less work for the decrypter.

The final alteration to the decryption circuit will give

Dec(ψ, sk) = (ψ −
∑

yi) mod BI . (7)

Suppose we have a somewhat homomorphic scheme, with a public key pk′

and a secret sk′. Then we use a function

Split(pk′, sk′) = (M,S),

where S is a set of vectors in LJ−1 mod BI with a subset S∗ ⊂ S such that
the sum of elements in S∗ is equal to vskJ mod BI . Matrix M ∈ {A = (aij) ∈
Zs1×s2 | aij ∈ {0, 1}} indicates the elements of S that are in S∗, where s1 is a
cardinality of the set S∗, and s2 of the set S. The new public key is pk = {pk′, S}
and the secret key in a matrix M . In addition to the usual encryption of the
plaintext

ψ′ = Enc(π,pk′)

using the public key, we use a function Process : (Ψ′, S) → P , which takes the
encrypted plaintext and the set S, written in terms of vectors ti’s for i = 1, ..., s2.
This gives a matrix P ∈ Rs2×n, where i-th row is

ci = ti · ψ′

The complete ciphertext is now

ψ = {ψ′, P = Process(ψ′, S)}
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and the decryption is done by

Dec(ψ,M) = ψ′ − b
∑
j∈S∗

(
∑
i∈S

Mij · Pj)e mod BI .

To get an expression in (7) we would need to find integers vectors y1, ...ys1+1

such that ∑
j∈S∗

(
∑
i∈S

Mij · Pj) =

s1+1∑
i=1

yi

During addition or multiplication we extract ψ′ from ψ and do operations on
ψ′, followed by applying the function Process to the outcome.

Without the reduction of the decryption circuit complexity, described in the
previous subsection, we would have to store a set of matrices that sum up to
Bsk−1

J

3.5 Bootstrapping

If the scheme correctly evaluates its own decryption circuit, then the scheme
is bootstrappable. During bootstrapping we take a bootstrappable scheme and
make a family of schemes out of it, such that together they can homomorphically
evaluate any circuit. Bootstrapping process is used during evaluating a complex
circuit, when at some stage of the evaluation the norm of a ciphertext

ψ1 = Enc(π,pk1)

is too large to evaluate correctly. When ||ψ1|| becomes large, we want to re-
crypt the ciphertext, obtaining another ciphertext ψ2, that decrypts to the same
plaintext as ψ1 does.

The recryption procedure is done by applying the decryption circuit ho-
momorphically. Having an encryption of π under some key pk1, we decrypt
ciphertext ψ1 in such a way that the outcome is an encrypted form

ψ2 = Enc(π,pk2),

corresponding to the plaintext π under some different public key pk2.
To be able to apply the decryption circuit homomorphically, we need to add

some information about a secret key to the public key. We do it by encrypting
the secret key. In addition to the public key pk1, we take another public key,
call it pk2 and we encrypt the secret key sk with the public key pk2. The
key pk2 is obtained during the keys generation process. The new public key is
{pk2,Enc(sk,pk2)}

The recryption of the ciphertext ψ1 into ψ2 is done in two steps. First,
encrypting the ψ1 using the public key pk2. Second, decrypting the outcome
using the encrypted secret key Enc(sk,pk2). We can write

Rec(ψ1, {pk2,Enc(sk,pk2)}) = Eval(Enc(ψ1,pk2), CD,Enc(sk,pk2)) = ψ2,

where CD is the circuit used for decryption.
This way we obtained a recryption function, that reduces the error of the

ciphertext during the evaluation of a circuit. The proof that this is indeed true
and bootstrapping gives a fully homomorphic scheme can be found on page 49
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in [3]. Recryption is applied as many times as necessary, depending on the
complexity of a chosen circuit. The procedure can be extended and during the
key generation process we generate as many public keys as needed.

Since we work with ideal lattices we encrypt a basis for a lattice using another
basis for the same lattice. To encrypt the Bsk

J under the Bpk
J we take columns

of Bsk
J and treat every column as an element of the plaintext space, so as an

element of a ring R. Therefore the encryption of the Bsk
J under B

pk2

J gives a
basis for a lattice, such that every column vector is of a form

Enc(bl
sk
J ,B

pk2

J )

for l ∈ {1, 2, ..., n}.

4 Example

This chapter illustrates an example of how a homomorphic scheme can be con-
structed. To set up the scheme we take the polynomial f(x) = x2 + 2 and
consider the ring

R = Z[x]�(x2 + 2).

All operations will be done in the ring R.
We also need to choose ideals I and J . As already mentioned, the ideal

I defines the plaintext space. The usual encryption operates on bits {0, 1}.
Therefore, the ideal I = (2) will give rise to plaintext of a form of elements in
a two dimensional lattice with parameters either 0 or 1. The plaintext space is
the set

Π =

{[
0
0

]
,

[
0
−1

]
,

[
−1
0

]
,

[
−1
−1

]}
The ideal J is chosen in such a way that it is relatively prime to the ideal I.
Suppose an ideal is generated by a degree one polynomial. Then J = (ax + b)
for some a, b ∈ Z. Therefore, we need to find a, b for which there exist some
d, c ∈ R such that

(ax+ b) · d+ 2 · c = 1 mod (x2 + 2).

Take a to be an odd integer and b = −a. If we take d = x+ 1 and c = 1+3a
2 ,

then

(ax− a) · d+ 2 · c = (ax− a)(x+ 1) + 2 · c
= ax2 − a+ 2 · c (mod(x2 + 2))

= −2a− a+ 2 · 1 + 3a

2
= −3a+ 1 + 3a

= 1.

For instance, take a = 13. Then

J = (13x− 13).
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To create a basis for an ideal lattice corresponding to an ideal J , we use (4),
obtaining

b1 = 13x− 13,

and

b2 = (13x− 13) · x mod (x2 + 2)

= 13x2 − 13x

= 13(−2)− 13x

= −13x− 26.

Then, apply a map φ from the equation (5) to get

b1 =

[
−13
13

]
,

b2 =

[
−26
−13

]
.

The vectors b1 and b2 form a basis for an ideal lattice LJ , which can be written
in a form of a matrix

Bsk
J =

[
−13 −26
13 −13

]
,

and will be used in the scheme as the secret key. The Hermite normal form of
the matrix given above will serve as a public key

Bpk
J =

[
13 0
26 39

]
.

Suppose we want to encrypt plaintext

π1 =

[
−1
−1

]
,

π2 =

[
0
−1

]
.

We need an image of the sampling function to lie in B(rdec), so we compute the
norm of ((Bsk

J )−1)T ,

((Bsk
J )−1)T =

[
− 1

39 − 1
39

2
39 − 1

39

]
.

‖((Bsk
J )−1)T 1‖ =

√
5

39
, ‖((Bsk

J )−1)T 2‖ =

√
2

39

‖((Bsk
J )−1)T ‖ = max

{
‖((Bsk

J )−1)T 1||, ||((B
sk
J )−1)T 2‖2

}
=

√
5

39
.

rdec =
1

2 · ‖((Bsk
J )−1)T ‖

=
1

2 ·
√

5
39

=
39

2
√

5

The aim is to minimize norm of the output of the Samp function.

Samp(R,BI ,B
pk
J ) : π 7→ π + i · s.
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Take i = 2 and s is a random vector of coefficients in (-5,5) such that the output
of the sampling function is in B( rdec4 ). Encryption of π1, π2 is done in steps
described below.

• In the encryption of π1, the random element r =

[
0
1

]
.

Samp(π1,pk) =

[
0
−1

]
+ 2

[
0
1

]
=

[
0
1

]
.

Enc(π1, pk) = Samp(π1, pk) mod Bpk
J =

[
0
1

]
−Bpk

J b(B
pk
J )−1 ·

[
0
1

]
e =

[
0
1

]
.

• In the encryption of π2, the random element r =

[
0
1

]
.

Samp(π1,pk) =

[
−1
−1

]
+ 2

[
0
1

]
=

[
−1
1

]
.

Enc(π2,pk) = Samp(π2, pk) mod Bpk
J =

[
−1
1

]
−Bpk

J b(B
pk
J )−1·

[
−1
1

]
e =

[
−1
1

]
.

We show that addition and multiplication on π1, π2 can be done homomorphi-
cally.

Add(π1, π2,BI) =

[
0
−1

]
+

[
−1
−1

]
=

[
−1
−2

]
=

[
−1
0

]
Add(ψ1, ψ2,B

pk
J ) =

[
0
1

]
+

[
−1
1

]
=

[
−1
2

]
Dec(Add(ψ1, ψ2), sk) =

[
−1
2

]
mod Bsk

J =

[
−1
0

]

Mult(π1, π2,BI) = (−x)(−x− 1) = x2 + x = x = −x =

[
0
−1

]

Mult(ψ1, ψ2,B
pk
J ) =

[
0
1

]
·
[
−1
1

]
= x(x− 1) = −x− 2 =

[
−2
−1

]
Dec(Mult(ψ1, ψ2), sk) =

[
−2
−1

]
mod Bsk

J =

[
0
−1

]
We try to compute the value of γ(R). Take two elements a, b ∈ P (Bpk

J )

a = a2x+ a1,

b = b2x+ b1.

Then,

a · b = a2b2x
2 + (a2b1 + a1b2)x+ a1b1

= (a2b1 + a1b2)x+ a1b1 − 2a2b2.
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We want to find γ(R) such that ‖a · b‖ 6 γ(R)‖a‖‖b‖.

‖a · b‖2 = (a2b1 + a1b2)2 + (a1b1 − 2a2b2)2

= 4a2
2b

2
2 + a2

2b
2
1 + a2

1b
2
2 + a2

1b
2
1 − 2a1a2b1b2

(‖a‖ · ‖b‖)2 = (a2
2 + a2

1)(b22 + b21)

= a2
2b

2
2 + a2

2b
2
1 + a2

1b
2
2 + a2

1b
2
1

If we make sure that 2a1a2b1b2 6 0, then γ(R) ≤ 4. Otherwise we can only give
a lower bound

γ(R) >

√
4a2

2b
2
2 + a2

2b
2
1 + a2

1b
2
2 + a2

1b
2
1 − 2a1a2b1b2

a2
2b

2
2 + a2

2b
2
1 + a2

1b
2
2 + a2

1b
2
1

.

5 Security

The security of the public key scheme’s is based on an assumption that solving
some mathematical problems is hard. The semantic security of the described
Gentry’s scheme is based on hardness of the Ideal Coset Problem (ICP) and the
Sparse Vector Subset Sum Problem (SVSSP).

To be more precise, the version of the ICP in this case is called the Decision
Bounded Distance Decoding Problem for Ideal Lattices. The security depends
on the choice of the Samp function. In the Samp function we picked a random
element r = Random(R). In short, the problem is to guess b = {0, 1} given

{t,Bpk
J } having that

• If b = 0, take r = Random(R) and t = r mod Bpk
J

• If b = 1, take an element t uniformly sampled from R mod Bpk
J

Hardness of this problem provides security for a somewhat homomorphic en-
cryption scheme. For the fully homomorphic encryption scheme we need an
extra hardness assumption. During squashing we add an information about the
secret key to the public key, so we need to make sure that the attacker cannot
find the secret key. The difficulty of extracting the key is based on the Sparse
Vector Subset Sum Problem (SVSSP).

The security parameter should be chosen at the beginning of setting the
scheme. It will influence the choice of the ideal bases and the sampling function.
The security of the scheme increases if renc is large, because for every plaintext
there are more possibilities of values of encryption function.
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6 Conclusions

Because of the amount of research in the area of homomorphic encryption, it
is important to understand how homomorphic schemes work. That is why we
described the construction of a fully homomorphic encryption scheme.

We presented an example of a scheme for a low-dimensional lattice. Even
in this scheme not only the homomorphic property but also the correctness of
decryption is non-trivial. Parameters must be chosen carefully to maximize
the plaintext and ciphertext space. Every operation on the ciphertext might
increase the distance to the lattice point which can instantly ruin the decryption
process. That is why to minimize the expansion of the error we use processes
like squashing or reduction of the complexity of the decryption circuits.

The current challenge is to make an efficient and secure implementation. For
the security of the fully homomorphic scheme we need large dimension lattices,
which implies a greater number of operations. The improvements are done in
two directions. First, by choosing the right parameters for the Gentry’s scheme.
Second, changing the scheme by, for instance, avoiding Gentry’s bootstrapping
or basing the security on the Ring Learning with Errors (RLWE) problem.
According to Craig Gentry an efficient implementation should be there in the
next decade.

We worked on an implementation of a somewhat homomorphic scheme,
which can be found in the appendix. However, it is not efficient and there is a
possibility for improvements of the program. For instance, the key generation
process should be more randomized. Some functions could still be simplified
since the program uses a high number of multiplications. The parameter γ(R)
is not determined, so the bound on the norm of the ciphertext is chosen intu-
itively. This is obviously not good enough and the next step should be to make
the program determine the allowed plaintext and ciphertext spaces. Further
research could lead to extension of the program by including reduction of the
decryption circuit complexity process, squashing, and bootstrapping to achieve
a fully homomorphic encryption scheme.
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A MAGMA code

//An implementation of a homomorphic cryptoscheme in MAGMA

// SETUP

// We create the ring R:=Z[t]/f, by choosing a polynomial f. All the

operations will be done in the ring R.

P<t>:= PolynomialRing(Integers());

// Let N be the degree of the polynomial f.

N:= 5;

// List B gives the basis for the lattice corresponding to the ring R.

B:=[t^(i-1): i in [1..N]];

// We want a monic, irreducible polynomial f to be such that

degree(f-t^N)<N/2. We can either choose a polynomial or generate a

random one, using the function below.

// We generate a random vector with coefficients of lower powers of the

polynomial f such that f is an irreducible polynomial.

vecf:=[Random([-2..2]): i in [1..Round(N/2)]];

f:=P!0;

for i in [1..Round(N/2)] do

f:=f+ vecf[i]*t^(i-1);

end for;

f:=f+t^N;

while IsIrreducible(f) eq false do

vecf:=[Random([-2..2]): i in [1..Round(N/2)]];

f:=P!0;

for i in [1..Round(N/2)] do

f:=f+ vecf[i]*t^(i-1);

end for;

f:=f+t^N;

end while;

// The ring R, where elements can be represented as polynomials of

degree at most N-1.

R:=quo<P|f>;

// Since addition and multiplication operations are operations in the

ring R, we often need to translate an element of a lattice to an

element in a ring R. Below we define a function that takes an

element of the ring R and outputs corresponding N-dimensional

vector and a function that takes an N-dimensional vector and

outputs an element in a ring R, which is a polynomial of degree at

most N-1..

// FUNCTION 'VectorFromPolynomial' takes as input polynomial and outputs

a column vector of length N, such that the i-th element is the

coefficient of the (i-1)-th power of polynomial.

VectorFromPolynomial:=function(polynomial)

Ve:=Transpose(Matrix(Integers(),N,[1..N]));

for i in [1..N] do

Coeff:=Coefficients(polynomial+t*0);
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while #Coeff ne N do

Coeff:=Append(Coeff,0);

end while;

Ve[i,1]:=Coeff[i];

end for;

return Ve;

end function;

// FUNCTION 'VectroIntoPolynomial' puts a column vector into the

polynomial form, such that the coefficient of (i-1)-th power of the

polynomial is the i-th entry of a vector.

VectorIntoPolynomial:=function(vectorform)

zet:=0;

for i in [1..N] do

zet:=zet+ vectorform[i,1]*t^(i-1);

end for;

return zet;

end function;

// Define vector s that is a generator of an Ideal I:=<s> in R. We take

I:=<2>.

s:=[0: i in [1..N]];

s[1]:=2;

// Create a basis for the ideal lattice of I, using a function makebasis.

// FUNCTION 'makebasis' takes g, list of N elements, and outputs a NxN

matrix, with i-th column is g*t^(i-1).

makebasis:=function(g)

gprime:=0;

for i in [1..N] do

gprime:=gprime+ g[i]*t^(i-1);

end for;

S:=[g];

for i in [1..(N-1)] do

S:=Append(S,Coefficients(R!(gprime*t^i)));

end for;

// I extend the 'vectors' such that the length is = deg(f)

for i:=1 to N do

while #S[i] ne N do

S[i]:=Append(S[i],0);

end while;

end for;

return Transpose(Matrix(S));

end function;

// The basis for an ideal lattice I is BI.

BI:=makebasis(s);

// Define a list j that is a generator of an ideal J:=<j> in R, such

that the ideal I, J are relatively prime. Below we give an example

how j can be generated.

X:=Factorization(f-2*(t+1));
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while Degree(X[1,1]) eq N do

h:=VectorIntoPolynomial(Transpose(Matrix(N,[Random(-2,2):

i in [1..N]])));

X:=Factorization(f-2*h);

end while;

j:=Coefficients(X[1,1]);

while #j ne N do

j:=Append(j,0);

end while;

// Create a basis for the ideal lattice of J, using a function

makebasis. This basis Bsk will serve as a SECRET KEY.

Bsk:=makebasis(j);

// Find the Hermite form for basis of an ideal lattice J. The matrix of

a Hermite form is Bpk and it will serve as a PUBLIC KEY.

Bpk:=Transpose(HermiteForm(Transpose(Bsk)));

// To represent an element in the lattice with respect to a given basis

we use the map called reduction modulo a basis. To define the

function we first need two additional functions: 'inverse' and

'ToInteger'.

// FUNCTION 'inverse' calculates the inverse of an invertible matrix.

inverse:=function(B)

d:=Determinant(ChangeRing(B,Rationals()));

return (1/d)*Adjoint(B);

end function;

// FUNCTION 'ToInteger' rounds the input, rational number, to the

nearest integer. The function rounds down if the input is a

multiple of 0.5.

ToInteger:=function(xx)

if IsIntegral(2*xx) eq true then

rounded:=Ceiling(xx);

else

rounded:=Round(xx);

end if;

return rounded;

end function;

// FUNCTION 'reducemodB' reduces modulo the basis. We take an input

z,N-dimensional column vector and B is the NxN matrix, whose

columns form a basis, with respect to which the reduction is done.

The output is an N-dimensional column vector

reducemodB:=function(z,B)

X:=(inverse(B)*ChangeRing(z,Rationals()));

round:=Transpose(Matrix(N,[Integers()!ToInteger((X[i,1])):

i in [1..N]]));

return (z-B*round);

end function;

//The plaintext is that subset of R mod BI. To get an element of the

plaintexspace we need to reduce the element modulo the bassis BI.
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// The norm plays an important role in the encryption an decryption

process. Below we define functions 'normofcolumn' and 'normofbasis'.

// FUNCTION 'normofcolumn' finds the norm of the i-th column vector of

the matrix B.

normofcolumn:=function(B,i)

nor:=0;

for j in [1..N] do

nor:=nor+B[j,i]^2;

end for;

return SquareRoot(nor);

end function;

// FUNCTION ' normofbasis' finds norm of a the matrix B. The norm of the

matrix B is the maximum of the norms of columns of B.

normofbasis:=function(B)

return Maximum([normofcolumn(B,i): i in [1..N]]);

end function;

//ENCRYPTION

//Since the encryption involves the Samp function, we need to create the

Samp function. If the norm of the sampling function must be bounded

by 'BOUND', then the ciphertext can be decrypted correctly.

BOUND:=1/(2*normofbasis(Transpose(inverse(Bsk))));

// FUNCTION 'IsValid' takes as input the image of the Samp function, the

BOUND and some integer k. If the norm of Im(Samp) is smaller than

the the value of the BOUND divided by some k, then the output is

true. If not, the output is false.

k:=4;

IsValid:=function(Sampval,BOUND,k)

if normofcolumn(reducemodB(Sampval,Bpk),1) lt 1/k*BOUND then

Xe:=Sampval;

else;

Xe:=0;

end if;

return Xe;

end function;

//ENCRYPTION FUNCTION 'Enc' takes as input a N-dimensional column vector

pi, which is the plaintext, the NxN matrix, which is the public key

and NxN matrix, being the basis for the lattice form ideal I. The

output is a ciphertext, as an N-dimensional column vector.

//The function finds Im(Samp(pi)) that satisfies the condition in

'IsValid'. Generate a random N-dimensional vector r with entries in

the range (-l,-l) for some set value of l. For computing the value

of the Samp function use: Samp(pi,r)=pi+r*s.

Enc:=function(pi,PublicKey,BasisI)

plain:=VectorIntoPolynomial(reducemodB(pi,BasisI));
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l:=5;

r:=VectorIntoPolynomial(Transpose(Matrix(N,[Random(-l,l):

i in [1..N]])));

q:=0;

for i in [1..N] do

q:=q+ s[i]*t^(i-1);

end for;

Samp:=VectorFromPolynomial(plain+(r*q)mod f);

foo:=IsValid(Samp,BOUND,k);

count:=1;

while foo eq 0 do

r:=VectorIntoPolynomial(Transpose(Matrix(N,[Random(-l,l):

i in [1..N]])));

Samp:=VectorFromPolynomial(plain+(r*q)mod f);

foo:=IsValid(Samp,BOUND,k);

count:=count+1;

end while;

// BOUND;

return reducemodB(Samp,PublicKey);

end function;

//DECRYPTION

//FUNCTION 'Dec' takes as input an N-dimensional column vectro psi,

which corresponds to the ciphertext, the NxN matrix which is a

secret key and and NxN matrix, being the basis for ideal lattice

form I. The output is a N-dimenisonal column vector, which is a

decrypted value of psi.

Dec:=function(psi,SecretKey, BasisforI)

return reducemodB((reducemodB(psi,SecretKey)),BasisforI);

end function;

//OPERATIONS ON THE PLAINTEXT and CIPHERTEXT. The operation on plaintext

are done with respect to the basis BI. The operation on ciphertext

are done with respect to Bpk.

// FUNCTION 'multiply' take two N-dimensional column vectors and

multiply them in the ring R. The output is an N-dimensional column

vector.

multiply:=function(x_1,x_2)

return

VectorFromPolynomial((VectorIntoPolynomial(x_1)*VectorIntoPolynomial(x_2))mod

f);

end function;

// FUNCTION 'addition' take two N-dimensional column vectors and add.

The output is an N-dimensional column vector.

addition:=function(x_1,x_2)

return

VectorFromPolynomial((VectorIntoPolynomial(x_1)+VectorIntoPolynomial(x_2))mod

f);

end function;

//FUNCTION 'multPLAIN' takes y_1,y_2, two N-dimensional column vectors

from the plaintext, multiplies them in the ring R and outputs
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N-dimensional column vector.

multPLAIN:=function(y_1,y_2)

return reducemodB(multiply(y_1,y_2),BI);

end function;

//FUNCTION 'multCIPHER' takes y_1,y_2, two N-dimensional column vectors

from the ciphertext, multiplies them in the ring R and outputs

N-dimensional column vector.

multCIPHER:=function(y_1,y_2)

return reducemodB(multiply(y_1,y_2),Bpk);

end function;
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