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Chapter 2

Project Introduction

This report is the result of a project of computing science students in
which the authors analyze the General Data Protection Regulations (GDPR)
from a technical perspective. In this report the GDPR is analyzed and techni-
cal implementations are extracted, which are covered in individual theses. The
three technical implementations taken from the GDPR are the following: en-
cryption, anonymization and pseudonymization each of which is covered by one
of the authors. In their theses the authors look at the relation between the
GDPR and their technique, analyze how this technique can be used regarding
the GDPR, and analyze certain methods to accomplish this technique.

The research starts with 2.1 and explains what the General Data Protec-
tion Regulations (GDPR) [3] is and what its consequences are. As an answer
to the GDPR, a model to protect data was published. This is called the Stan-
dard Data Protection Model (SDM) [4]. The SDM builds a bridge between the
regulations described in the GDPR and some generic implementations. This is
done by establishing protection goals from the GDPR and specifying measures
to ensure these protection goals. Section 2.2 describes those protection goals
and measures after which they are discussed to see whether those measures are
useful for the purpose of our theses: finding technical implementations of the
regulations described in the GDPR.

After the bridge towards technical implementations is built, chapter ??
extracts three technical techniques that help to comply with the GDPR. These
techniques are: encryption, anonymization and pseudonymization. The three
techniques are introduced and analyzed by each individual author in the later
chapters. The findings of every individual subject is discussed in chapter III
and concluded with a case study on a existing research project.

2.1 General Data Protection Regulation

”Personal data is the new oil of the Internet and the new currency of
the digital world.” was said by the European Consumer Commissioner Meglena
Kuneva in March 2009. It turned out to be true, in 2013 the Financial Times
[1] published a tool to calculate how much your personal data is worth. Gen-
eral information about a person such as age or gender was worth $0.0005 per
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person. In Europe, regulations to protect personal data were adopted by the
EU in 1995 and collected in the Data Protection Directive [2]. The Directive is
no longer sufficient to deal with digital trends and technologies that emerged in
the last decade. Therefore the EU has adopted The General Data Protection
Regulation [3] to ensure the necessary data protection.

The General Data Protection Regulation (GDPR) was approved by the
European Parliament and the Council in May 2016. After a transition period
of two years the GDPR will be active starting 25 May 2018. By means of the
GDPR, the EU Parliament and Council protects their citizens with regard to
the processing of personal data and the free movement of such data. Although
the key principles of data privacy still hold true to the Directive of 1995, many
changes have been proposed to the regulatory policies. In the GDPR individuals
from which data is collected are defined as data subjects. What data is collected
and the purposes for this data are defined by data controllers. The term data
controller “means the natural or legal person, public authority, agency or other
body which, alone or jointly with others, determines the purposes and means of
the processing of personal data”. The data controllers assign data processors.
The term data processor “means a natural or legal person, public authority,
agency or other body which processes personal data on behalf of the controller”.

One of the obligations that is stated in the GDPR, is the introduction of
a data protection officer. Every organization that collects personal data must
designate a data protection officer who makes sure that the GDPR is applied.
This data protection officer has, according to Article 39 of the Regulation [6],
the following tasks:

1. Informing and advising the controller or processor and its employees of
their obligations to comply with the GDPR and other data protection
laws.

2. Monitoring compliance with the GDPR and other data protection laws,
including managing internal data protection activities, training data pro-
cessing staff, and conducting internal audits.

3. Advising with regard to data protection impact assessments when required
under Article 35 [6].

4. Working and cooperating with the controller’s or processor’s designated
supervisory authority and serving as the contact point for the supervisory
authority on issues relating to the processing of personal data.

5. Being available for inquiries from data subjects on issues relating to data
protection practices, withdrawal of consent, the right to be forgotten, and
related rights.

When organizations do not comply with the GDPR high penalties are
applied. Therefore, a global trend emerged to comply with the GDPR. Orga-
nizations are monitoring and revising their data-flow. From 2014, the year of
acceptance by the EU, manuals have been published to comply with the GDPR.
In these years an increase in available research emerges due to the fact that or-
ganizations have to change their current data management. Research data will
fall under these new regulations and therefore universities must prepare for the
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new requirements of the law. As a result the University of Groningen started a
project with law and computing science students to analyze the GDPR.

This paper is the result of the Computing Science project and was con-
ducted from a computing science point of view. This research helps researchers
and data protection officers by providing a technical analysis and conclusion
regarding the technical aspects in order to comply with the GDPR.

2.2 Standard Data Protection Model

As an answer to the new regulations a model called the Standard Data
Protection Model (SDM) was published on the website of the German ”Daten-
schutz Centrum” [4]. The SDM converts the legal requirements into a set of
technical and organizational data protection measures. In this chapter the re-
quirements set by the regulation are evaluated and criticized.

The SDM describes the general protection goals that need to be satis-
fied in order to adhere to the regulation. These protection goals consist of the
overarching research goal of data minimization followed by the three classical
protection goals in data security (availability, integrity and confidentiality) and
three protection goals aimed towards the protection of data subjects [5]. The
SDM does not yet give a concrete technical implementation to satisfy the pro-
tection goals. This part of the SDM is still forthcoming but the date of its
addition is yet to be specified. Although the SDM describes some generic mea-
sures that can be used to fulfill the protection goals, these measures are directly
translated from the legal document and not all of them are useful in practice.
In this section these measures are mentioned and analyzed from a technical
perspective.

2.2.1 Data minimization

The overarching protection goal data minimization states that data col-
lection should be limited to the essential. During the research process as a
whole, as well as every step involved in it, measures need to be taken to make
sure that just the data which is strictly necessary for the research is collected
and processed. This is defined in particular for every research project. Even
before taking procedural and technical measures, controllers should evaluate
whether collecting the proposed amount of data is really necessary. Addition-
ally, controllers should limit the number of parties having access to the data
and the control they have over the data.

This goal should be key throughout the entire organization and the system
should be built around it. It should limit data usage during its entire life-cycle,
from collection to processing ending with deletion or complete anonymization.

The following are some generic measures proposed by the SDM:

1. Reduction of gathered data from subjects and options to process the data.

2. Limit options to access the data.

3. Preferably use automated processes to limit the possibility of interference
by not using processed data.
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4. Implement options to block or erase data.

5. Implement pseudonymization and anonymization.

6. Implement options to change the procedures for processing data.

Controllers should limit the amount of data which is collected, the amount
of processors that have access to the data and the control these processors have
over the data. The amount of data can be limited by omitting certain data
fields or attributes. Data can be further minimized by erasing the data as soon
as possible or transforming them using anonymization or pseudonymization.

2.2.2 Availability

The first of the traditional protection goals is called Availability. This is
the requirement to have data accessible, comprehensible and processable in a
timely fashion for authorized entities. The data must be available and can be
used properly in the intended process. An authorized user must be able to find,
access and interpret the data. Therefore even if a user could find the data, but
has no possibility to interpret the data, this rule is violated.
The following are some generic measures proposed by the SDM:

1. Preparation of data backups, process states, configurations, data struc-
tures, transaction histories etc., according to a tested concept.

2. Protection against external influences (malware, sabotage, force majeure),

3. Documentation of data syntax.

4. Redundancy of hard- and software as well as infrastructure,

5. Implementation of repair strategies and alternative processes.

6. Rules of substitution for absent employees.

These measures may look straightforward and may not have a technical
interpretation. On the other hand three measures look important to us. Redun-
dancy helps to increase the reliability of hardware and software. Data backups
are highly relevant because they will ensure that certain states of the data will
be stored safely. Raw data without explanation is hard to interpret so docu-
mentation of data syntax should be provided in order to help interpreting the
data correctly and will contribute to the availability.

2.2.3 Integrity

The second protection goal refers to both data processes and systems and
the actual data itself. Information technology processes and systems must at all
times comply with the specifications that were established for the execution of
their intended use. On the other hand the data must be up-to-date, authentic
and complete. Integrity means that the data must be unmodified, authentic
and correct.
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The following are some generic measures proposed by the SDM:

1. Restriction of writing and modification permissions.

2. Use of checksums, electronic seals and signatures in data processing in
accordance with a cryptographic concept.

3. Documented assignment of rights and roles.

4. Specification of the nominal process behavior and regular testing for the
determination and documentation of functionality, of risks as well as safety
gaps and the side effects of processes.

5. Specification of the nominal behavior of work-flow or processes and regular
testing of the detectability respective determination of the current state
of processes.

Integrity measures are mostly technical and play a role in our research.
As stated previously, integrity means that the data must be unmodified, au-
thentic and correct. Checksums will show differences when the data is modified
and therefore guarantee that unknown modifications of data are discovered and
can be dealt with. Signatures guarantee that the data is not modified, or at
least shows who modified it, therefore it ensures authentication and exposes
unauthorized modifications.

2.2.4 Confidentiality

Confidentiality means the need for secrecy by limiting the number of
parties who have access to the data and the non-disclosure of these parties. To
ensure the confidentiality of a research project, only parties which are autho-
rized should have access to the data. This is not only violated when a third
party, unknown to the controller, gains access to the data, but also when a party
known to the controller has acquired access for the wrong reasons. Taking into
account ’privacy by design’, the controller should only give access to parties
which are related to the research project and inevitably need to have access to
process the data and are authorized.

The following are some generic measures proposed by the SDM:

1. The controller defines the rights and role of the processors according to
the principle of necessity. Also define the procedures, regulations and
obligations.

2. Implement a secure authentication system.

3. Specify the use of available resources by the data processors.

4. Protect the data against unauthorized access by implementing encryption
and protection against hacking.

5. Specified environments (buildings, rooms) equipped for the procedure,

6. Specification and control of organizational procedures, internal regula-
tions and contractual obligations (obligation to data secrecy, confidential-
ity agreements, etc.).
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Most of these measures are fairly straightforward. Organizational mea-
sures and preparation of the working environment for secure data processing are
outside the scope of this paper. Of the more technical measures, the importance
of encryption and limiting the available resources is highly relevant because it
is mentioned for other protection goals as well. The need for a secure authenti-
cation system and protection against hacking is important but straightforward
for computing scientists.

2.2.5 Unlinkability

Unlinkability means that data should only be processed and analyzed for
the purpose for which it is collected. It ensures that data is not linked across
different domains and research projects. The following reasons are given to
support the idea of allowing linkability:

1. Archival purposes that are of public interest.

2. Scientific or historical research purposes.

3. Statistical purposes.

In all of these cases safeguards have to be in place in order to ensure the
rights and freedoms of data subjects. Data minimization and pseudonimyzation
are examples of these protective measures.

The following are some generic measures proposed by the SDM:

1. Restrict the processing of data and transfer rights.

2. In terms of programming, omitting or closing of interfaces in procedures
and components of procedures.

3. The controller defines clear roles and gives people access to the data ac-
cordingly.

4. Define procedures processors can follow within interfaces to make sure
that processors know what they can and can’t do.

5. Clearly define the boundaries between departments and organizations.

6. Approval of user-controlled identity management by the data processor

7. To make sure that data cannot be linked back to a data subject while link-
ing databases, use purpose specific pseudonyms, anonymization services,
anonymous credentials, processing of pseudonymous or anonymous data.

8. Regulated procedures for purpose amendments.

Again the importance of a clear organization under the supervision of a
data protection officer is mentioned and the restriction of access to the data.
Since unlinkability enables transfers between different research groups, the mea-
sures include limiting access to these transfer operations. Only authorized per-
sonnel should be able to transfer data. To enable these transfers, the data has to
be pseudonymized or anonymized. Because these are purely technical measures
and they are key in achieving multiple protection goals they will be the main
focus of this paper.
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2.2.6 Transparency

The Transparency goal has as its main purpose tracking the data which
is collected and all the details which concern it. In order for this goal to be met
some details have to be brought to the attention of the research subjects. The
subjects must be aware exactly of the data which is collected, the purpose for
which the data is collected and the parties to which this data could potentially
be disclosed and the processes which are performed on this data. These are the
main details which need to be properly documented and easily be available for
the subjects and the controller.

The following are some generic measures proposed by the SDM:

1. Good documentation for all the details concerning the research (consents,
objections, data flows, IT systems used, operating procedures etc).

2. Verification of the authenticity of the data sources.

3. Keeping logs of access and modifications.

For this protection goal the first measure proposed is good documenta-
tion. This fact can be easily overlooked but as many programmers and software
engineers have felt if the documentation is of poor quality it takes much more
time and resources to achieve the desired goal. In this case the documenta-
tion could be considered also a gateway in the particular project about which
it is written. If good documentation is available to someone who wants to get
information from the project or use it in their own project etc, it is much eas-
ier for that person to figure out how to interact with the information in the
project. Naturally what comes easiest to a person is what is familiar, therefore
the documentation could be formated in a standard format. This format could
be designed and then used as a template in a program which would be available
to anyone who would need it in order to document all the details about the
project that they work on.

For the second measure from a technical point of view a certification-like
system could be used. In the human society a social contract is present: if
a website has a valid certificate issued from a recognized institution then the
website can be considered as secure. A similar solution could be proposed in
this case as well.

Lastly the third measure could be approached in the same way that a
server keeps logs for its files and rights to them. It could be a straight forward
implementation in a UNIX-like file permission system.

2.2.7 Intervenability

The Intervenability goal has as its main purpose to ensure the ability of
the subject to review the data collected about him/her and be able to correct,
restrict access and/or erase any part of it. This ability should, ideally, be pro-
vided in an easy and quick fashion by the controller. Furthermore this ability
of the subject can be restricted under specific legal cases which are mentioned
in the SDM and the GDPR but this fact lives outside the technical purpose of
the paper.
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The technical aspect of this goal can be better achieved with the help
of realizing at a high standard the technical implementation of the above-
mentioned goal, Transparency. If the data has been shared with any third
party the controller is required to guarantee that any correction, restriction or
deletion of the data by the subject is propagated to all the points at which the
data was replicated in a timely fashion.

The following reasons are given to support the idea of allowing interven-
ability:

1. Establishing a Single Point of Contact (SPoC) for data subjects.

2. The technical ability to compile modify or erase completely data about
any one person

3. The ability for the controller to keep track of all the data.

4. Having a module-like system in which individual functionalities can be
disabled without affecting the whole system.

5. Documentation about the security system and the data protection mea-
sures.

6. Documentation about handling of malfunctions, changing of procedures
and problem-solving.

The measures proposed above span across multiple concepts and there-
fore a much more in-depth research is needed in order to offer a proper and
documented technical solution, because of this these measures will not be ex-
plored in great depth in this paper. However, some starting ideas are given
below in order to offer a starting point for any interested parties.

The first three measures could be implemented in the same fashion as the
Andrew File System. Two processes can be used to implement the system, in
the case of the file system these processes are named Venus and Vice, which can
keep track and manage all the files which are requested from the server. The
server would be the SPoC in the technical sense and its administrators would
be the SPoC on the human side.

The fourth measure could be implemented alongside the lines of how
API’s are implemented in the current market. The last two measures do not
fall strictly in the territory of computing science but are a general requirement
for any good system. There are several philosophies on writing and maintaining
good documentation about a system.
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Chapter 3

Introduction

In instances such as private companies and academic research, where
computer systems are in use there is a need for protecting the sensitive data
which they store and process. This necessity is satisfied by solutions from the
Information Security domain. This domain provides solutions for maintaining
cybernetic security with regards to data, communication and processing. Due
to the fact that the Computer Science field is vast, multiple types of attacks
exist. Extensive research is needed in order to provide protection against these
attacks.

Cryptography is used for securing data. Cryptography is the process
through which plain text which is readable to anyone without any specialized
equipment is transformed into cipher text. This cipher text is no longer readable
and is in fact incomprehensible to humans. Ideally, the only method through
which a person could reverse this process and retrieve the original text is by
using a key which is created at the original transformation. Only the people
who have permission to read the original text would have access to this key.

Since a large part of our daily lives are somewhat related to the use of com-
puter systems, securing these systems is an absolute necessity in the computing
world. As mentioned before, frequently computers have defined or non-defined
types of sensitive information which, ideally, ought to be accessed by authorized
parties only. This is especially the case when security concerns research and
academic work which involves personal data about human subjects. This is also
the reason for which encryption is given as a solution for securing data by the
GDPR.

In the case previously mentioned, the method of cryptography can be a
good safeguard for research projects which involve sensitive information. Be-
cause of the fast development in the Computer Science domain, methods which
assure security must be analyzed in detail. This has to be done in order to
evaluate their resistance against possible methods which may be employed and
possible resources which may be at the disposal of a third party. The aforemen-
tioned third party would have as a goal getting unauthorized access to sensitive
information.

Numerous scientists have developed cryptographic algorithms which are
now used in modern systems. Some of the most popular algorithms(e.g. RSA,
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DES, Rijndael, Blowfish, MARS, Serpent)5.1 have their origin in the 1970s,
1980s and 1990s. At the moment of their development, most of the data for
which they were designed to secure was in text format. Other formats later
appeared and are now in heavy use (e.g. images, audio files, video files). Since
their development, a number of scientific papers were written with the idea of
researching their efficiency in order to determine which one of them is superior.

The classic cryptographic methods perform their computations at the bit
level. This can become cumbersome when larger files are used with these meth-
ods. Image files and video files have a considerable size and at the same time
have a large amount of redundant information. Because of this, if one might
use classic cryptographic methods for securing these types of files, an extended
period of time would be necessary in order to complete this process. This ap-
proach is know as the naive approach.[68]

In order to avoid employing this naive approach, numerous specialized
methods have been developed. These methods aim at taking advantage of the
format of the files, avoiding employing bit-level cryptography, maintaining a
high level of security and performing encryption/decryption more efficiently
than the naive approach.

With all the methods available for securing data, an informed decision
regarding which methods to use would be necessary. Therefore, the question
of this paper is introduced: ”Can specialized cryptographic methods be more
efficient and as secure as their classic counterparts?”. As an extension of this
question a subquestion is posed: ”Are there methods to increase performance of
classic algorithms?”.

The answers to these questions are important in the context of the GDPR
and the security of institutions such as The University of Groningen. Because
encryption is given as a measure in the GDPR it should be investigated if the
algorithms developed in the past can still be used for sensitive information and
if there are improved methods which can be used in order to further optimize
the security of sensitive data.

The rest of this paper is organized in the following way: in chapter 4 the
way in which the research was performed is described. Following this in chapter
5 the results following the research are illustrated and in chapter 6 these results
are expanded upon and their implications are explained.
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Chapter 4

Methods

4.1 Definitions and Scope

In order to properly analyze cryptographic algorithms it was needed to first
research the types of algorithms which are described below. Classical crypto-
graphic algorithms are split in two main categories:

• Symmetric algorithms

• Asymmetric algorithms

Symmetric algorithms use the same key for both the encryption process
and the decryption process. On the other hand, Asymmetric algorithms use
one key for the encryption process, also known as a public key, and one dif-
ferent key for the decryption process, also known as a private key. The latter
type of algorithms are slower than the former. This is because asymmetric al-
gorithms use mathematically hard to solve problems as their security measure.
Because of this, their level of security is high and at the same time it is more
computationally expensive to perform their operations.

The symmetric algorithms, which are presented bellow, have as a basis a
Feistel structure. This means that each algorithm performs a certain number of
rounds in order to accomplish encryption or decryption. In one round a number
of simple mathematical operations are performed using a sub-key derived from
the original key.
Symmetric algorithms are further divided in:

• Block ciphers

• Stream ciphers

Block ciphers perform their operations on blocks of bits. Most commonly,
these blocks have a size of 64 bits or 128 bits. When a file is processed by these
algorithm, it is divided in blocks of the previously mentioned sizes and a certain
number of rounds are applied to each block. This gives as output the encrypted
text.

The algorithms which are within the scope of this paper are: RSA, DES,
Rijndael, Blowfish, MARS, Serpent. From these algorithms, RSA is the only
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asymmetric method while the remaining are symmetric block algorithms. Be-
cause of the scope of this paper, which is directed towards speed and efficiency,
asymmetric cryptographic methods are not a viable option for this purpose.
These methods are predominantly used for small exchanges of sensitive data over
unsecured channels. They are not well suited for mass encryption/decryption
because of the high time cost.

4.2 Security Scope of Encryption Algorithms

After understanding the types of existing algorithms it was necessary to under-
stand which are the methods through which these algorithms can be compro-
mised. Therefore research was also done in this direction.

The security of cryptographic algorithms is of the utmost importance
therefore a the following are the most common attacks which can be conducted
on block ciphers:

• Linear cryptanalysis

• Differential cryptanalysis

Both of these methods have a statistical nature. They are based on
known-plain text attack. A know-plain text attack is a situation in which the
attacker has access to the cipher and has knowledge of the input and output of
this cipher. For both Linear and Differential attacks, the higher the number of
known texts, the easier the attack is. The application of these methods is based
on statistical mathematics.

A known-plain text attack is an attack in which it is assumed that the
attacker has access to the cipher and is able to feed random texts to it and
retrieve the output for analysis. The cipher is considered to be a black-box
in terms of interactions. The goal of this method is to gather and deduce in-
formation about the key which is used for encryption. Once the secret key is
deduced, the attacker can capture any consequent message and decrypt it in
order to retrieve the original text.

In Linear cryptanalysis the goal is to be able to construct a linear equa-
tion which runs through the rounds of the cipher. By doing this, the attacker
is able to see step by step how the original bits are changed into the output.
Using this information the attacker is able to deduce the key of the encryption
process and retrieve the original text and any consequent text encrypted by the
same key.

In Differential cryptanalysis pairs of texts are given as input to the al-
gorithm. The input is irrelevant in this method, and what is relevant is the
difference between the input texts. By following how this difference behaves
throughout the algorithm and using the difference of the output of the cipher,
statistical guesses can be made for the sub-keys and using these the original key
can be retrieved.
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4.3 Research path

As mentioned in the beginning of this paper Encryption is a suggested
method of securing data in the GDPR. This is an important matter due the
fact that the GDPR will be the base legal document which will be enforced
for all institutions, academic or private, which deal with private information of
European Citizens. Because there is no indication in this document of what
type of encryption should be employed a research in the academic field of cryp-
tography was necessary. This paper is a result of a literature overview and a
critical analysis between three subfields of Cryptography:

• Software implementations of classical cryptographic algorithms

• Hardware implementations of classical cryptographic algorithms

• Specialized cryptographic algorithms

Security analyses and experimental data was examined regarding classi-
cal encryption algorithms. This was done in order to form a basis, a point of
departure for the next two subjects. ”Security Evaluation” and ”Performance
Evaluation” were the two main subjects of interest for classical methods. By
using information from security evaluations the most secure methods of encryp-
tion are presented and details are given on their security and structure.

The second part of the analysis, performance evaluation, was conducted
by researching experimental papers with the previously selected algorithms as
a subject. A comparison and a contrast is presented using the information ex-
tracted from these sources. Furthermore a few details regarding the methods
used by the authors in the experiments and the way the results are determined
are expanded upon. After establishing a basis of comparison two additional
fields are presented, hardware implementations and specialized algorithms. The
domains of these subjects were explored and a comparative study is performed
between each of them and the previously formed basis.

In order to answer the posed research questions, in this paper the most
popular classic cryptographic methods (RSA, DES, Rijndael, Blowfish MARS,
Serpent) are presented and analyzed in 5.1. This analysis is conducted based
on speed of encryption/decryption, memory usage and level of security. The
analysis will be focused on the software implementation of these algorithms. The
results of their performance are extracted from: [57], [56] and [59]. The authors
of these papers conducted experiments with respect to the time performance
regarding classical cryptographic algorithms. Using their results, which are
presented in 5 a conclusion regarding these algorithms is formed in 6.

During research of classical cryptographic algorithms it was discovered
that by using specialized hardware better performance can be obtained from
these methods. [55] is a prime example of this possibility and information from
this paper was used in order to determine if the classical algorithms have better
performance on specialized hardware. Therefore the results of [55] are compared
with the equivalent software implementations in 5.2.

In 5.3, algorithms developed expressively for image and video files are
introduced and analyzed. There exist many proposed algorithms for this task
in this paper two image algorithms([66] and [67]) and one algorithm which works
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both for images and video([72]) files are presented. The information about them
is extracted from their original papers. This is done in order to determine if
there are better specialized solutions for these files than classic methods which
would improve the efficiency of cryptographic operations while maintaining a
high level of security.
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Chapter 5

Results

5.1 Classic Algorithms

5.1.1 Short summary of classical algorithms

RSA

RSA[73] is a public-key cryptographic system published in 1977 by Ron
Rivest, Adi Shamir and Leonard Adleman. Being a public-key cryptographic
system means it is asymmetric which means that data is encrypted with a public
key and decrypted with a private key or vice-versa. The security of the method is
based on the mathematical difficulty of factoring large integers. The algorithm is
very useful if secure transfer of sensitive information over an untrusted channel
is desired. It is very well-suited for exchanging keys for another symmetric
encryption method. The advantage of RSA is that no previous setup is needed
in order to establish a secure channel between two parties which had no previous
communication.

Data Encryption Standard(DES)

DES[44] was developed in the 1970 at IBM. It was selected by NIST(National
Institute of Standards and Technology) to be the first standard algorithm for
encryption in 1976 after it was slightly modified in accordance with suggestions
from the NSA. The algorithm encrypts blocks of 64 bits using a key of 56 bits
and 8 bits of parity in 16 rounds. Because of the small key size, DES is now
vulnerable to multiple types of attacks one of which being brute-force attack.
The algorithm was cracked in 3 days using a machine which was built for less
than $250,000.

Advanced Encryption Standard(Rijndael)

Rijndael[45] is a symmetric-key encryption algorithm based on a simple
and elegant algebraic method. It encrypts/decrypts blocks of 128 bits and can
be implemented to use a key of 128, 192, or 256 bits with 10, 12 or 14 rounds,
respectively. The algorithm was published in 1998 and it was the choice of NIST
for the next standard encryption algorithm when DES was outdated. Rijndael
was one of five algorithms which arrived in the last stage of selection of NIST.
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Multiple attacks were found on AES but none of them are of any concern for
the algorithm seeing that they are still theoretical.

In [17] the authors describe a related-key attack on the full version of
the Rijndael algorithm using a 128 and 256 bit key. A related key attack is a
situation in which an attacker is in possession of the following:

• Original text

• A mathematical relation between the keys used for encryption (in this
example a relation between the original key three additional keys)

• Encrypted texts with the keys about which the mathematical relation is
known

Using all this information the original key can be guessed. This attack
is theoretically possible, however, it is impractical. The reason for this is that
in order to make the deduction the attacker must be have access to 299.5 data.
A development for this method is made in [16] for the 256 bit key version of
Rijndael which reduces the needed data to 296 bits and memory to 235 bits.
This is still a theoretical possibility which does not endanger the security of the
algorithm.

Another type of attack is described in [18]. This is an integral cryptanal-
ysis. This type of attack is similar to differential cryptanalysis. The difference
is, however, that in this attack sets of plain-texts are used instead of pairs of
plain-texts. These sets have a majority of their composition identical but, on
the other hand, the small parts which differ are unique to each one. By this it
is meant that all possible values of those parts appear in exactly one element of
the set. While this attack is possible, it is carried out on a reduced version of
Rijndael, therefore the full version remains secure from this attack also.

In [19] the authors present a known-plain text attack on the reduced ver-
sion of the Rijndael cipher. This attack is possible on the algorithm when 192
and 256 bits keys are used and only 7 rounds are performed.

In [22] new techniques are introduced in order to further develop the in-
tegral cryptanalysis method on the algorithm and thus the authors manage to
retrieve the secret key for the following set-ups of Rijndael:

• 128 bit key 7 rounds

• 192 bit key 8 rounds

• 256 bit key 8 rounds

Because these attacks are successful only on reduced versions of the algo-
rithm, they do not jeopardize the security of the full cipher. The authors also
present a related-key attack on the reduced version of the 256 bit key algorithm
using 9 rounds. Yet, this attack needs, in the best case scenario 2224 data in
order to be successful. This is highly impractical seeing that in [16] 296 data is
needed and the attack works on the full version of the cipher.

Blowfish

Blowfish[46] is a symmetric-key block cipher published in 1993 by Bruce
Schneier. The algorithm is able to encrypt/decrypt blocks of 64 bits and has 16
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rounds. It has a variable key length of 32 up to 448 bits.
Differential Cryptanalysis on a reduced implementation of this method is

possible[20]; however, the full implementation of this algorithm is found to be
secure.[21]

MARS

MARS[51] is a symmetric-key block cipher developed by IBM. It was one
of the finalists for the new AES. MARS is able to encrypt/decrypt blocks of
128 bits with a key size of 128, 192, or 256 bits using 32 rounds. The reduced
version of the algorithm is susceptible to multiple kinds of attacks. In [33] the
authors manage to perform a boomerang attack on a reduced form of MARS.

A boomerang attack is based in differential cryptanalysis and uses the
same basic idea. A similar boomerang attack and a few other derivations of
differential attacks are demonstrated in [34]. However, if the full version is
implemented properly there are no currently known attack methods for MARS.

Serpent

Serpent[53] is a symmetric-key block cipher developed by Ross Anderson,
Eli Biham and Lars Knudsen published in 1998. The algorithm is able to en-
crypt/decrypt block of 128 bits with keys of size 128, 192 or 256 bits using 32
rounds. The reduced round version of this algorithm is susceptible to attacks.

In [42] differential, boomerang and amplified-boomerang attack are em-
ployed in order to retrieve the encryption key of Serpent. These techniques are
applied on reduced versions of the cipher. The authors conclude that the cur-
rently known attacks are insufficient to break the full 32 rounds of Serpent. This
is also supported by the attack realised in [33] which manages to only break the
reduced version of Serpent of 8 rounds.

5.1.2 Performance results of classical methods

In [57], [56] and [59] performance analysis of the classic cryptographic
algorithms are conducted. These analytical papers are directed towards 3DES,
DES, CAST-128, Blowfish, IDEA, RC2 and Rijndael.

In [57] 3DES, DES, CAST-128, Blowfish, IDEA and RC2 are implemented
and analyzed. The analysis is performed on a machine with a i5, 2.53 GHz CPU
and 4 GB RAM. The results show that out of the 6 simulated algorithms, the
fastest encryption and decryption time is given by Blowfish. At the other end
of the spectra, there is 3DES with the worst performance. From these results,
3DES is 4 times slower than Blowfish in both encryption and decryption.

A similar analysis is performed in [56]. In this paper, the authors per-
formed a measurement of Rijndael, 3DES, DES, RC6, Blowfish and RC2. The
findings in this paper support the fact that Blowfish gives the best overall result
in both encryption and decryption with respect to time. This is followed by
RC6 and Rijndael. The weakest performance is given by RC2.

In [57] throughput calculations result in RC2 being relatively close to
Blowfish in terms of performance, the prior having a throughput of 17.34 MB/sec
and the former having 14.39 MB/sec. In contrast to this, in [56] the throughput
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of RC2 is calculated to be the weakest out of the measured algorithms and quite
far from Blowfish. In this case Blowfsh having a throughput of 25.892 MB/sec
and RC2 3.247 MB/sec. This is also less than 3DES which is found to be much
weaker in [57] in comparison to RC2.

The authors of [59] perform testing on: Rijndael, 3DES, Blowfish and
DES. The hardware on which the tests are performed and the software used
for their implementation are unmentioned. This study also offers results that
support the fact that the best performance is given by Blowfish. This is followed
by Rijndael. The weakest performance is given by 3DES. This is to be expected
having in mind that 3DES applies the operations of DES 3 times.

According to the analyzed papers, Rijndael and Blowfish are in general
the most efficient methods on different sizes of files and on different hardware
configurations. In [60] a comparison is performed between DES and Blowfish,
and in [61] a comparison is performed between Rijndael and DES. This illus-
trates the superiority of these methods over DES in terms of efficiency.

With regards to memory consumption for these two methods in [63] and
[62] studies are performed. The analysis shows that Blowfish uses more memory
than Rijndael. Blowfish uses 2 times more memory than Rijndael.

As mentioned above, in [59] and [56], both Rijndael and Blowfish are
implemented and tests are conducted on them. These are the two main algo-
rithms when it comes to both security and performance. Blowfish gives better
performance than Rijndael. In [59] for files less than 7 Mb in size, on average,
Rijndael has a time increase of 128.7% for encryption with respect to Blowfish.
For files greater than 7 Mb Rijndael has, on average, a time increase of 844% for
encryption with respect to Blowfish. Furthermore, in [56] for files less than 963
Kb Rijndael has, on average, a 186% time increase for encryption with respect
to Blowfish. For files greater than 936 Kb Rijndael has, on average, a 1045%
time increase for encryption with respect to Blowfish.

From the first mentioned paper ([59]), it results that generally it will
take by a percentage of 486% more time for Rijndael to encrypt the same files
as Blowfish (cf. Figure 5.1). From the second mentioned paper the result is
similar with a percentage of 615% more time for Rijndael with respect to Blow-
fish (cf. Figure 5.2). From these two papers, a more general result emerges of
550% more time needed for Rijndael encryption with respect to Blowfish. This
shows a clear superiority in terms of time for the Blowfish algorithm.
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Figure 5.1: Rijndael(AES) and Blowfish encryption time for different size input files
from [59]

Figure 5.2: Rijndael(AES) and Blowfish encryption time for different size input files
from [56]

5.2 Field Programmable Gate Arrays(FPGA) Im-
plementations

5.2.1 FPGA explained.

Field Programmable Gate Arrays(FPGA) are special integrated circuits
which can be custom programmed after manufacturing. This is an important
fact because, in general, in case a cryptographic method is implemented in soft-
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ware and it operates on a generic processor through an operating system, this
might have a negative impact on the performance of the method. Having a
possibility to implement the cryptographic methods at a hardware level might
bring advantages. This implementation depends, however, on the algorithms
compatibility with hardware programming.

There are two types of specialized hardware FPGAs and ASICs(Application
Specific Integrated Circuit). ASICs generally perform faster operations than
FPGAs, and FPGAs perform faster operations that CPUs. The advantage of
FPGAs over ASICs is the fact that, as mentioned before, FPGAs can be custom
programmed, while ASICs are designed and manufactured for a single specific
purpose.

Each FPGA consists of thousands of Configurable Logic Blocks(CLBs);
these blocks are used when programing the hardware component. Having a
custom piece of hardware available to program for different purposes can be a
very efficient method to improve the efficiency of cryptographic algorithms.

5.2.2 Performance results regarding FPGA implementa-
tions

The efficiency of the classic cryptographic methods can be improved
through FPGAs. By creating implementations on these specialized hardware
equipment, a substantial improvement can be achieved. In [55], the author
implements MARS, RC6, Serpent, Rijnadel and Twofish using Xilinix Virtex
XCV-1000FPGA devices.

Serpent and Rijndael achieve the highest throughput out of the five algo-
rithms. With Serpent having a throughput of 431 Mbps and Rijndael one of 414
Mbps there is a small difference between them, Serpent being, approximately
1.04 times faster. In terms of space required Rijndael is better than Serpent in
that aspect. Rijndael occupies 2507 CLB Slices while Serpent occupies 4507.
Serpent occupies approximately 80% more space than Rijndel (cf Table 5.1).
Therefore, it can be said that Rijndael offers the best performance out of the
five AES finalists with respect to throughput and area occupied by the algo-
rithm.

At the other end of the spectra, MARS has the lowest throughput, of 61
Mbps, but occupies the second most area out of the five methods, 2744 CLB
Slices. MARS has the most complex design out of the five finalists. This is a
property which is attributed to MARS on a general basis. Because of this, the
implementation of this cryptographic method in hardware is more challenging
and at the same time not as rewarding as its past competitors. Compared to
the top 2 algorithms, Rijndael and Serpent, Mars has a 7.06 times worse per-
formance than Serpent and occupies 1.09 times more CLB Slices than Rijndael
(cf Table 5.1).

The above mentioned paper is only one out of many implementations
which emerged in the FPGA field. When the technology of FPGAs was first
developed, as with any technology, it was not cost-effective to conceive such
solutions. Their performance with respect to their cost was in an unfavorable
balance in order for researchers to conduct experiments and develop implemen-
tations for cryptographic methods. As time moved on. technology improved on
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a daily basis, thus FPGAs have become a viable alternative to ASICs.

Table 5.1: Throughput and CLB Slices for FPGA implementations

Algorithm Throughput(Mbps) CLB
Serpent 431 4507
Rijndael 414 2507
Twofish 177 1076
RC6 142 1137
Mars 61 2744
3DES 59 356

As mentioned above in comparison with software implementations FPGA
implementations of cryptographic algorithms perform better. In [56] Rijndael
outputs with a performance of 4.174 Megabytes/sec. On the other hand, it’s im-
plementation in hardware outperforms it by 12.4 times (51.75 Megabytes/sec),
which is a considerable improvement.

5.3 Multimedia Algorithms

5.3.1 Image algorithms

Images are files in which, predominantly, values of pixels are described.
Pixels are the basic building blocks of an image. Each pixel, depending on its
depth, has an integer value associated to it. Pixel depth is related to the type
of image. If an image has a gray-scale that could mean that it has 256 shades
of gray. In most of the cases, that would result in an 8-bit pixel depth. The
number of pixels is also related to the image quality or the resolution of the im-
age. A 512x512 pixels image is of a much lower quality than a 4k image. This,
however, is a trade-off in terms of space. If one would compare a gray-scale im-
age of 512x512 pixels with a gray-scale image of 4k, the first would have 26.144
pixels while the second typically would have 8.294.400 pixels. As previously
mentioned gray-scale images usually have an 8 bit depth which would result in
209.152 bits, or 25.5 Kb for the first image and 66.355.200 bits, or 7.9 Mb for
the second.

Typical text files are, space-wise, in the domain of Kb while typical im-
ages are in the domain of Mb. For this reason classical cryptographic methods,
which work at the bit-level, would give a poor performance for image files. This
fact has been taken in consideration and research has been focused on devel-
oping specific cryptographic algorithms for images. These algorithms have as
a main idea to take advantage of the format of the file and the mathematical
processes which can be applied to it. Multiple algorithms have been proposed
in this direction and results have shown that they have a better performance on
images than classic methods.
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Results for image algorithms

Having in mind that classic cryptographic algorithms appeared in an era
when mainly text files were in use, specialized techniques emerged afterwards.
These techniques were designed to take advantage of the format of the files
which they would encrypt. This has been achieved using different methods.

In [66], matrix manipulations are used in a proposed algorithm for image
encryption. The authors explain the inner workings of the algorithms, after
which simulations are performed on two test images using the proposed algo-
rithm and Rijndael as a reference. The authors also perform a security analysis
of the proposed cipher. By using this method for encrypting images it results
in a considerable reduction in the processing time. The throughput of each al-
gorithm is measured after each round up to 10 rounds. The specialized image
algorithm is approximately 8 times faster than the current encryption standard.
This is a considerable improvement in terms of efficiency with respect to images.

Rijndael has been the subject of multiple security analysis, in order for
it to be considered secure. These types of analysis have to be performed on
this cryptographic image algorithm in favor of arriving at the same conclusion.
This has to be done in order to be able to consider this method a viable one for
specialized cryptography on images. Such a security analysis is performed by
the authors. The proposed algorithm has a keys size of 2128 bits which is equal
to the key size of Rijndael with 10 rounds. This means that an exhaustive key
search is as an unfeasible for the proposed algorithm as for Rijndael.

Another analysis regarding the key is conducted. This concerns the key
sensitivity. This means that if image A is encrypted with key K1 and key
K2, the difference between K1 and K2 being of one bit, the result should be
overwhelmingly different. The authors perform these operations and get as an
output images B1 and B2. They then compute the pixel difference between
these two resulting images and get as a result a similar unintelligible image.
This shows that a minimal difference in the keys of encryption translates in a
considerable difference in the result. The authors note that this difference is of
34.57% meaning that the algorithm is secure from this point of view.

Another possibility for attacking the proposed algorithm is through a
statistical approach. This involves comparing the distribution of pixels of the
original image and the distribution of pixels of the encrypted image in the hope
that a relation can be deduced from this. A distribution of pixels can also be
referred to as a histogram. The authors compute the histograms of the original
image and the resulting images of the proposed algorithm and Rijndael, using
multiple images as input. Both histograms of the cryptographic methods show
a uniform distribution; therefore, no relation can be deduced from this informa-
tion regarding the original image.

In [67], another algorithm for image encryption is proposed. As opposed
to the previous described method, this algorithm is based on chaotic systems.
Algorithms which use chaotic based solutions are part of the field of chaotic
cryptography. This is a relatively new and active research field[65]. These sys-
tems have strong mathematical properties which aid the security of the cipher.
In a chaotic system, a resulting state is highly influenced by the starting param-
eters of the system. These parameters can be used as the key for encryption.
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The influence of these parameters is translated in hugely different final states
with a slight modification in the starting values. The use of chaotic systems in
cryptography is preferred because of the mathematical cost to perform a search
for a key. For these reasons the method in [67] can be an interesting candidate
as an alternative to classical methods.

The algorithm is based on a number of permutations and value modifica-
tions of pixels each round according to a chaotic map. The algorithm has two
essential parts which, as stated by Claude Shannon[74], should be present in
any secure cipher. These two parts are confusion and diffusion. Confusion is
accomplished in this case by permutation and diffusion, by applying repeated
additions and shifts. Both of these are performed using the chaotic map. Each
round of the algorithm is performed using different initial values for the chaotic
map. This translates in a higher security, based on the previously mentioned
property of chaotic systems.

Tests are performed by the authors in order to see the relation between
the original image and its encrypted counterpart. By looking at the histograms
of both images, it can be observed that no relation can be deduced from this in-
formation regarding the original image. NPCR(number of changing pixel rate)
and UACI(unified averaged changed intensity) are two classic tests which are
done in order to mathematically determine the randomness of an image[69].
The results of these tests can be interpreted in the following intuitive way: the
higher the number the better.

The testing image is Lena 512x512 pixels 256 gray-scale. This would
translate, roughly, in a file size of 25.5 Kb. For this image it was observed that
using different starting parameters, the time taken for encryption in most cases
is bellow 150 ms.

5.3.2 Video algorithms

Video files are more complex files than image files. A popular video
encoding is MPEG-2, it is also known as H.262. In [70], the way this format is
constructed and the way in which it operates are described in detail. In order
for a video file to be usable, it has to be processed by an encoder. An encoder
is a program which creates a compressed file which contains all the details
concerning the video file(e.g. the number of blocks, the size of the blocks, the
colors, etc). For this reason, an encryption algorithm can be placed, mainly, in
three positions: before the file is parsed by the encoder, after the files was parsed
by the encoder or it can be integrated in the encoder and perform encryption
at the same time as compression.

Results of video algorithms

In [71] a survey of encryption algorithms designed for video files is per-
formed, and they are categorized based on their placement. Two main categories
are Joint compression and encryption, the class of algorithms which are in the
encoder, and Compression independent encryption, the class of algorithms which
are before or after the encoder. Further classification is made in the following
way:
Joint compression and encryption:

• Encryption after transformation
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• Encryption after quantization

• Encryption within entropy coding

Compression independent encryption:

• Encryption before compression

• Encryption after compression

After an extensive analysis the author of [71] concludes that none of the
described methods is suitable for video encryption for one of two reasons. They
are either not secure enough, or they are slower than a classic method would be.
This study, however, did not include chaotic based solutions. As mentioned in
the previous chapter, these solutions have the potential to be both secure and
efficient.

One proposed algorithm which achieves this is presented in [72]. The
method employs encryption during compression on a number of selected, sen-
sitive parameters. In video encoding, still images are divided in 8x8 blocks on
which a discrete cosine transform(DCT) is applied and the resulting values are
quantized. At this point, these blocks are encrypted one by one, using the pro-
posed algorithm. When applying the DCT a set of 16 parameters is created
from each block. The first element of this set is called a DC component and the
rest of the elements are used in order to determine the sign of a component AC.
These elements are encrypted using XOR operations with a chaotic map.

The key-space of the cipher is 2128 bits. Because of its size, an exhaustive
search for the key is unfeasible. Due to the fact that the algorithm works with
chaotic systems when generating the key, a high sensitivity for the key is ob-
tained. This implies that getting the key wrong even by one bit would translate
in a drastically different result.

The author performs a correlation analysis in order to show that the re-
sulting sequences of the algorithm have a very random nature with respect to
the original file. Simulations are performed in order to show the efficiency of the
method on both images and videos. The ratio between the encryption process
and compression process for images is usually no bigger than 0.1 and for videos
no bigger than 0.03. This means that the cost of encrypting the image/video
is negligible compared to the computational cost of compression. If a
classical cryptographic method would be employed it would have to be done
after compression. Because of this th whole process would be composed of com-
pression time plus encryption time. By using the algorithm presented above the
compression process and encryption process are simultaneous. Furthermore,
the time taken by the encryption process is reduced to a fraction to that of the
compression process.
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Chapter 6

Discussion

6.1 Classic algorithms

In this paper classical cryptographic methods were presented. These
methods were analyzed from a security perspective and results about their per-
formance were provided. From the data presented regarding these methods it
results that Rijndael and Blowfish are considered to be the best general al-
gorithms. They perform faster and require less memory than other popular
cryptographic methods such as RC2, RC5, Serpent etc. The only security weak-
nesses for both algorithms are on reduced forms of them and they both have
the best encryption/decryption time. Rijndael uses less memory than Blowfish
but Blowfish has a better time performance.

6.1.1 Difference in performance of the same algorithm

A keen-eyed observer might notice a difference in the encryption times
for the same cryptographic method. As an example for a file of 5601 Kb in [57],
it takes 302 milliseconds for the Blowfish encryption. In [56], a file of 5345.28
Kb takes 122 milliseconds. This is almost a 2.5 times difference for a file of
approximately the same size. This phenomenon occurs due to the difference in
the methods used for the testing.

When implementing these algorithms, the hardware on which they run
and the programming language in which they are implemented have an impact
on their performance. This impact is related to the scaling factor meaning that
the same algorithm implemented in C will take longer to complete than its
equivalent in Assembly. This has been noted in a performance analysis con-
ducted by Bruce Schneier and Doug Whiting on the five finalist algorithms for
the AES competition[64]. This analysis is part of the NIST paper archive. In
their paper, it can be seen that there is a clear difference in the clock cycle
number which is needed for each algorithm.

As an example for Rijndael approximately 320 clock cycles are needed in
Assembly on Pentium. In C, however, an equivalent implementation using the
same hardware would need approximately 800 clock cycles to perform the same
amount of work. This results in a 2.5 difference between the same implemen-
tation on the same hardware in different languages. Furthermore by examining
the same tables it can be seen that the hardware on which the implementation
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runs also greatly influences the amount of cycles needed for the same opera-
tions.

As a conceptual argument, this would happen because when manually
implementing at a hardware level, there is much room for smart design. Fur-
thermore, the path which the code needs to take in order to be executed by the
hardware is much shorter than the path needed for a software solution in a high-
level language. In general, a trade-off is present with respect to close-to-machine
code languages versus high-level languages. This trade-off is ease of develop-
ment over performance of code. When a high-level language is employed, all the
managerial issues regarding bit-wise memory management, process scheduling,
etc., is automated by a compiler. By doing this, in most cases the code is not as
efficient as a manual implementation at the same level because of the automa-
tion of the process. This fact can also be confirmed by the results of the papers.
A much better throughput is obtained by FPGA implementation than by the
software implementations presented previously.

Even if this is a small difference at the clock cycle level, it carries to
the higher level. This is clearly seen in the difference between the previously
mentioned papers. Thus even if as a general result Rijndael and Blowfish are
superior to the rest of the algorithms, if one has very high efficiency in mind
the language and hardware on which these methods are implemented should be
investigated and decided upon in order to achieve peak efficiency.

6.1.2 Throughput of algorithms

Another aspect which needs to be noted, regarding the results of classical
cryptographic algorithms, is the calculation of throughput. Throughput is the
amount of processed data in a certain amount of time. In [56], the throughput
calculated by the authors is 4.174 MB/sec. This result however is misleading.
It is not mentioned in the paper how this figure is calculated but an experiment
was performed onto this. Below is a table for which the the results are calculated
in the following manner: Average of file size divided by average of the time taken
for each method:

Encryption time (in miliseconds)

Average input size(Kbytes) Rijndael 3DES DES RC6 Blowfish RC2
15987.616 4.27 3.53 4.1 7.36 26.5 3.32

The results calculated using the previously mentioned method are similar
to the results of the paper for the throughput. Nonetheless, if we would take
as an example a 49 Kb file for which the result for Rijndael is 56 milliseconds
and calculate the throughput the result would be 0.875 Mb/sec. This is quite
different from 4.174 Mb/sec.

This aspect is important for the following reason. Assume there would
be 1000 49 Kb files meaning a total of 49 Mb. If the algorithm would have
0.875 Mb/sec throughput then the encryption would take 56 seconds. On the
other hand, if the algorithm would have 4.174 MB/sec throughput then the en-
cryption time would take 11 seconds. The papers result would encrypt 5 times
faster. This however would be untrue if each file would be encrypted separately
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with separate resulting keys.

6.2 FPGA

Following this, Field-Programmable Gate Arrays were introduced. The
implementation of classic encryption algorithms from [55] shows that there is a
drastic improvement when using hardware implementations instead of software
implementations. From the results of this paper Serpent is the algorithm which
gives the best performance. On the other hand Rijndael comes very close with
respect to time performance. This is important because Rijndael manages to
come very close to the performance of Serpent by using considerable less CLB’s.
This is due to the fact that the architecture of Rijndael cipher works well with
hardware implementations, this fact being noted in [64].

Having in mind that Rijndael is close in performance to Blowfish when it
comes to software implementations and is in the same situation when it comes to
hardware implementations and Serpent, this classical cryptographic algorithm
can be considered the best overall solution. It is flexible, time efficient, memory
efficient and secure.

6.3 Multimedia algorithms

Following classical methods, the emergence of specialized algorithms of
image and video files were presented. All three algorithms have better time
performance than classical cryptographic algorithms. Furthermore the current
security analyses show that they are secure for the known attacks.

6.3.1 Image algorithms

In 5.3.1 the first presented algorithm is a specialized image encryption
algorithm. As it was mentioned there the author performed experiments in or-
der to compare the processing time of the proposed algorithm (MASK) with the
current cryptographic standard AES (AKA Rijndael). The time is measured af-
ter each round and the result show that MASK is approximately 8 times faster
each time. This implies that it is generally 8 times more efficient than AES
for image file formats. Having in mind that also the security analysis of this
algorithm shows no known weaknesses this algorithm can be considered as a
good alternative. This alternative can provide the same level of security as AES
and improve the performance drastically.

The second algorithm presented for image encryption is a chaotic based
method. This makes it part of the chaotic cryptography field. This being a
relatively new field it is still in active research but shows promising results.
The performance obtained by this algorithm on 512 x 512 pixels 256-gray scale
images with different parameters is usually under 150 ms. This is slower than
either AES or Blowfish. The former have observed times for files of similar size
is around 50 ms. In [56] for a 49 Kb file AES encrypts in 56 milliseconds and
Blowfish encrypts in 36 milliseconds. The image algorithm is therefore 3 times
slower than the classical methods. These facts seem unfavorable towards the
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specialized methods, however further testing needs to be performed on large
image files in order to determine if the algorithm has exponential growth in
time as the classical methods have. Furthermore because this field is in active
research there may be room for improvement.

6.3.2 Video algorithm

The third presented algorithm can be used for both images and video files.
The author of the algorithm states that the time taken for the algorithm to per-
form encryption over the time taken for compression is for video 0.01 and for
images 0.03. This means that the proposed algorithm manages to process the file
in a negligible amount of time compared to the compression of the file. This is
important because if a classical cryptographic method would be used it would
perform its processing either before or after compression. This would mean
that the entire processing time would be composed of encryption/decryption
time plus compression time. On the other hand the proposed algorithm per-
forms encryption during compression which adds a small amount of time to the
compression process. This however is preferable to employing classical methods
before or after compression.

6.4 Conclusion

”Can specialized cryptographic methods be more efficient and as secure as their
classic counterparts?” and ”Are there methods to increase performance of clas-
sic algorithms?” were the two questions which initiated the research presented
above. In chapter 5 information was provided regarding these subjects. In this
chapter it was expanded upon this information. In the end the answers to both
questions is Yes.

FPGA implementations of classical cryptographic algorithms outperform
software implementations. As it was mentioned in chapter 5.2 the FPGA im-
plementation of the current encryption standard (Rijndael) is approximately
12.4 times faster than its software counterpart. This being one of many FPGA
implementations, points towards the fact that there are methods of improving
classical cryptographic algorithms in terms of performance.

Besides hardware implementations, specialized algorithms have been de-
veloped. These algorithms are expressively designed for picture and video files.
Experimental data shows that these algorithms manage to surpass the classical
encryption methods in terms of performance while maintaining the same level
of security. The image-specific algorithm MASK outruns Rijndael with an 8
times better performance. This shows that specialized cryptographic methods
can be more efficient than their classic counterparts.

Coming back to the GDPR and the need of institutions to have in place
methods of securing sensitive data. In order to be in accordance to the GDPR’s
requirements, the institutions must employ at the very least a classical cryp-
tographic algorithm in order to process the files which are part of ongoing or
past research projects. If there is a high influx of this or if there are constant
and a high number of operations on these files these methods may become slow
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and bring down the productivity of the institution. Because of this the same
classical methods could be implemented on FPGAs in order to maintain the
security level required through the GDPR and at the same time bring up the
efficiency of the researchers.

A better solution would be to automatically identify files from research
projects and process them using an appropriate cryptographic method. This
way no investment in new hardware would be needed, the efficiency of crypto-
graphic operations would be improved and security for research projects would
be in accordance with the requirements of the GDPR.

6.5 Future work

Further research needs to be conducted with respect to diverse file for-
mats but the presented methods are proof that there is an alternative to classical
methods for different file formats. Performance is increased when a method de-
signed expressly for a file format is utilized. Simultaneously, the level of security
is also increased because if hypothetical one method is erroneously implemented
or if an unprecedented breakthrough is developed, it is highly unlikely that all
methods would fail.

While performing research in order to compose this paper, little infor-
mation about specific methods for proper audio encryption were found. This
remains as an open problem which needs further development. Another as-
pect which should be noted is the key management of these algorithms. When
an algorithm is unbreakable on the technical side, attacks might be redirected
towards the human component. Can a method be developed in which the pre-
sented algorithms could perform their computations using the same key? Is this
a smart move? These are questions which remain open.
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Part III

Project Discussion
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The General Data Protection Regulation (GDPR) protects the privacy
of European citizens by limiting the storage and movement of their personal
data. The Standard Data Protection Model (SDM) provides measures to en-
sure protection goals of privacy. In this project three technical measures or
implementations were extracted from the SDM to evaluate how these can be
used in the scope of the GDPR. The technical implementations are encryption,
anonymization and pseudonymization and were evaluated by each individual
author of this document. Their findings are summarized below, for a more elab-
orate discussion of those measures we refer to the individual theses conducted
by each author.
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Chapter 7

Encryption

In order to achieve data security, encryption is one of the proposed mea-
sures in the GDPR. In Preda (2017) cryptographic techniques were presented
and analyzed in order to provide a more technical overview of this proposition.
From a legal perspective, all the presented methods qualify as solutions for se-
curing data. From a technical perspective, however, more details are necessary.
Thus, two categories of cryptographic methods were described in this paper:
classic encryption techniques and multimedia encryption techniques.

Following the theoretical analysis, it was concluded that the current stan-
dard for encryption (Advanced Encryption Standard) is the most balanced so-
lution. Theoretically, all data connected to a research project, which deals with
personal details of human subjects, has to be secured using this algorithm. The
full implementation of the algorithm is considered secure and efficient. Practi-
cally, in order to further strengthen the security of the data and at the same
time offer a high level of speed and efficiency, alternative methods should be
considered.

Implementations of classical methods on specialized hardware, such as
Field Programmable Gate Arrays, should be considered. This provides a con-
siderable increase in performance when manipulating data. Furthermore, spe-
cialized hardware such as the one previously mentioned, could be integrated in
order to provide external storage. Further research is needed, however, in order
to transform this idea into a practical one.

Given the diversity of research projects, an analysis of each individual
project should be conducted in order to determine the most efficient methods
to be used for the aforementioned project. If the project is composed of other
types of files than text files, specialized methods should be employed. The
presented methods are, as the classical methods, considered to be secure. Fur-
thermore, by taking advantage of the formats of the files they provided a higher
efficiency for multimedia files than classical methods. Moreover, by using dif-
ferent methods for smaller parts of a project the overall security of the project
is increased in case one method is compromised.

Encryption combined with the following two techniques offers a basis
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for security systems which are in accordance with the GDPR requirements.
Furthermore, if detailed analysis is performed for individual projects and these
methods are adapted, the requirements of the GDPR can be surpassed and
higher security can be obtained.
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Chapter 8

Anonymization

Anonymisation techniques are considered very promising for publishment
of data. How anonymization relates to the GDPR was evaluated by the thesis
about data anonymization. To summarize the findings of Bijl (2017) the follow-
ing four parts are discussed. First the GDPR and its effects for anonymization
were examined. Second former studies on anonymization that result in different
opinions on anonymization are shown. Third real state of the art techniques to
anonymize data are evaluated. Last the conclusions and findings of this thesis
are provided.

8.1 General Data Protection Regulation and anonymiza-
tion

The GDPR focuses on the protection of personal data of European citi-
zens. As stated in the GDPR, personal data is any information where individuals
(data subjects) can be identified from. Information from which no data subject
can be identified is regarded as anonymous. As a result, the GDPR plays no role
while dealing with anonymous information. This fact enables data controllers
to publish data from which no individual can be identified.

8.2 Former studies

In this thesis different studies on anonymization are shown and evaluated.
Sweeney (2002) [75] has shown that only a combination of gender, date of birth
and ZIP code can identify 87% of citizens in the United Stated. Narayanan and
Shmatikov [76] applied a new de-identification technique on an ‘anonymous’
data set published by Netflix. They were able to identify an enormous num-
ber of users by combining these Netflix users with users of the Internet Movie
Database (IMDB). These examples showed that removing direct identifiers such
as name, username, etc. is insufficient to anonymize data. Ohm [77] stated that
true or proper anonymization can not be reached when publishing data with
utility. Ohm provided a trade-off between data utility and privacy where both
dimensions cannot be fully reached. Therefore data with utility cannot have zero
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risk of re-identification. The question that arises is what privacy guarantees of
data are enough?

8.3 Anonymization techniques

Four privacy models to anonymize data were evaluated in this thesis. The
models are: k-anonymity, l-diversity, t-closeness and differential privacy. These
were evaluated to examine which privacy guarantees each model provides.

k-Anonymity is a model that changes the quasi-identifiers in such a man-
ner that each equivalence class has at least k rows. When k-anonymity is sat-
isfied, within each equivalence class an individual cannot be distinguished from
at least k-1 other individuals. By knowing the quasi-identifiers an adversary is
able to know the equivalence class of an individual but still has a probability
of 1/k to learn the exact row in that equivalence class. k-Anonymity is still
vulnerable to the homogeneity and the background knowledge attack.

l-Diversity is a model that must satisfy variety of sensitive values within
every equivalence class. Every equivalence class must have at least l different
sensitive values for each class. The drawbacks of l-diversity are the skewness
and similarity attacks.

t-Closeness is a property that ensures that every equivalence class and
the overall distribution have no significant difference. The difference between
each class and the distribution as a whole cannot be higher than a threshold t.
t-Closeness is vulnerable to attribute linkage and similarity attacks.

Differential privacy is a different privacy model that satisfies a difference
of exactly one record in every published table. As a result the overall conclu-
sions will roughly stay equivalent, but randomization provides uncertainty about
the link between the data subject and the data itself. Problems of differential
privacy can be restrictions on queries and the value of ε.

8.4 Conclusions

In this thesis it was shown by literature that proper anonymization is
practically impossible to achieve. Therefore choices must be made regarding
data privacy and utility. In the evaluation it is shown that each privacy model
provides privacy guarantees but are still vulnerable. The GDPR does not spec-
ify strict properties or values for these privacy models. From here it can be
concluded that data controllers must show effort in the direction of anonymiza-
tion.
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Chapter 9

Pseudonymization

The GDPR defines pseudonymization as “the processing of personal data
in such a way that the data can no longer be attributed to a specific data subject
without the use of additional information” [3]. When the link between research
data and the data subjects involved has to be maintained, pseudonymization
can be used as a protective measure. All direct and indirect identifiers are re-
placed by a pseudonym using one of the pseudonymization techniques. Direct
identifiers are attributes that can identify an individual without the use of addi-
tional data (name, address, social security number etc.). Indirect identifiers can
identify an individual by combining them with other attributes from the data
set. Obtaining the identity of the data subject from pseudonymized data is done
by using the de-identification technique corresponding with the pseudonymiza-
tion technique used.

Pseudonymization is important in the light of the GDPR because it pro-
vides some benefits while processing non-anonymous data. Where the regu-
lations in the DPD are binary, data are either identifiable or anonymous, the
GDPR covers pseudonymized data which are neither. The new regulations al-
low subsequent processing of pseudonymized data under certain circumstances
(Article 6 [3]). Subsequent processing is the use of data for other purposes than
it was originally intended for at the time of collection. The further research
has to be ”compatible” with the original research [7]. The GDPR is even more
lenient towards research with scientific, historical and statistical purposes. In
these cases, subsequent research can be conducted without special conditions if
the protection of the privacy of data subjects is safeguarded.

The EU Working Party has suggested some adequate pseudonymization
techniques. These can be divided into three categories: encryption, hashing and
tokenization.

9.1 Encryption

When using encryption as pseudonymization technique, the identifiers
are encrypted and the resulting cipher-text acts as the pseudonym. The key
that is generated by using the encryption scheme has to be kept at a separate
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location. When a receiving party wants to identify the data, the key has to be
sent over a secure channel. The key is used, combined with the publicly known
encryption scheme, to decipher the pseudonym. Because the data can be easily
re-identified using the key, encryption is a good technique for sharing research
data.

9.2 Hashing

Hashing functions are one-way functions that turn the data into a bi-
nary string of fixed length. Given the same input and hashing function they
provide the same output. This makes it vulnerable to dictionary and rainbow
attacks. Attackers generate the hashes of commonly used phrases and compare
the hashes to the hashes they want to identify. Adding a random value before
hashing (salting) or a secret key protects against some of these attacks.

Because hashing functions are one-way functions the identity can only
be recovered by retrieving the combination of the original data and the hash.
These combinations have to be stored separately. Hashing can therefore not be
used to transfer data. Tokenization is a better technique for storing data and
encryption is better for sharing, but hash functions are easy to compute and
can therefore be a good solution for smaller projects where budget is limited
and more risks can be taken.

9.3 Tokenization

Tokenization replaces the identifiers by random values and stores the
combination of the original data and the tokens in a token database. Where
encryption and hash functions are based on mathematical principles, tokens are
random making them less prone to brute-force attacks. It also preserves the data
structure, this can be useful when a subset of the data is needed. For example,
the digits of a ZIP code can be preserved while the letters are pseudonymized.

9.4 Trusted Third Party

The combinations of the pseudonyms and the data have to be stored sep-
arately. Research groups can decide to build their own system to store these
combinations or rely on a Trusted Third Party (TTP). Relying on a TTP leads
to a paradox, according to Jeanne Mifsud Bonnici, Professor in European Tech-
nology Law and Human Rights at the Law department at the University of
Groningen:

The paradox is that the fulfillment of the legal obligation (data protection by
design and by default) by the person responsible (data controller/customer of
security products/systems) is heavily dependent on persons (manufacturers of
security products/systems who design the products/systems) not subject to the
data protection legislation [8].
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From a law perspective it might seem strange to rely on a TTP for pro-
viding an important part of your system. However, it is very common to do this
in computing science. It is very expensive to build a proprietary system and
test it extensively before using it. We argue that relying on a TTP that can
provide a system that is appropriate for the research conducted and has been
tested thoroughly is more secure than using a new system.

Therefore, the accountability for these legal obligations should be divided.
The TTP is accountable for providing secure storage while the data controller
is accountable for overseeing the research. Even though the data are stored at
a separate location, the data officer is still in charge of the legal obligations of
the GDPR such as minimizing the data collected, the processors involved etc.
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Chapter 10

Case study

To illustrate the findings in this project the authors perform a case study
on an existing research project. The research is called ‘Engaging research par-
ticipants to inform the ethical conduct of mobile imaging, pervasive sensing,
and location tracking research’ performed by Nebeker et al. [78].

10.1 Research description

In this study a number of willing participants were monitored for 7 days.
This monitoring was performed using diverse devices. Each subject wore a
digital camera on his/her chest, a GPS device, an accelerometer around the
waist, and 2 more accelerometers on each wrist. The researchers of the iWatch
study had as primary goal to monitor how the ethical framework is applied to
this type of study. This ethical framework consisted of 4 main parts:

1. Informed written consent of participant.

2. Privacy and confidentiality

3. Non-maleficence

4. Autonomy of third parties

Out of these 4 parts only one is partially directed towards a technical
aspect. In privacy and confidentiality it is mentioned by the research that:

Devices should be configured so that data can only be retrieved by the re-
search team. It should be impossible for participants or third parties who find
devices to access images.

This is dealt with by employing encryption. It is not specified however
how this is done and what cryptographic method is employed. Anonymization is
partially implemented through the specifications of the Health Insurance Porta-
bility and Accountability Act (HIPAA). This however is not sufficient in order
to provide proper security measures at the level required by the GDPR. The
third measure in the scope of this paper, pseudonymization, is non-existent in
this framework and therefore also non-existent in the security measures adopted
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for the iWatch study.

It should be noted that project descriptions are more oriented towards
an abstract description of the security measures employed in order to assure
security. From a technical point of view details regarding the way in which data
is processed, stored and manipulated are of high importance. The hardware
which is used in these processes is also important. This is due to the fact that
these play a key role in the technical analysis and decision making of which
security methods should be employed and how they should be implemented.

10.2 Personal data

We have seen in the iWatch study, data is collected by multiple moni-
tors to indicate the behavior of the participants. The monitors that were used
are: a SenseCam imaging device, a Global Positioning System (GPS) tracking
device and three activity monitors called accelerometers. We have seen in the
General Data Protection Regulation (GDPR) personal data is defined as any
information where people can be identified from. Moreover the GDPR specified
in definition 4 of article 4 certain identifiers:

... in particular by reference to an identifier such as a name, an identification
number, location data, an online identifier or to one or more factors specific to
the physical, physiological, genetic, mental, economic, cultural or social identity
of that natural person.

Because of the above-mentioned description the data collected in the
iWatch study falls under the protection of the GDPR. An example can be il-
lustrated through location tracking technologies, these are used in the study to
collect data. It is stated in the GDPR that data subjects can be identified by
investigating their recorded location. Moreover, in order to monitor to a high
degree of precision subjects’ daily behavior, the SenseCam takes an average of
3000 images a day. This large amount of information could contribute to com-
promising the identify of the data subject.

The authors state that the data may be considered sensitive, and there-
fore adhered to the (American) HIPAA regulations. In the GDPR location data
is not considered sensitive personal data, because it falls under personal data as
can be seen in the aforementioned definition. However, demographic data is col-
lected which fall under the sensitive personal data category because it contains
data concerning ’racial or ethnic origin’ [79]. To use sensitive personal data,
researchers should have ’explicit consent’. Because the researchers explained to
the data subjects where the data will be used for and collected formal consent,
they have acted in line with the GDPR.
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10.3 Discussion

10.3.1 Encryption

According to the authors of the study, the method of encryption is em-
ployed in order to secure images taken by the camera. This is done in order to
prevent the subject and any other third party from interacting with the taken
images. Despite this measure, a number of issues arise. One of them is the
security of the other 4 devices worn by the subject. No security measure is
mentioned about them. While in a person’s mind, subjectively, images seem
to be more of a security breach than the rest of the data, security measures
should still be employed for the former. Valuable information, possibly even
more exact information, can be extracted from GPS coordinates.

If, as a conceptual case, a malicious third party would be interested in
determining different positions of a subject, GPS data would be far more valu-
able than images. This is because if one would have access to precise GPS
coordinates, then images would become irrelevant for this case. Because of the
situation in which measuring devices are on the subject and not in a controlled
environment, strong security measures should be implemented for each compo-
nent. Depending on the capabilities of each piece of equipment, vulnerabilities
could be exploited in the places that the subject is present. This could happen
with or without the subject’s knowledge.

Another issue of concern would be the fact that even though it is spec-
ified that encryption is used in order to secure images, it is not specified what
type of encryption is used or how it is implemented in the device. These are
technical details which are irrelevant for the purpose of the study. Yet they are
highly important for a proper security analysis in order to ensure the safety of
the sensitive data collected about the subject. These details should be provided
in a special section of the research paper by the researcher or the data officer.

Furthermore, after retrieving the data from the devices, it is also not
specified if any security measures are employed for the storage and processing
of the data by the researchers. This is also one important aspect. For instance,
when subjects are able to review the images, there could be an opportunity for
exploitation. If no security measures are implemented, the fact that the images
were encrypted on the device is irrelevant if the subject then has free access to
them at the researcher’s office. Depending on the methods in which the subject
can interact with the images, multiple possibilities exist. These can range from
copying the images at that moment to possibly inserting malicious code which
could possibly run when it has access to all recorded images. This code could
copy all of these and send them to a remote location to which a third party
would have access. This would not only achieve the purpose of accessing one
subject’s data but, also accessing all subjects’ data.

Moreover, depending on how these images are stored, the same method
could also have access to the rest of the data (i.e. GPS coordinates and the other
information regarding the data subject). In order to prevent this, close inspec-
tion of the way in which the subject is allowed to interact with the recorded data
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must be performed. Additionally, the methods in which the data are stored and
further processed should also be analyzed. These possible vulnerabilities can be
solved using encryption in relation with the following two techniques. The main
suggestion for this project and others similar to it, is that in order to properly
provide security, in accordance with the GDPR, multiple technical details must
be inspected, recorded and made available.

10.3.2 Anonymization

The iWatch study raised a couple of issues from an anonymization per-
spective. Standards to improve privacy were applied from the Health Insurance
Portability and Accountability Act (HIPAA). The authors’ motivation to sat-
isfy those requirements, was that the data may be considered sensitive, and as a
result they opted the HIPAA standards. In the HIPAA, a so called safe harbor
model that modifies or masks direct identifiers is suggested. The problem here
is, as one can see in the individual thesis of anonymization, that the HIPAA
standards are considered insufficient to anonymize data. Earlier and well-known
studies have illustrated the fact that individuals can be identified from a combi-
nation of quasi-identifiers which are preserved by the safe harbor model. There-
fore applying the HIPAA standards is a way to improve anonymization, although
it is considered a poor method towards anonymization.

Another issue of the iWatch study is shown by table 2 in the paper. The
table shows several demographics of participants in the iWatch study such as the
frequency of certain statistics in the data. One particular frequency is important
from an anonymization point of view. The frequency of the group American
Indian/Native American has frequency 1.2% which equals one single person
in the data. This is a problem because individuals can be identified from this
dataset. If an adversary has background knowledge, such as knowing a American
Indian/Native American that participated in this study, he is able to discover
sensitive information of this person. This situation is highly undesirable and is
caused by the fact that the table has the property of 1-anonymity. Therefore,
individuals can be easily identified from this data set. To improve this, k-
anonymity techniques can be applied to this data set.

10.3.3 Pseudonymization

While pseudonymization was not used by the researchers, it could im-
prove the privacy of the data subjects in this context. All direct identifiers were
removed in an attempt to make the data anonymous. Last paragraph has shown
that the data are not anonymous and can even identify individual subjects. Be-
cause the group with subjects from American Indian or Native American origin
contains only one subject, it would be desirable for the privacy of the data
subjects to remove this attribute. It is not a direct identifier, since it can only
directly identify an individual if you know a person from American Indian or
Native American origin who participated in this research.

Removing the attribute from the data set is an option, but the researchers
must have a purpose for these data in their research, otherwise they wouldn’t
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have collected them. A better solution would be to pseudonymize the demo-
graphic data, replacing the demographic data by identifiers and storing the
combination of pseudonym and demographic at a separate location, for exam-
ple on a server of a TTP. After pseudonymizing the data, the pseudonymized
data can be used for the research and if researchers need to link their results to
demographics they can request these identifiers from the TTP.

If pseudonymization is being used in the research, storing the name and
address of participants can be considered. This particular case focused on
whether people were comfortable wearing all these devices, and didn’t involve
research on the data. Therefore there is no reason to link the data back to the
data subject. However, if these methods are used in the future in social science,
it might be useful to inform the participants of the results of the research or give
them personal recommendations based on their data. If the researchers don’t
find a use for these data, they should not be stored to minimize data. Data
minimization is one of the core aspects of Data Protection by Design [80].

48



Chapter 11

Conclusion

In this document we have presented our recommendations for complying
with the GDPR regulations in research projects. Important to note is that these
techniques can only be seen in the context of a certain research project. There-
fore we have provided examples of implementations in our individual theses and
a case study in the project discussion. There are multiple ways to implement
the regulations and we do not claim that our recommendations are the only
solution to the problem. Data officers should perform a risk analysis and given
these risks multiple solutions are possible.

11.1 Future work

Due to time constraints we were not able to implement our recommen-
dations in actual implementations. Given that the University of Groningen
is building a system for storing research data, it would be interesting to see
whether our ideas can help with realizing this system.

It would also be interesting to re-evaluate this document when the GDPR
is in effect in May 2018. It could be compared to other documents with technical
implementations that are forthcoming, for example the currently missing chap-
ters of the SDM. It would also be interesting to revisit this document when the
first cases of violations of the GDPR occur, to see whether our implementations
would have been sufficient to protect the privacy of the data subjects.
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and related-key attack on the full AES-256.” Advances in Cryptology-
CRYPTO 2009. Springer Berlin Heidelberg, 2009. 231-249. https://link.
springer.com/chapter/10.1007/978-3-642-03356-8_14

[17] Biryukov, Alex, and Dmitry Khovratovich. ”Related-key cryptanalysis of
the full AES-192 and AES-256.” Advances in Cryptology–ASIACRYPT
2009 (2009): 1-18. https://link.springer.com/chapter/10.1007%

2F978-3-642-10366-7_1?LI=true

[18] Lucks, Stefan. ”Attacking Seven Rounds of Rijndael under 192-bit and
256-bit Keys.” AES Candidate Conference. Vol. 2000. 2000. https://

novowebmail.ime.usp.br/~rt/cranalysis/lucksRijndael.pdf

[19] Gilbert, Henri, and Marine Minier. ”A Collision Attack on
7 Rounds of Rijndael.” AES Candidate Conference. Vol. 230.
2000. https://www.researchgate.net/profile/Henri_Gilbert/

publication/268431132_A_collisions_attack_on_the_7-rounds_

Rijndael/links/5698d37308aea2d743771d7c.pdf

51

https://708e8bd3-a-bb6ad6f3-s-sites.googlegroups.com/a/ijrit.com/papers/home/V1I1242.pdf?attachauth=ANoY7cqVo13YR8h7GvsL0ne1xoIlcDPSGuWkbex50LUARFl9wjdrCen43JS5K2ZZlP7_Rjf5rHou0BMPcpT97GjfGJjk_HyD9NHWhmET_9StKsCTbect9fguHIEqs8YyM3EBx3NS-5t7-42OvP0Rhgp_yTGSdxoJfOWuXvnq0epWW_3fw8yh50_sesD82lEj7Sa1qEFFHoDmJfX-5CjRsd9vXJ7PU0ewaA%3D%3D&attredirects=0
https://708e8bd3-a-bb6ad6f3-s-sites.googlegroups.com/a/ijrit.com/papers/home/V1I1242.pdf?attachauth=ANoY7cqVo13YR8h7GvsL0ne1xoIlcDPSGuWkbex50LUARFl9wjdrCen43JS5K2ZZlP7_Rjf5rHou0BMPcpT97GjfGJjk_HyD9NHWhmET_9StKsCTbect9fguHIEqs8YyM3EBx3NS-5t7-42OvP0Rhgp_yTGSdxoJfOWuXvnq0epWW_3fw8yh50_sesD82lEj7Sa1qEFFHoDmJfX-5CjRsd9vXJ7PU0ewaA%3D%3D&attredirects=0
https://708e8bd3-a-bb6ad6f3-s-sites.googlegroups.com/a/ijrit.com/papers/home/V1I1242.pdf?attachauth=ANoY7cqVo13YR8h7GvsL0ne1xoIlcDPSGuWkbex50LUARFl9wjdrCen43JS5K2ZZlP7_Rjf5rHou0BMPcpT97GjfGJjk_HyD9NHWhmET_9StKsCTbect9fguHIEqs8YyM3EBx3NS-5t7-42OvP0Rhgp_yTGSdxoJfOWuXvnq0epWW_3fw8yh50_sesD82lEj7Sa1qEFFHoDmJfX-5CjRsd9vXJ7PU0ewaA%3D%3D&attredirects=0
https://708e8bd3-a-bb6ad6f3-s-sites.googlegroups.com/a/ijrit.com/papers/home/V1I1242.pdf?attachauth=ANoY7cqVo13YR8h7GvsL0ne1xoIlcDPSGuWkbex50LUARFl9wjdrCen43JS5K2ZZlP7_Rjf5rHou0BMPcpT97GjfGJjk_HyD9NHWhmET_9StKsCTbect9fguHIEqs8YyM3EBx3NS-5t7-42OvP0Rhgp_yTGSdxoJfOWuXvnq0epWW_3fw8yh50_sesD82lEj7Sa1qEFFHoDmJfX-5CjRsd9vXJ7PU0ewaA%3D%3D&attredirects=0
https://708e8bd3-a-bb6ad6f3-s-sites.googlegroups.com/a/ijrit.com/papers/home/V1I1242.pdf?attachauth=ANoY7cqVo13YR8h7GvsL0ne1xoIlcDPSGuWkbex50LUARFl9wjdrCen43JS5K2ZZlP7_Rjf5rHou0BMPcpT97GjfGJjk_HyD9NHWhmET_9StKsCTbect9fguHIEqs8YyM3EBx3NS-5t7-42OvP0Rhgp_yTGSdxoJfOWuXvnq0epWW_3fw8yh50_sesD82lEj7Sa1qEFFHoDmJfX-5CjRsd9vXJ7PU0ewaA%3D%3D&attredirects=0
http://www.ijarcs.in/index.php/Ijarcs/article/view/3745
http://www.ijarcs.in/index.php/Ijarcs/article/view/3745
http://ieeexplore.ieee.org/abstract/document/5966408/
https://pdfs.semanticscholar.org/b2b0/d5548483c8afcf79e5c2f317b13de20e1f68.pdf
https://pdfs.semanticscholar.org/b2b0/d5548483c8afcf79e5c2f317b13de20e1f68.pdf
http://www.ijettcs.org/Volume3Issue4/IJETTCS-2014-08-25-137.pdf
http://www.ijettcs.org/Volume3Issue4/IJETTCS-2014-08-25-137.pdf
https://www.researchgate.net/profile/Mohiy_M_Hadhoud/publication/50996668_Performance_Evaluation_of_Symmetric_Encryption_Algorithms/links/0deec51b8a2cddd0b2000000.pdf
https://www.researchgate.net/profile/Mohiy_M_Hadhoud/publication/50996668_Performance_Evaluation_of_Symmetric_Encryption_Algorithms/links/0deec51b8a2cddd0b2000000.pdf
https://www.researchgate.net/profile/Mohiy_M_Hadhoud/publication/50996668_Performance_Evaluation_of_Symmetric_Encryption_Algorithms/links/0deec51b8a2cddd0b2000000.pdf
https://link.springer.com/book/10.1007/978-3-319-49530-9
https://link.springer.com/chapter/10.1007/978-3-642-03356-8_14
https://link.springer.com/chapter/10.1007/978-3-642-03356-8_14
https://link.springer.com/chapter/10.1007%2F978-3-642-10366-7_1?LI=true
https://link.springer.com/chapter/10.1007%2F978-3-642-10366-7_1?LI=true
https://novowebmail.ime.usp.br/~rt/cranalysis/lucksRijndael.pdf
https://novowebmail.ime.usp.br/~rt/cranalysis/lucksRijndael.pdf
https://www.researchgate.net/profile/Henri_Gilbert/publication/268431132_A_collisions_attack_on_the_7-rounds_Rijndael/links/5698d37308aea2d743771d7c.pdf
https://www.researchgate.net/profile/Henri_Gilbert/publication/268431132_A_collisions_attack_on_the_7-rounds_Rijndael/links/5698d37308aea2d743771d7c.pdf
https://www.researchgate.net/profile/Henri_Gilbert/publication/268431132_A_collisions_attack_on_the_7-rounds_Rijndael/links/5698d37308aea2d743771d7c.pdf


[20] Vaudenay, Serge. ”On the weak keys of Blowfish.” Fast Software En-
cryption. Springer Berlin/Heidelberg, 1996. https://link.springer.com/
chapter/10.1007%2F3-540-60865-6_39?LI=true

[21] Cornwell, Jason W., and G. A. Columbus. ”Blowfish survey.” Department
of Computer Science. Columbus: GA Columbus State University (2012):
1-6. https://cs.columbusstate.edu/cae-ia/studentpapers/cornwell.
jason.pdf

[22] Ferguson, Niels, et al. ”Improved cryptanalysis of Rijndael.” International
Workshop on Fast Software Encryption. Springer Berlin Heidelberg, 2000.
https://link.springer.com/chapter/10.1007/3-540-44706-7_15

[23] Moriai, Shiho, and Yiqun Lisa Yin. ”Cryptanalysis of Twofish (II).” (2000).
http://citeseerx.ist.psu.edu/viewdoc/download;jsessionid=

ACE6749664E8CD129FB58A8788497465?doi=10.1.1.159.6782&rep=rep1&

type=pdf

[24] Schneier, Bruce, et al. ”The Twofish team’s final comments on AES Se-
lection.” AES round 2 (2000). https://www.researchgate.net/profile/
Chris_Hall21/publication/237458884_The_TwoTHsh_Team%27s_Final_

Comments_on_AES_Selection/links/54e47f770cf282dbed6fe614/

The-TwoTHsh-Teams-Final-Comments-on-AES-Selection.pdf

[25] Knudsen, Lars R., et al. ”On the design and security of RC2.” International
Workshop on Fast Software Encryption. Springer Berlin Heidelberg, 1998.
https://link.springer.com/chapter/10.1007/3-540-69710-1_14

[26] Kaliski Jr, Burton S., and Yiqun Lisa Yin. ”On differential and linear crypt-
analysis of the RC5 encryption algorithm.” Annual International Cryptology
Conference. Springer Berlin Heidelberg, 1995. https://link.springer.

com/chapter/10.1007/3-540-44750-4_14

[27] Rivest, Ronald L. ”The RC5 encryption algorithm.” International Work-
shop on Fast Software Encryption. Springer Berlin Heidelberg, 1994. https:
//link.springer.com/chapter/10.1007/3-540-60590-8_7

[28] Knudsen, Lars, and Willi Meier. ”Improved differential attacks on RC5.”
Advances in Cryptology—CRYPTO’96. Springer Berlin/Heidelberg, 1996.
https://link.springer.com/chapter/10.1007%2F3-540-68697-5_17?

LI=true

[29] Borst, Johan, Bart Preneel, and Joos Vandewalle. ”Linear Cryptanalysis
of RC5 and RC6.” International Workshop on Fast Software Encryption.
Springer Berlin Heidelberg, 1999. https://link.springer.com/chapter/
10.1007/3-540-48519-8_2

[30] Gilbert, Henri, et al. ”A statistical attack on RC6.” International Workshop
on Fast Software Encryption. Springer Berlin Heidelberg, 2000. https://
link.springer.com/chapter/10.1007/3-540-44706-7_5

[31] Knudsen, Lars R., and Willi Meier. ”Correlations in RC6 with a reduced
number of rounds.” International Workshop on Fast Software Encryption.
Springer Berlin Heidelberg, 2000. https://link.springer.com/chapter/
10.1007/3-540-44706-7_55

52

https://link.springer.com/chapter/10.1007%2F3-540-60865-6_39?LI=true
https://link.springer.com/chapter/10.1007%2F3-540-60865-6_39?LI=true
https://cs.columbusstate.edu/cae-ia/studentpapers/cornwell.jason.pdf
https://cs.columbusstate.edu/cae-ia/studentpapers/cornwell.jason.pdf
https://link.springer.com/chapter/10.1007/3-540-44706-7_15
http://citeseerx.ist.psu.edu/viewdoc/download;jsessionid=ACE6749664E8CD129FB58A8788497465?doi=10.1.1.159.6782&rep=rep1&type=pdf
http://citeseerx.ist.psu.edu/viewdoc/download;jsessionid=ACE6749664E8CD129FB58A8788497465?doi=10.1.1.159.6782&rep=rep1&type=pdf
http://citeseerx.ist.psu.edu/viewdoc/download;jsessionid=ACE6749664E8CD129FB58A8788497465?doi=10.1.1.159.6782&rep=rep1&type=pdf
https://www.researchgate.net/profile/Chris_Hall21/publication/237458884_The_TwoTHsh_Team%27s_Final_Comments_on_AES_Selection/links/54e47f770cf282dbed6fe614/The-TwoTHsh-Teams-Final-Comments-on-AES-Selection.pdf
https://www.researchgate.net/profile/Chris_Hall21/publication/237458884_The_TwoTHsh_Team%27s_Final_Comments_on_AES_Selection/links/54e47f770cf282dbed6fe614/The-TwoTHsh-Teams-Final-Comments-on-AES-Selection.pdf
https://www.researchgate.net/profile/Chris_Hall21/publication/237458884_The_TwoTHsh_Team%27s_Final_Comments_on_AES_Selection/links/54e47f770cf282dbed6fe614/The-TwoTHsh-Teams-Final-Comments-on-AES-Selection.pdf
https://www.researchgate.net/profile/Chris_Hall21/publication/237458884_The_TwoTHsh_Team%27s_Final_Comments_on_AES_Selection/links/54e47f770cf282dbed6fe614/The-TwoTHsh-Teams-Final-Comments-on-AES-Selection.pdf
https://link.springer.com/chapter/10.1007/3-540-69710-1_14
https://link.springer.com/chapter/10.1007/3-540-44750-4_14
https://link.springer.com/chapter/10.1007/3-540-44750-4_14
https://link.springer.com/chapter/10.1007/3-540-60590-8_7
https://link.springer.com/chapter/10.1007/3-540-60590-8_7
https://link.springer.com/chapter/10.1007%2F3-540-68697-5_17?LI=true
https://link.springer.com/chapter/10.1007%2F3-540-68697-5_17?LI=true
https://link.springer.com/chapter/10.1007/3-540-48519-8_2
https://link.springer.com/chapter/10.1007/3-540-48519-8_2
https://link.springer.com/chapter/10.1007/3-540-44706-7_5
https://link.springer.com/chapter/10.1007/3-540-44706-7_5
https://link.springer.com/chapter/10.1007/3-540-44706-7_55
https://link.springer.com/chapter/10.1007/3-540-44706-7_55


[32] Wang, Meiqin, Xiaoyun Wang, and Changhui Hu. ”New linear crypt-
analytic results of reduced-round of CAST-128 and CAST-256.” In-
ternational Workshop on Selected Areas in Cryptography. Springer
Berlin Heidelberg, 2008. https://link.springer.com/chapter/10.1007/
978-3-642-04159-4_285

[33] Kelsey, John, Tadayoshi Kohno, and Bruce Schneier. ”Amplified
boomerang attacks against reduced-round MARS and Serpent.” In-
ternational Workshop on Fast Software Encryption. Springer Berlin
Heidelberg, 2000. https://link.springer.com/chapter/10.1007%

2F3-540-44706-7_65

[34] Kelsey, John, and Bruce Schneier. ”MARS Attacks! Preliminary Crypt-
analysis of Reduced-Round MARS Variants.” AES Candidate Confer-
ence. 2000. http://csrc.nist.gov/archive/aes/round2/conf3/papers/
16-jkelsey.pdf

[35] Biham, Eli, et al. ”New attacks on IDEA with at least 6 rounds.” Journal of
Cryptology 28.2 (2015): 209-239. https://link.springer.com/article/
10.1007/s00145-013-9162-9

[36] Hawkes, Philip. ”Differential-linear weak key classes of IDEA.” Advances in
Cryptology—EUROCRYPT’98 (1998): 112-126. https://link.springer.
com/chapter/10.1007%2FBFb0054121?LI=true

[37] Biham, Eli, and Adi Shamir. ”Differential cryptanalysis of DES-like cryp-
tosystems.” Journal of CRYPTOLOGY 4.1 (1991): 3-72.https://link.
springer.com/article/10.1007/BF00630563

[38] Lai, Xuejia, James L. Massey, and Sean Murphy. ”Markov ciphers and
differential cryptanalysis.” Workshop on the Theory and Application of of
Cryptographic Techniques. Springer Berlin Heidelberg, 1991.https://link.
springer.com/chapter/10.1007/3-540-46416-6_2

[39] Lai, Xuejia. On the design and security of block ciphers. Diss. 1992.
1991.https://www.research-collection.ethz.ch/bitstream/handle/
20.500.11850/140723/eth-38650-01.pdf

[40] Meier, Willi. ”On the security of the IDEA block cipher.” Workshop
on the Theory and Application of of Cryptographic Techniques. Springer
Berlin Heidelberg, 1993, 1991.https://link.springer.com/chapter/10.
1007/3-540-48285-7_32f

[41] Knudsen, Lars R., and Vincent Rijmen. ”Truncated differentials of
IDEA.” Department of Electrical Engineering, ESAT–COSIC Tech-
nical Report 97 1 (1997).https://pdfs.semanticscholar.org/8ff5/
7794f150586c37546be9c1a4abff4b69b627.pdf

[42] Kohno, Tadayoshi, John Kelsey, and Bruce Schneier. ”Prelim-
inary Cryptanalysis of Reduced-Round Serpent.” AES Candi-
date Conference. 2000.https://pdfs.semanticscholar.org/0e12/
c49f18f2659e6cf57f02e1396812381b4b53.pdf

53

https://link.springer.com/chapter/10.1007/978-3-642-04159-4_285
https://link.springer.com/chapter/10.1007/978-3-642-04159-4_285
https://link.springer.com/chapter/10.1007%2F3-540-44706-7_65
https://link.springer.com/chapter/10.1007%2F3-540-44706-7_65
http://csrc.nist.gov/archive/aes/round2/conf3/papers/16-jkelsey.pdf
http://csrc.nist.gov/archive/aes/round2/conf3/papers/16-jkelsey.pdf
https://link.springer.com/article/10.1007/s00145-013-9162-9
https://link.springer.com/article/10.1007/s00145-013-9162-9
https://link.springer.com/chapter/10.1007%2FBFb0054121?LI=true
https://link.springer.com/chapter/10.1007%2FBFb0054121?LI=true
https://link.springer.com/article/10.1007/BF00630563
https://link.springer.com/article/10.1007/BF00630563
https://link.springer.com/chapter/10.1007/3-540-46416-6_2
https://link.springer.com/chapter/10.1007/3-540-46416-6_2
https://www.research-collection.ethz.ch/bitstream/handle/20.500.11850/140723/eth-38650-01.pdf
https://www.research-collection.ethz.ch/bitstream/handle/20.500.11850/140723/eth-38650-01.pdf
https://link.springer.com/chapter/10.1007/3-540-48285-7_32f
https://link.springer.com/chapter/10.1007/3-540-48285-7_32f
https://pdfs.semanticscholar.org/8ff5/7794f150586c37546be9c1a4abff4b69b627.pdf
https://pdfs.semanticscholar.org/8ff5/7794f150586c37546be9c1a4abff4b69b627.pdf
https://pdfs.semanticscholar.org/0e12/c49f18f2659e6cf57f02e1396812381b4b53.pdf
https://pdfs.semanticscholar.org/0e12/c49f18f2659e6cf57f02e1396812381b4b53.pdf


[43] Kelsey, John, Bruce Schneier, and David Wagner. ”Related-key crypt-
analysis of 3-way, biham-des, cast, des-x, newdes, rc2, and tea.” Interna-
tional Conference on Information and Communications Security. Springer
Berlin Heidelberg, 1997.https://link.springer.com/chapter/10.1007/
BFb0028479

[44] 1999.http://csrc.nist.gov/publications/fips/fips46-3/fips46-3.
pdf

[45] Daemen, Joan, and Vincent Rijmen. ”AES proposal: Rijndael.”
(1999).http://www.cs.miami.edu/home/burt/learning/Csc688.012/
rijndael/rijndael_doc_V2.pdf

[46] Schneier, Bruce. ”Description of a new variable-length key, 64-bit block
cipher (Blowfish).” Fast software encryption. Springer Berlin/Heidelberg,
1994.https://link.springer.com/chapter/10.1007%2F3-540-58108-1_
24?LI=true

[47] Schneier, Bruce, et al. ”Twofish: A 128-bit block cipher.” NIST
AES Proposal 15 (1998).http://ivanlef0u.fr/repo/madchat/crypto/
hash-lib-algo/twofish/twofish.pdf

[48] Rivest, Ron. ”A Description of the RC2 (r) Encryption Algorithm.”
(1998).https://tools.ietf.org/html/rfc2268.html

[49] Rivest, Ronald L., et al. ”The RC6TM block cipher.” First Advanced
Encryption Standard (AES) Conference. 1998.http://people.csail.mit.
edu/rivest/pubs/RRSY98.pdf

[50] Carlisle Adams and Stafford Tavares 1996.https://www.rfc-editor.org/
rfc/pdfrfc/rfc2144.txt.pdf

[51] Burwick, Carolynn, et al. ”MARS-a candidate cipher for AES.” NIST AES
Proposal 268 (1998).http://cryptosoft.de/docs/Mars.pdf

[52] Lai, Xuejia, and James L. Massey. ”A proposal for a new block encryption
standard.” Workshop on the Theory and Application of of Cryptographic
Techniques. Springer Berlin Heidelberg, 1990.https://link.springer.
com/chapter/10.1007/3-540-46877-3_35

[53] Knudsen, Ross Anderson1 Eli Biham2 Lars. ”Serpent: A proposal for
the advanced encryption standard.” First Advanced Encryption Standard
(AES) Conference, Ventura, CA. 1998.http://www2.mat.dtu.dk/people/
Lars.R.Knudsen/serpent/serpent.pdf

[54] Wheeler, David, and Roger Needham. ”TEA, a tiny encryption algorithm.”
Fast Software Encryption. Springer Berlin/Heidelberg, 1995.https://link.
springer.com/chapter/10.1007%2F3-540-60590-8_29?LI=true

[55] Chodowiec, Pawel R. Comparison of the hardware performance of
the AES candidates using reconfigurable hardware. Diss. George
Mason University, 2002.https://pdfs.semanticscholar.org/67cc/
843eb8f9194efb1c9125e1f4a5fc68f9d3eb.pdf

54

https://link.springer.com/chapter/10.1007/BFb0028479
https://link.springer.com/chapter/10.1007/BFb0028479
http://csrc.nist.gov/publications/fips/fips46-3/fips46-3.pdf
http://csrc.nist.gov/publications/fips/fips46-3/fips46-3.pdf
http://www.cs.miami.edu/home/burt/learning/Csc688.012/rijndael/rijndael_doc_V2.pdf
http://www.cs.miami.edu/home/burt/learning/Csc688.012/rijndael/rijndael_doc_V2.pdf
https://link.springer.com/chapter/10.1007%2F3-540-58108-1_24?LI=true
https://link.springer.com/chapter/10.1007%2F3-540-58108-1_24?LI=true
http://ivanlef0u.fr/repo/madchat/crypto/hash-lib-algo/twofish/twofish.pdf
http://ivanlef0u.fr/repo/madchat/crypto/hash-lib-algo/twofish/twofish.pdf
https://tools.ietf.org/html/rfc2268.html
http://people.csail.mit.edu/rivest/pubs/RRSY98.pdf
http://people.csail.mit.edu/rivest/pubs/RRSY98.pdf
https://www.rfc-editor.org/rfc/pdfrfc/rfc2144.txt.pdf
https://www.rfc-editor.org/rfc/pdfrfc/rfc2144.txt.pdf
http://cryptosoft.de/docs/Mars.pdf
https://link.springer.com/chapter/10.1007/3-540-46877-3_35
https://link.springer.com/chapter/10.1007/3-540-46877-3_35
http://www2.mat.dtu.dk/people/Lars.R.Knudsen/serpent/serpent.pdf
http://www2.mat.dtu.dk/people/Lars.R.Knudsen/serpent/serpent.pdf
https://link.springer.com/chapter/10.1007%2F3-540-60590-8_29?LI=true
https://link.springer.com/chapter/10.1007%2F3-540-60590-8_29?LI=true
https://pdfs.semanticscholar.org/67cc/843eb8f9194efb1c9125e1f4a5fc68f9d3eb.pdf
https://pdfs.semanticscholar.org/67cc/843eb8f9194efb1c9125e1f4a5fc68f9d3eb.pdf


[56] Elminaam, Diaa Salama Abdul, Hatem Mohamed Abdul Kader,
and Mohie Mohamed Hadhoud. ”Performance evaluation of sym-
metric encryption algorithms.” IJCSNS International Journal
of Computer Science and Network Security 8.12 (2008): 280-
286.https://www.researchgate.net/profile/Mohiy_M_Hadhoud/
publication/50996668_Performance_Evaluation_of_Symmetric_

Encryption_Algorithms/links/0deec51b8a2cddd0b2000000.pdf

[57] EAlam, Md Imran, and Mohammad Rafeek Khan. ”Performance and effi-
ciency analysis of different block cipher algorithms of symmetric key cryp-
tography.” International Journal of Advanced Research in Computer Science
and Software Engineering 3.10 (2013).https://pdfs.semanticscholar.
org/f6d0/396faee9556b263739055e8c0e5e1e7dfa71.pdf

[58] Rizvi, S. A. M., Syed Zeeshan Hussain, and Neeta Wadhwa. ”Performance
analysis of AES and TwoFish encryption schemes.” Communication Systems
and Network Technologies (CSNT), 2011 International Conference on. IEEE,
2011.http://ieeexplore.ieee.org/abstract/document/5966408/

[59] Kumar, Mitali Vijay, and Arvind Sharma. ”A survey on various cryp-
tography techniques.” IJETTCS 3.4 (2014).http://www.ijettcs.org/
Volume3Issue4/IJETTCS-2014-08-25-137.pdf

[60] Nie, Tingyuan, Chuanwang Song, and Xulong Zhi. ”Performance eval-
uation of DES and Blowfish algorithms.” Biomedical Engineering and
Computer Science (ICBECS), 2010 International Conference on. IEEE,
2010.http://ieeexplore.ieee.org/abstract/document/5462398/

[61] Mahajan, Prerna, and Abhishek Sachdeva. ”A Study of Encryption Al-
gorithms AES, DES and RSA for security.” Global Journal of Com-
puter Science and Technology 13.15 (2013).https://computerresearch.
org/index.php/computer/article/view/272

[62] Khan, Shujaat, and Mansoor Ebrahim. ”Symmetric Algorithm Survey:
A Comparative Analysis.” Mansoor Ebrahim-IJCA (2013).https://arxiv.
org/abs/1405.0398

[63] Mushtaque, Md Asif. ”Comparative Analysis on Different parameters of
Encryption Algorithms for Information Security.” JCSE International Jour-
nal of Computer Science 2.4 (2014).http://www.ijcseonline.org/pub_
paper/IJCSE-00187.pdf

[64] Schneier, Bruce, and Doug Whiting. ”A Performance Comparison of
the Five AES Finalists.” AES Candidate Conference. 2000.).https://www.
schneier.com/academic/paperfiles/paper-aes-comparison.pdf

[65] Amigo, J. M., Ljupco Kocarev, and Janus Szczepanski. ”Theory and prac-
tice of chaotic cryptography.” Physics Letters A 366.3 (2007): 211-216.http:
//www.sciencedirect.com/science/article/pii/S0375960107002216

[66] Paul, A. J., P. Mythili, and K. Paulose Jacob. ”Matrix based crypto-
graphic procedure for efficient image encryption.” Recent Advances in In-
telligent Computational Systems (RAICS), 2011 IEEE. IEEE, 2011.http:
//ieeexplore.ieee.org/abstract/document/6069296/

55

https://www.researchgate.net/profile/Mohiy_M_Hadhoud/publication/50996668_Performance_Evaluation_of_Symmetric_Encryption_Algorithms/links/0deec51b8a2cddd0b2000000.pdf
https://www.researchgate.net/profile/Mohiy_M_Hadhoud/publication/50996668_Performance_Evaluation_of_Symmetric_Encryption_Algorithms/links/0deec51b8a2cddd0b2000000.pdf
https://www.researchgate.net/profile/Mohiy_M_Hadhoud/publication/50996668_Performance_Evaluation_of_Symmetric_Encryption_Algorithms/links/0deec51b8a2cddd0b2000000.pdf
https://pdfs.semanticscholar.org/f6d0/396faee9556b263739055e8c0e5e1e7dfa71.pdf
https://pdfs.semanticscholar.org/f6d0/396faee9556b263739055e8c0e5e1e7dfa71.pdf
http://ieeexplore.ieee.org/abstract/document/5966408/
http://www.ijettcs.org/Volume3Issue4/IJETTCS-2014-08-25-137.pdf
http://www.ijettcs.org/Volume3Issue4/IJETTCS-2014-08-25-137.pdf
http://ieeexplore.ieee.org/abstract/document/5462398/
https://computerresearch.org/index.php/computer/article/view/272
https://computerresearch.org/index.php/computer/article/view/272
https://arxiv.org/abs/1405.0398
https://arxiv.org/abs/1405.0398
http://www.ijcseonline.org/pub_paper/IJCSE-00187.pdf
http://www.ijcseonline.org/pub_paper/IJCSE-00187.pdf
https://www.schneier.com/academic/paperfiles/paper-aes-comparison.pdf
https://www.schneier.com/academic/paperfiles/paper-aes-comparison.pdf
http://www.sciencedirect.com/science/article/pii/S0375960107002216
http://www.sciencedirect.com/science/article/pii/S0375960107002216
http://ieeexplore.ieee.org/abstract/document/6069296/
http://ieeexplore.ieee.org/abstract/document/6069296/


[67] Wong, Kwok-Wo, Bernie Sin-Hung Kwok, and Wing-Shing Law. ”A fast
image encryption scheme based on chaotic standard map.” Physics Letters
A 372.15 (2008): 2645-2652.http://www.sciencedirect.com/science/
article/pii/S0375960107017768

[68] Laplante, Philip A. ”Real-time imaging.” IEEE Potentials 23.5 (2004): 8-
10.http://ieeexplore.ieee.org/document/1368909/

[69] Wu, Yue, Joseph P. Noonan, and Sos Agaian. ”NPCR and UACI random-
ness tests for image encryption.” Cyber journals: multidisciplinary journals
in science and technology, Journal of Selected Areas in Telecommunications
(JSAT) (2011): 31-38.https://www.researchgate.net/profile/Yue_
Wu14/publication/259190481_NPCR_and_UACI_Randomness_Tests_for_

Image_Encryption/links/0c96052a80913343e2000000.pdf

[70] Recommendation, I. T. U. T. H. ”GENERIC CODING OF MOVING
PICTURES AND ASSOCIATED AUDIO INFORMATION: VIDEO.”
(1995).http://inf-server.inf.uth.gr/courses/CE401/tree_menu/
tutorials/MPEG2/13818-2.pdf

[71] Liu, Fuwen, and Hartmut Koenig. ”A survey of video encryp-
tion algorithms.” computers & security 29.1 (2010): 3-15.http://www.
sciencedirect.com/science/article/pii/S0167404809000698

[72] Lian, Shiguo. ”Efficient image or video encryption based on spatiotemporal
chaos system.” Chaos, Solitons & Fractals 40.5 (2009): 2509-2519.http:
//www.sciencedirect.com/science/article/pii/S0960077907009277

[73] Rivest, Ronald L., Adi Shamir, and Leonard Adleman. ”A method for ob-
taining digital signatures and public-key cryptosystems.” Communications
of the ACM 21.2 (1978): 120-126.http://dl.acm.org/citation.cfm?id=
359342

[74] Shannon, Claude E. ”Communication theory of secrecy systems.” Bell Labs
Technical Journal 28.4 (1949): 656-715.http://onlinelibrary.wiley.
com/doi/10.1002/j.1538-7305.1949.tb00928.x/full

[75] Latanya Sweeney, Simple Demographics Often Identify People Uniquely,
2000, Carnegie Mellon University.

[76] Arvind Narayanan and Vitaly Shmatikov, Robust De-anonymization of
Large Sparse Datasets, May 18 - 21, 2008, SP ’08 Proceedings of the
2008 IEEE Symposium on Security and Privacy Pages 111-125. http:

//dl.acm.org/citation.cfm?id=1398064

[77] Paul Ohm, Broken Promises of Privacy: Responding to the Surprising
Failure of Anonymization, August 13 2009, UCLA Law Review, Vol. 57,
p. 1701, 2010; U of Colorado Law Legal Studies Research Paper No. 9-12.
https://ssrn.com/abstract=1450006

[78] Nebeker C, Lagare T, Takemoto M, et al. Engaging research participants
to inform the ethical conduct of mobile imaging, pervasive sensing, and lo-
cation tracking research. Translational Behavioral Medicine. 2016;6(4):577-
586. doi:10.1007/s13142-016-0426-4.

56

http://www.sciencedirect.com/science/article/pii/S0375960107017768
http://www.sciencedirect.com/science/article/pii/S0375960107017768
http://ieeexplore.ieee.org/document/1368909/
https://www.researchgate.net/profile/Yue_Wu14/publication/259190481_NPCR_and_UACI_Randomness_Tests_for_Image_Encryption/links/0c96052a80913343e2000000.pdf
https://www.researchgate.net/profile/Yue_Wu14/publication/259190481_NPCR_and_UACI_Randomness_Tests_for_Image_Encryption/links/0c96052a80913343e2000000.pdf
https://www.researchgate.net/profile/Yue_Wu14/publication/259190481_NPCR_and_UACI_Randomness_Tests_for_Image_Encryption/links/0c96052a80913343e2000000.pdf
http://inf-server.inf.uth.gr/courses/CE401/tree_menu/tutorials/MPEG2/13818-2.pdf
http://inf-server.inf.uth.gr/courses/CE401/tree_menu/tutorials/MPEG2/13818-2.pdf
http://www.sciencedirect.com/science/article/pii/S0167404809000698
http://www.sciencedirect.com/science/article/pii/S0167404809000698
http://www.sciencedirect.com/science/article/pii/S0960077907009277
http://www.sciencedirect.com/science/article/pii/S0960077907009277
http://dl.acm.org/citation.cfm?id=359342
http://dl.acm.org/citation.cfm?id=359342
http://onlinelibrary.wiley.com/doi/10.1002/j.1538-7305.1949.tb00928.x/full
http://onlinelibrary.wiley.com/doi/10.1002/j.1538-7305.1949.tb00928.x/full
http://dl.acm.org/citation.cfm?id=1398064
http://dl.acm.org/citation.cfm?id=1398064
https://ssrn.com/abstract=1450006


[79] ”Chapter 5: Key definitions – Unlocking the EU General
Data Protection Regulation”, D. Gabel, T. Hickman, Web. 12
July 2017.https://www.whitecase.com/publications/article/
chapter-5-key-definitions-unlocking-eu-general-data-protection-regulation

[80] ”Art. 25 GDPR Data protection by design and by default”, General Data
Protection Regulation (GDPR). Web. 12 July 2017. https://gdpr-info.
eu/art-25-gdpr/

57

https://www.whitecase.com/publications/article/chapter-5-key-definitions-unlocking-eu-general-data-protection-regulation
https://www.whitecase.com/publications/article/chapter-5-key-definitions-unlocking-eu-general-data-protection-regulation
https://gdpr-info.eu/art-25-gdpr/
https://gdpr-info.eu/art-25-gdpr/

	I Project Introduction and Methods
	Acknowledgments
	Project Introduction
	General Data Protection Regulation
	Standard Data Protection Model
	Data minimization
	Availability
	Integrity
	Confidentiality
	Unlinkability
	Transparency
	Intervenability



	II Individual Thesis
	Introduction
	Methods
	Definitions and Scope
	Security Scope of Encryption Algorithms
	Research path

	Results
	Classic Algorithms
	Short summary of classical algorithms
	Performance results of classical methods

	Field Programmable Gate Arrays(FPGA) Implementations
	FPGA explained.
	Performance results regarding FPGA implementations

	Multimedia Algorithms
	Image algorithms
	Video algorithms


	Discussion
	Classic algorithms
	Difference in performance of the same algorithm
	Throughput of algorithms

	FPGA
	Multimedia algorithms
	Image algorithms
	Video algorithm

	Conclusion
	Future work


	III Project Discussion
	Encryption
	Anonymization
	General Data Protection Regulation and anonymization
	Former studies
	Anonymization techniques
	Conclusions

	Pseudonymization
	Encryption
	Hashing
	Tokenization
	Trusted Third Party

	Case study
	Research description
	Personal data
	Discussion
	Encryption
	Anonymization
	Pseudonymization


	Conclusion
	Future work



