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Fraud Detection in Energy Delivery: Using Adaptive Hankel
Matrices in Classification

Abstract

In the Netherlands there is a high correlation between theft of electricity
and cannabis growing operations. Growing rooms and the related electricity
theft pose a risk to the physical safety of the general population due to ille-
gal manipulation of the electricity network, faulty connections, and excessive
consumption of electricity. It is estimated that in the Netherlands yearly 200
million euro of losses are caused by electricity theft by cannabis growing opera-
tions.

Coteq is a Dutch Distribution Network Operator that tries to dismantle
cannabis growing operations in collaboration with local law enforcement. In
order to locate growing operations, a software solution provided by ValueA is
used for the manual identification of patterns in electricity usage indicating
illegal activities.

This thesis provides an extension to the software solution of ValueA by au-
tomating the identification of suspicious patterns. In this thesis three dissimi-
larity measures are compared. Euclidean distance, Hankel based dissimilarity,
and Dynamic Time Warping. Of this three measures the dynamic time warp-
ing is shown to give the best classification results.
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1
Introduction

On the first of March 2018, the Dutch Safety Board (DSB) 1 published a re-
port [5] on the environmental safety of illegal cannabis grow rooms. In the re-
port the DSB highlights the physical safety risk of illegal cannabis cultivation.
Considering the dangers to the public caused by illegal cannabis cultivation
the DSB has made the following recommendation to Netbeheer Nederland, the
affiliation of Dutch Distribution Network Operators (DNOs).

Ensure the continued development in the short term of an au-
tomated measuring system on the distribution network that makes
it possible to measure unsafety at home level caused by the ille-
gal manipulation of the electricity network, excessive consumption
of electricity, and cannabis-related patterns of consumption. De-
tect unsafe connections on the electricity network and act against
residents who cause cannabis-related dangers in the electricity net-
work.[5]

The recommendations capture the importance of DNOs actively trying to de-
tect and act against illegal cannabis growing operations. In this thesis we will
present a system for automatic detection of electricity consumption patterns
related to cannabis growing operations.

1.1 Motivation

The motivation behind this thesis is a combination of solving the practical
problem of automated detection of cannabis-related patterns in electricity con-

1The DSB is an autonomous organization invested in 2005 by the Dutch government to
investigate incidents related to public safety.

1



sumption and the academic motivation for real world application of recent in-
troduced techniques.

1.1.1 Subspace Based Classification

Time-series data consists of sequential measurements ordered over time2. Times-
series, converse to non-sequential data, suffers from something called the align-
ment problem. The alignment problem occurs when only a part of a time-
series is relevant to a certain task, but is obfuscated by the non-relevant parts.
When the relevant part of a times-series 𝐴 occurs in a different part of the
time-series compared to another time-series 𝐵, the time-series 𝐴 and 𝐵 are
misaligned. Due to the alignment problem conventional distance or dissimi-
larity methods, which work well on non-sequential data, might not work on
misaligned times-series data. More information about time-series and the mis-
alignment problem is given in section 4.4.

The alignment problem can be (partly) solved using dissimilarity metrics
based on subspace angles between Hankel matrices. In [56] a comparison was
done regarding several Hankel based dissimilarity metrics. During this re-
search three dissimilarity metrics were tested on 35 time-series datasets taken
from [12]. On average a 10% performance increase3 compared to Euclidean
distance was achieved by using Hankel based dissimilarity measures. In this
research the rotational invariant subspace approximation was found to be the
best performing over most of the used datasets. In this thesis we will deploy
the rotational invariant subspace angle approximation for fraud detection on
the electricity grid to validate its performance in real world application. For
comparison Euclidean distance and Dynamic Time Warping (DTW) will also
be used.

1.1.2 Detecting Cannabis-related Patterns in Electricity Consump-
tion

Coteq is a Dutch DNO licensed to distribute electricity in the municipalities
Almelo, Hof van Twente, and Oldenzaal. At Coteq a small team of experts is
full time employed to battle electricity fraud, with special attention to electric-

2In this thesis only time-series are considered, however the problems relating to time-
series and the techniques used to solve them can be applied to most forms of ordered, sequen-
tial data such as contours, spectrograms, and images.

3In terms of classification rate.
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ity theft committed by cannabis growing operations. The fraud detection team
at Coteq tries to manually identify patterns in the electricity consumption typ-
ical for cannabis growing operations in order to locate and dismantle cannabis
growing operations together with local law enforcement. Manual identification
of suspicious pattern is done using a software solution provided by ValueA.

Manual detection of cannabis-related electricity consumption patterns is
time consuming and tedious work which requires expertise of the typical pat-
terns. Automatic detection of cannabis growing operations would provide sev-
eral benefits.

1. By shifting from manual to automatic detection the experts would be
able to better allocate their time previous spend on the manual examina-
tion of electricity usage patterns.

2. By automating the detection process using machine learning, cannabis
related electricity consumptions unknown to the experts may be found,
resulting in a higher detection rate.

3. Currently the monitoring is limited to one power distribution station at
a time. Automation of detection could lead to the upscaling of the mon-
itor process, making it possible to measure several distribution stations
simultaneously.

The benefits above show the advantages of an automatic detection system
for cannabis related electricity consumption patterns and forms one of the
main motivations for this thesis.

1.2 Contribution

In this thesis we address the problem of automatic detection of suspicious elec-
tricity consumption patterns associated with illegal cannabis growing opera-
tions. The goal of this thesis is to develop tooling for the automatic detection
of suspicious pattern in electricity consumption measurements.

To achieve the goal of an automated detection system we present a pro-
totype to automatically detect suspicious energy consumption behavior to
supplement the software solutions provided by ValueA and to aid the energy
fraud detection team of Coteq. Used techniques include learning vector quanti-
zation combined with subspace angle approximation on Hankel matrices as dis-
similarity measure. The contribution will be a continuation of the work done
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in [60] in which Hankel based methods were explored for time series classifi-
cation without using a sliding windows approach. In this thesis will test the
Hankel based methods in a practical application.

1.3 Related Work

Electricity theft is not a problem unique to the Netherlands, however the strong
correlation between electricity theft and cannabis growing operations might be.
In [69] it is estimated that in 30% of the known cases of electricity theft in the
United Kingdom related to cannabis growing operations4, compared to 95% of
the detected cases in the Netherlands[46].

Other sources which consider electricity theft focus on developing countries
[10, 16, 62] where electricity theft is of a different, more domestic nature. As a
result, most literature does not focus on detection on electricity usage patterns
relating to cannabis growing.

Known solutions for the identification of electricity theft are often based
on smart meters readings, such as the solutions proposed in [10, 16, 35, 46,
57, 62, 77]. These solutions are not suitable for Dutch DNOs due to privacy
laws protecting customer rights. Section six of the code of conduct of Dutch
DNOs [66] states that smart meter data may only be retrieved six times a year
and usage of the smart meter data is restricted to certain cases. This means
Dutch DNOs cannot rely on smart meter readings for the purpose of fraud
detection. This means most related work cannot be used for the practice of
fraud detection.

1.3.1 Scope and Limitation

The main aim of this thesis is the development of an automated fraud detec-
tion system using the Hankel based techniques in [56] using power usage read-
ings from substations. The performance of the developed system will be partly
dependent on how suitable the Hankel based methods are for the problem of
fraud detection on the electricity grid.

The application developed for this thesis will be a standalone prototype,
but will be developed in such a way that it can be embedded into the exist-
ing systems of ValueA with only a few modifications. Focus will be put on the

4Note that the relative amount of stolen electricity relating to cannabis growing opera-
tions might be higher due to the high electricity usage of cannabis growing operations.
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implementations of the various (Hankel based) classifications modules and sup-
porting module needed for data pre-processing and cross validation.

1.4 Organization

This thesis is divided in four parts, all of which have will have a short intro-
duction presenting the topics discussed and their organization. In part I an
embedding of the project is given by providing background information regard-
ing cannabis cultivation, electricity theft and the related dangers. Part II gives
an overview of the techniques and methods used in this thesis. Part III dis-
cusses the technical solution using the methods presented in the previous part.
Here we also discuss the classification pipeline, including the aggregation of
the data and the validation of the used classification models. Finally the re-
sults are presented and discussed in part IV, finalizing with a concluding chap-
ter and an overview of possible future work.

5



Part I

Cannabis Cultivation and
Energy Fraud
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Introduction

This thesis presents a solution for the automated detection of cannabis related
patterns in electricity consumption. In this part embedding of this thesis is
presented by given a culture background into the cultivation and regulation
of cannabis growing in the Netherlands in chapter 2. With this background
we get a better understanding of cannabis cultivation in the Netherlands, and
how it is possible to detect these operations via their electricity consumption
patterns.

In the next chapter, chapter 3 the dangers and financial cost of electricity
theft are discussed, giving a better insight into the motivation of Dutch DNOs
to actively look for cannabis growing operations within their service area.

7



2
Cannabis Regulation and Cultivation

In this chapter background information is provided into the regulations of
cannabis cultivation in the Netherlands and the typical characteristic of a
cannabis growing operation. Section 2.1 is pure informative and provide some
background information regarding the regulation of cannabis in the Nether-
lands. In section 2.2 general methods for cultivating cannabis used by profes-
sional producers. These methods might provide some background into why it
is deemed feasible to detect cannabis growing operations on basis of their elec-
tricity usage.

2.1 Cannabis Regulations in the Netherlands

While in most European countries both the cultivation and trade of cannabis
are illegal, cannabis legislation in the Netherlands is in a juxtaposition due to
its tolerance policy.

In 1976 the opium wet (opium law) was introduced in which the distinction
between hard and soft drug was made and the tolerance policy was introduced.
The tolerance policy regarding soft drug entails that the sale of cannabis re-
lated products is a criminal offense, but is tolerated by the Public Prosecution
Service for some designated parties (coffee shops). The possession and produc-
tion of cannabis by members of the public is also tolerated for small quantities,
cannabis cultivation on a professional level is however prosecuted. Cultiva-
tion is considered professional when six or more cannabis plants are grown, or
when equipment is used to promote the growth of the cannabis yield[67]. This
leads to the curious situation in which the selling of cannabis by coffee shops
is allowed and regulated, but the so called back door, growing cannabis to sup-
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ply coffee shops, is still illegal. As a result, most of the cannabis production
occurs in criminal circuits.

2.2 Cannabis Cultivation

In [7] an overview is given about cannabis in the Netherlands, including the
history, growing culture, the associated criminality, and the combat against
cannabis related criminality. When cannabis became popular around 1960
most cannabis was imported from hot climate countries like Morocco, since
the Dutch climate is not very suitable for cannabis cultivation. Some cannabis
was (and still is) grown outside, but the colder climate does not allow for suc-
cessful growth of high grade cannabis on a larger scale. At the start of the
eighties growers started growing indoors using artificial lighting causing a
switch from imported cannabis to nederwiet, Dutch grown cannabis[78].

Most professional growing operations have an extensive setup using hydro-
culture1, artificial lighting, air extraction systems, automated watering and
fertilizing systems. The general grow period is 71 days; 63 days with a twelve-
hour lighting period and eight days with eighteen hours of lighting.

In [72] the effect of electric lighting on floral development and potency of
cannabis plants were examined. During the study an experiment was con-
ducted in which different strains of cannabis were grown under various light-
ing intensities with an artificial day length of twelve hours. The study spanned
the range (400 − 500W m−2) for a flowering cannabis crop recommended in
an assortment of published and on-line growing guides. The majority of illicit
cannabis growing operations in the Netherlands were reported to use power
levels within this range. There was a significant 𝑝 < 0.0001 correlations found
between the power level and total mass of THC produced. This study shows
that in general cannabis growers will have a typical pattern of high electricity
usage in order to maximize yield.

From [7, 72] we can conclude there is a typical lighting pattern that is often
used which maximizes the yield of cannabis production. Assuming the power
usage is high enough, it is feasible to distinguish the usage pattern of cannabis
growing from other electricity usage patterns. This makes examination of elec-
tricity consumption a fruitful method for the detection of cannabis growing
operations.

1Hydroculture is a method to grow plants without soil.
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3
Electricity Theft: Dangers and Losses

When a distribution network operation (DSN) transmits electricity to its cus-
tomers, a certain percentage of the electricity the DSN distributed is lost; there
is a difference between the amount of electricity delivered to the distribution
system and the amount of electricity that customers are billed for.

A part of the loss in electricity is caused by the physical properties of the
components of the distribution network. This type of loss is known as techni-
cal loss. An example cause of technical loss is the electrical resistance of the
power lines and transmission systems causing electricity to be converted to
heat.

A second type of loss is known as non-technical loss which is the collective
term for all losses not caused by the natural properties of the distribution sys-
tem. Two of the biggest factors of non-technical losses are customers that do
not pay their bills and people committing electricity theft. In the Netherlands
60% of non-technical losses are caused by electricity theft.[23]

Compared to non-paying customers, electricity theft is a difficult problem
since one has to distinguish electricity theft from technical loss and offenders
are (in general) hard to locate.

In this chapter we discuss types of electricity theft and its relation with
cannabis growing in section 3.1. In section 3.2 we give an overview of the eco-
nomic losses caused by electricity theft. We finalize this chapter by highlight-
ing the dangers related to electricity theft and cannabis growing operations in
section 3.3.
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3.1 Electricity Theft

Regular electricity consumption occurs via a metered connection between the
main power line and the and the consumer. The meter tracks the amount of
electricity that is used, and customers are billed based on the meter readings.
Electricity theft occurs when people use electricity without their usage being
registered. In general people commit electricity theft by one of the following
ways[65].

1. Meter tampering: the act of interfering with the meter to corrupt its
readings. This is often done to older, disk type meters by slowing down
or stopping the disk.

2. Bypassing: the act of bypassing the meter between the connection with
the main power line and the main fuse box.

3. Illegal connections: creating a new (illegal) connection with the main
power line.

The last two methods, beside being fraudulent, also have major safety risks
since they require manipulation of live power lines.

3.1.1 The Relation Between Cannabis Cultivation and Electricity
Theft

There is a strong relation between electricity theft and cannabis growing in the
Netherlands. In [7] it is estimated that at eight out of ten cannabis growing
operations electricity is stolen for the purpose of growing cannabis. Stated rea-
sons for cannabis growers to commit energy theft are to maximize profit and
the fear of getting caught by suspiciously high energy bills.

In [64] cannabis growers are stated as being the main offenders of electric-
ity theft. This is also in line with the reports about electricity theft, already
in 1995 there were known cases of cannabis growing operations where elec-
tricity was stolen[7]. Reports from 2012[23], 2014[29], and 2016[30] showed
that yearly around 5000 cannabis growing operations are caught which were
involved with electricity theft.

3.2 Economical Losses Caused by Energy Theft

In [64] some figures regarding the cost of electricity theft in the Netherlands
are presented. In the Netherlands an estimated 1 billion kW h−1 of electricity
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Figure 3.1: An electric installation at a busted cannabis growing operation. (Photo courtesy of www.politie.nl,
2016.)

is stolen each year. This amount represent 200 million euro of financial losses,
would this electricity be sold to consumers. This amount is based on the fol-
lowing calculations: in the Netherlands there are an estimated 30 thousand
illegal cannabis growing operations which, on average, use 35 thousand kW h−1

of electricity a year. Of the 200 million euro of financial losses 20% consists
of transportation costs, 45% delivery costs, and 35% in taxes. Yearly around
150 million kW h−1 is reclaimed from people convicted of electricity theft, this
represents about 15% of the amount of the stolen energy.

Dutch DNOs together employ around hundred people full time to find and
prosecute people committing electricity theft, bringing addition cost to the raw
value of stolen electricity.

3.3 Dangers Related to Cannabis operations

Besides the economic losses, DNOs also clamp down on energy theft due to its
related dangers. One of the major safety risks of cannabis growing operations
is that of fires due to faulty electrical connections. According to [5] at least
75% of dismantled grow rooms each year can be considered dangerous because
of a combination of the high levels of power that are used, the illegal tapping
of electricity, and the fact that the equipment is installed and used inexpertly.
This is illustrated in fig. 3.1 which shows an electrical installation in a busted
grow room.

Due to the illicit nature of cannabis growing operations there is no exact

12
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statistics about cannabis related fires. In 2015 Salvage, a Dutch foundation of
fire insurance companies, estimated in [76] that in the period 2012–2014 two
percent (2%) of all fire insurance claims in the Netherlands were related to
cannabis growing operations. However, [23] states that according to Dutch
police above 30% of all fires in residential areas are caused by illegal cannabis
growing operations. This discrepancy might be explained by cannabis growers
not being eager to file a claim at their insurance company for cannabis related
fires.

In [5, 64] additional health hazards of cannabis growing operations, not re-
lated to electricity, are noted. The most major health hazards are.

• Carbon monoxide poisoning due to bad functioning gas heaters or gener-
ators.

• Carbon dioxide poisoning due to plants using oxygen and releasing car-
bon dioxide.

• Carbon dioxide poisoning due to fertilizers.

• Water damages due to flooding and excessive moisture (including molt
related problems).

• Contamination of water supply and air by chemicals used.

Given the fire hazards and the dangers listed above it is clear that illegal
growing operations bring a danger to the public health.

13



Part II

Pattern Classification
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Introduction

This part supplies the theoretical background of this thesis regarding the ma-
chine learning methods that are used for the classification of suspicious, cannabis
related, patterns of electricity consumption.

First chapter 4 present a general overview of pattern classification, which
special attention to time-series classification and dissimilarity methods. We
also present our classification model used in this thesis, k-nearest neighbors,
as a couple, well known distances metrics. In the following chapter, chapter 5,
the Hankel based methods are presented. These methods present a relatively
quick way for the comparison of time-series. The Hankel based methods are
one of the focus points of this thesis and are therefor explained in detail. The
last chapter of this thesis, chapter 6, the dynamic time warping method is dis-
cussed.

In this part we will focus solely on the theoretical background. The practi-
cal applications of the methods discussed in this part are discussed in the next
part.

15



4
Pattern Classification

Pattern classification is the classic machine learning task of assigning a cate-
gory, class, to some observation based on information present in the observa-
tion.

A single observation is a collection of features, i. e. individual properties of
the phenomenons being observed. When all features are numeric, an obser-
vation can be represented by a feature vector. In this thesis we only consider
observation consisting solely of numerical data.

In this chapter general information regarding pattern classification is given,
with special attention being paid to dissimilarity measures and time-series clas-
sification.

4.1 Classification

When the probabilistic structure of a classification problem is known, classifi-
cation can often be done using a Bayesian classifier [24]. E. g. a new, unseen
observation can be classified by calculating the probability that the observa-
tion belongs to a certain category. This is done using prior and class condi-
tional probabilities and evidence that is present in the observation.

Unfortunately for many problems, knowledge about their probabilistic struc-
ture is incomplete. In most situation only some general knowledge about the
classification problem is available, together with training data, a collection of
observations.

Classifiers classify a new observation based on its similarity to a set of known
observations. More formally stated, given a collection of 𝑁 observations from

16



(a)When𝑘 = 1, the new
observation ( ) is classi ed

as B ( ) .

(b)When𝑘 = 3, the new
observation ( ) is classi ed

as A ( ) .

(c)When𝑘 = 5, the new
observation ( ) is classi ed

as A ( ) .

Figure 4.1: An example of the in uence of choice of𝑘when using KNN. A new observation ( ) is shown together
with known observations from class A ( ) and class B ( ) . Lighter color shades are used to indicate elements

that do not belong to the closest𝑘 observations. To further highlight the𝑘 points closest to the new observation

( ) , a dashed circle is drawnwith its origin in ( ) , surrounding the𝑘 observations closest to ( ) . Note that the
dashed circle is solely a visual aid and does not represent any element in the classi cation algorithm.

𝐶 distinct classes the training set 𝒳 is defined as

𝒳 = {( ⃗𝜉i, 𝑦i) | ⃗𝜉i ∈ ℝ𝑑, 𝑦i ∈ {1, 2 ⋯ , 𝐶}𝑁
𝑖=1} (4.1)

where

⃗𝜉i = feature vector of observation 𝑖,
𝑦i = class label of observation 𝑖,

ℝ𝑑 = feature space of the observations with 𝑑 features

and a new observation ⃗𝜉new, predict the label 𝑦new based on similarities be-
tween ⃗𝜉new and known observations in 𝒳. In the next section the simple but
strong classification algorithm K-Nearest Neighbors (KNN) is explained.

4.2 K-Nearest Neighbors

The nearest neighbor classification rule was introduced in [14] and is based
on the notion things that look alike must be alike [13]. Practically, this means
that, given a set of known observations and some measurement of similarity,
a new observation ⃗𝜉new is classified based on the known observation which is
most similar, i. e. nearest to the new observation.

The nearest neighbor rule can be extended to the k-nearest neighbor rule,
this rule classifies a new observation ⃗𝜉new by assigning it the label most fre-

17



quently represented among the 𝑘 nearest observations. In binary classification
problems the choice of 𝑘 is often an odd number to avoid ties.

A drawback of the KNN classification algorithm are the computational cost
of classifying a new observation, as all distances between the known observa-
tions and the new observation have to be calculated and sorted.

4.2.1 Choice of k

When KNN is used as classification model the parameter 𝑘 must be set. What
value for 𝑘 is appropriate depends on the characteristics of the problem. When
the value for 𝑘 is too low, the model can over-fit on the training data and will
be sensitive to noise. A too large value might result in an under-fitted model.

An example of the influence of 𝑘 is shown in fig. 4.1. Comparing the classi-
fication results in fig. 4.1 we can see that the choice of 𝑘 influences the label
assigned to a new observation.

The proper order of 𝑘 is often identified using cross-validation for different
values of 𝑘, although some heuristics exist in which 𝑘 is often set proportional
to the number of observations in the training-set[17]. More about the choice of
𝑘 can be found in [34].

4.3 Distance and Dissimilarity Measures

In the introduction of this chapter we stated ‘classifiers classify a new observa-
tion based on its similarities with a set of known observations’. Which begs the
question, what is similarity and how can we measure it? In most classification
algorithms a distance function is used. Most distance functions are of a special
type of functions called metrics. A metric on a feature space ℝ𝑑 is a function
𝑑(𝑎, 𝑏) ∶ ℝ𝑑 ×ℝ𝑑 → [0, ∞) adhering to the following properties [24, Chapter 4.6].

Non-negativity 𝑑(𝑎, 𝑏) ≥ 0, all distances between two points are greater or
equal to zero.

Reflexivity 𝑑(𝑎, 𝑏) = 0 ⇔ 𝑎 = 𝑏.

Symmetry 𝑑(𝑎, 𝑏) = 𝑑(𝑏, 𝑎)

Triangle-inequality 𝑑(𝑎, 𝑏) + 𝑑(𝑏, 𝑐) ≥ 𝑑(𝑎, 𝑐)
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(a)Using City Block distance𝑑C(𝐴, 𝐵) = 3
and𝑑C(𝐴, 𝐶) = 2.5.
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(b)Using Euclidean distance𝑑E(𝐴, 𝐵) =√
5 ≈ 2.2 and𝑑E(𝐴, 𝐶) = 2.5.

Figure 4.2: To illustrate the effect of the distancemeasure on classi cation, the closest point to𝐴 is calculated

using both the City Block in a and Euclidean distances in b. 𝐵 is the closest to Awhen Euclidean distance is used,

while𝐶 is closest when City Block is used.

An often used distance metric is the Euclidean distance which is defined as

𝑑E( ⃗𝜉a, ⃗𝜉b) = (
𝑑

∑
𝑖=0

( ⃗𝜉a
i − ⃗𝜉b

i )2)
1
2

. (4.2)

Another well-known distance metric is the City Block distance, also known as
the Manhattan distance, given by

𝑑C( ⃗𝜉a, ⃗𝜉b) =
𝑑

∑
𝑖=0

∣ ⃗𝜉a
i − ⃗𝜉b

i ∣. (4.3)

Both the Euclidean and the City Block distance are instances of the more gen-
eralized Minkowski distance,

𝑑( ⃗𝜉a, ⃗𝜉b) = (
𝑑

∑
𝑖=0

( ⃗𝜉a
i − ⃗𝜉b

i )𝑛)
1
𝑛

. (4.4)

Choosing 𝑛 in eq. (4.4) to be 1 or 2 results in the City Block distance or Eu-
clidean distance respectively. The Minkowski distance is equal to the City
Block distance for (𝑛 = 1) and equal to the Euclidean distance when (𝑛 = 2).

The choice of distance function is important in classification problems. This
is illustrated in fig. 4.2, which shows that the point closest to A varies for the
two functions. Which distance function can be considered best in a classifica-
tion problem depends on both the problem and the corresponding data. Speed,
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simplicity, and sensitivity to noise or outliers can all be reasons to prefer one
distance function above others.

4.3.1 Dissimilarity Functions

Consider a dataset which observations contain positions of people relative to
the origin. I. e. the observations contains coordinates of people relative to a
starting position. Given this dataset, what would be a suitable function if we
want to classify people based on the direction they have traveled, invariant
to the distance traveled. In this case a distance function would not work. In-
stead, one can apply a function which returns the angle between feature vec-
tors. Note that the angle between two different vectors can be zero if the vec-
tors have the same direction but different magnitudes. This means the angle
function is not reflexive and therefor is not a metric.

Distance functions and the angle function from above are members of a
group of functions called dissimilarity functions. Dissimilarity functions, as the
name suggests, give some measurement of dissimilarity between objects which
increases as objects become more different. Dissimilarity functions which are
not a metric are called dissimilarity measures.

The output range of a dissimilarity measures does not have to be in the
range [0, ∞), meaning there can be a maximum dissimilarity; this is for ex-
ample the case with the angle function, which has as range [0, 𝜋].

4.4 Time-Series Classification

At the start of this chapter the feature vector was introduced. Often the order
of measurements in the feature vector does not carry any meaning. When, for
example, a feature vector contains measurements like age, height, and weight,
order of the features does not matter, as long as it is consistent within the
data set. This, however, does not hold for time-series.

Time-series consist of a sequence of measurements that are ordered in time,
often sampled using a regular time-interval. Examples of time-series are sound
and video recordings, heart-rate data, EEG data, stock exchanges, and tidal
fluctuation. In most of the literature the term time-series is used as a catch
all phrase that denotes any sequential dataset, including non time related data
such as character- and DNA-sequences.

20



0 𝜋 2𝜋 3𝜋 4𝜋

-1

0

1 Class A

Class B

New Observation

Figure 4.3: Plotted are three observations of time-series, two fromwhich the label is known and a new observation.

In the gure we see that the observation of class A contains a sinusoid and the observation of class B contains a lin-

ear signal. The new observation also contains a sinusoid, but with a phase shift. If the observations are compared

using Euclidean distance, the linear signal from class A is closer to the new observation as the sinusoidal signal

from class B, which seems counter intuitive.

4.4.1 The Misalignment Problem

Compared to non-sequential data, the classification of time-series is often more
difficult. The main obstacles are caused by irrelevant data obscuring patterns
which are highly predictive of a class and patterns which are shifted relative to
each other.

Consider for example a sound-bite which starts and ends with background
noise. When the irrelevant parts of the data are of different lengths for differ-
ent elements in the dataset, the relevant parts are misaligned. This is known
as the misalignment problem. This is illustrated in fig. 4.3. In the figure three
time-series are plotted, two with a known label and a new observation. If we
classify the new signal, class B would be an obvious choice, since both signals
are sinusoids, although both are in a different phase. However, when using Eu-
clidean distance we find 𝑑E(A, new) = 38.0 and 𝑑E(B, new) = 50.1. Thus, the
new observation is classified as a linear signal, class A.

In the next chapter we present a Hankel based dissimilarity method as a
solution to the misalignment problem. Using this method the dissimilarity be-
tween the two sinusoids is approximately zero while the dissimilarity between
the linear signal and the sinusoid is 0.48.
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5
Subspaces and Hankel Matrices

In chapter 4, section 4.4 we discussed the alignment problem with classifying
time-series data, showing incorrectly aligned times-series can lead to high in-
ner class distances when the wrong distance function is used. In this chapter
we present a Hankel based dissimilarity measure which does not suffer from
the alignment problem. We first give some theoretical background on Linear
Time-Invariant (LTI) systems in section 5.1. Next we explain the concepts of
subspaces in section 5.2 and how to measure dissimilarities between subspaces
in section 5.3.

5.1 LTI Systems

Dynamical systems provide a way to model the temporal evolution of a data
sequence. This section provides some background regarding LTI systems, which
is the simplest dynamical system.

Given an ordered measurement sequence 𝑌 = 𝑦0, 𝑦1, … , 𝑦k with 𝑦 ∈ ℝ𝑑, the
temporal evolution of this sequence is modeled as a function of a low dimen-
sional state vector 𝑥k ∈ ℝ𝑑 that changes over time [53]. The LTI system is
defined as

𝑦k = C𝑥k (5.1)
𝑥k = A𝑥k−1 + 𝑤k, (5.2)

Here 𝑦k is the output of the linear measurement equation, 𝑥k is the output of
the linear state equation, the matrices A and C are constant over time, and
𝑤k represents uncorrelated zero mean Gaussian measurement noise. A visual
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𝑥k = ⃗𝐴𝑥k−1 + 𝑤k

𝑥k

Noise

𝑦k = ⃗𝐶𝑥k𝑥0

𝑤k

𝑥k 𝑦k

Figure 5.1: A visual representation of a LTI system. The state equation is initialized with𝑥0 and constant ⃗𝐴. The

measurement equation is initilialized with constant ⃗𝐶. At each time-step𝑘,𝑥k is determined in the state equation

using its constant ⃗𝐴 and its previous output,𝑥k−1 as input. In themeasurement equation𝑦k is determined using

the output of the state equation and its constant ⃗𝐶. The factor𝑤k represents uncorrelated zeromeanGaussian

measurement noise.

representation of a LTI system is presented in fig. 5.1.
Given a measurement 𝑌 , one can estimate A, C, and the starting position

𝑥0 to identify the corresponding LTI system for classification purposes. The
identification of the triple is however a non convex problem1 and thus, given
a finite measurement 𝑦𝑘, a triple (A, C, 𝑥0) which can generate such a mea-
surement is not guaranteed to be unique [53]. Consequently, system identifica-
tion is computationally expensive and not robust, which makes it unsuitable
for classification purposes. These problems can be avoided by using subspace
identification on Hankel matrices associated with the measurement signals [71].
Here the key insight is that, given a dynamical system, all output measure-
ments lie on a single subspace, assuming a noiseless output. This means that
the subspace spanned by the columns of a Hankel matrix is equivalent to the
subspace of the associated LTI system. Therefor the subspace spanning a LTI
system can be found and used for classification purposes, without identifying
the underlying LTI system.

1A non convex problem can have multiple local optimal solutions, making it hard to prove
a found solution is the optimal, e. g. global, solution.
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5.2 The Hankel Matrix

Given a sequence 𝑌 = 𝑦0, 𝑦1, … , 𝑦m+n of order 𝑚, the associated Hankel matrix
is given by

𝐻𝑦 =
⎡
⎢
⎢
⎢
⎢
⎣

𝑦0 𝑦1 𝑦2 ⋯ 𝑦n
𝑦1 𝑦2 𝑦3 ⋯ 𝑦n+1
𝑦2 𝑦3 𝑦4 ⋯ 𝑦n+2
⋮ ⋮ ⋮ ⋮ ⋮

𝑦m 𝑦m+1 𝑦m+2 ⋯ 𝑦m+n

⎤
⎥
⎥
⎥
⎥
⎦

. (5.3)

where 𝑚 is the maximal order of the LTI system[74] and the columns of 𝐻𝑦
contain all the subsequences of 𝑌 of length 𝑚 and the anti-diagonals of 𝐻𝑦 are
constant.

Given that 𝐻y is Hankel matrix associated with the output of the measure-
ment in eq. (5.1) of the LTI system we can, in the absence of noise, 𝑤k = 0,
rewrite eqs. (5.1) and (5.2) to express 𝑦k in terms of the triple (C, A, 𝑥0):

𝑦k = C𝑥k

= CA𝑥k−1

= CA2𝑥k−2 (5.4)
= ⋯
= CA𝑡𝑥0.

(5.5)

Consequently 𝐻𝑦 can be rewritten to

𝐻y = Γ𝑋, (5.6)

where

Γ =
⎡
⎢
⎢
⎣

C
CA

⋮
CA𝑚

⎤
⎥
⎥
⎦

and 𝑋 = [𝑥0 𝑥1 ⋯ 𝑥k] . (5.7)

Equation (5.6) shows that the columns of 𝐻y and Γ span the same subspace
regardless of the initial values of the LTI system. This means that given two
measurements from the same LTI system, the smallest principal angle between
the subspaces of the Hankel matrices is zero [53]. In other words, the subspace
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angles between the Hankel matrices of two output measures can be used to
identify whether these outputs could be produced by the same LTI system.
Note that, since the relation between output signals and LTI systems is not
unique. However, for classification purposes it is fair to assume that two Han-
kel matrices which share the same subspace belong to the same LTI system,
and thus belong to the same class. In the next section methods for both the
calculation and approximation of the subspace angles between two Hankel ma-
trices are given.

5.2.1 Hankel Dimensions

In the section above we show how a Hankel matrix is constructed from a se-
quence 𝑌 = 𝑦0, 𝑦1, … , 𝑦m+n, using 𝑚 for the number of rows and 𝑛 for the
number of columns. Although [74] states that 𝑚 must be set to the maximum
order of the LTI system, there is not much research done on how to find the
right dimension of the Hankel matrices. In [53, 74] the number of rows and
columns of the Hankel matrix are chosen such that the Hankel matrix is as
square as possible, while in [52] the number of rows is set to be twice the num-
ber of columns. In all cases no definite argument is presented as to why the
dimensions are chosen as such. In [56] the dimension of the Hankel matrices
were choosing empirically based on classification performance using nearest
neighbor for 35 different datasets, no direct correlations between the found di-
mensions and classification results where found.

5.2.2 Normalization of Hankel Matrices

A Hankel matrix 𝐻 can be normalized with

�̂� = 𝐻
√‖𝐻 ⋅ 𝐻𝑇 ‖𝐹

, (5.8)

where ‖⋅‖𝐹 denotes the Frobenius norm. The Frobenius norm of a 𝑚×𝑛 matrix
𝐴 is defined as

‖𝐴‖𝐹 =
√√√
⎷

𝑚
∑
𝑖=1

𝑛
∑
𝑗=1

𝑎2
ij. (5.9)
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5.3 Comparison of Subspaces

This section presents the calculations needed to obtain the subspace angles
between two Hankel matrices, as well as two methods that give an approxi-
mation of the subspace. In line with [52, 73, 74] we assume that all Hankel
matrices are normalized according to eq. (5.8).

5.3.1 Subspace Angle

Given two Hankel matrices �̂�𝑝 and �̂�𝑞 associated with the outputs of unknown
LTI systems, we obtain a dissimilarity measure by calculating the subspace
angle between the normalized matrices. This process is known as canonical
correlations of linear subspaces, as it gives a measurement of the correlation
between two subspaces. Given two subspaces 𝐹 and 𝐺 which dimensions are
constraint such that 𝑝 = dim(𝐹) ≥ dim(𝐺) = 𝑞 ≥ 1, the smallest principal
angle 𝜃1(𝐹 , 𝐺) ∈ [0, 1

2𝜋] is defined as

𝜃1 = cos−1 (max
�⃗�∈𝐹

max
⃗𝑣∈𝐺

�⃗�𝑇 ⃗𝑣) (5.10)

with ‖�⃗�‖2 = ‖ ⃗𝑣‖2 = 1.
The other principal angles are defined recursively. Let 𝐹 ⊥

�⃗�𝑘
, 𝐺⊥

⃗𝑣𝑘
be the or-

thogonal complement of 𝐹 and 𝐺 with respect to �⃗�𝑘 and ⃗𝑣𝑘 respectively. Then
the principal angle 𝜃𝑘+1 is

𝜃𝑘+1 = cos−1 ( max
�⃗�∈𝐹 ⊥

�⃗�𝑘

max
⃗𝑣∈𝐺⊥

�⃗�𝑘

�⃗�𝑇 ⃗𝑣) (5.11)

with ‖�⃗�‖2 = ‖ ⃗𝑣‖2 = 1.
This process continues until all principal angles of at least one of the sub-

spaces are represented. A more in depth review on classification using sub-
space angles is given in [1, 6, 41, 88]. In the rest of the paper we will refer to
this method as the subspace angle method.

5.3.2 Subspace Angle Approximation

The calculation of the subspace angle between two Hankel matrices is compu-
tational intensive. It can therefore be beneficial to use an alternative dissimi-
larity measure [52, 55, 73]. The following dissimilarity measure approximates
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the difference between two subspaces

𝑑A(�̂�𝑝, �̂�𝑞) = 2 − ‖�̂�𝑝 ⋅ �̂�𝑇
𝑝 + �̂�𝑞 ⋅ �̂�𝑇

𝑞 ‖𝐹 . (5.12)

In the rest of the thesis we refer to this method as the approximation method.
The approximation of the subspace angle is based on the triangle inequality
on the matrix norm which captures the alignment between two subspaces [52].
We can use the following geometric interpretation to understand how the tri-
angle inequality works on the matrix norm.Consider a matrix as an operation
transforming a space, then the norm of the matrix quantifies the maximum
amount a unit vector is be stretched by this transformation. Given two Hankel
matrices �̂�𝑝 and �̂�𝑞 which are normalized using eq. (5.8), we know that

‖�̂�𝑝 ⋅ �̂�𝑇
𝑝 ‖𝐹 = ‖�̂�𝑞 ⋅ �̂�𝑇

𝑞 ‖𝐹 = 1.

If the subspaces of �̂�𝑝 and �̂�𝑞 are aligned and thus the subspace angle be-
tween two matrices is zero, we have

‖�̂�𝑝 ⋅ �̂�𝑇
𝑝 + �̂�𝑞 ⋅ �̂�𝑇

𝑞 ‖𝐹 = 2,

and thus

𝑑A(�̂�𝑝, �̂�𝑞) = 2 − ‖�̂�𝑝 ⋅ �̂�𝑇
𝑝 + �̂�𝑞 ⋅ �̂�𝑇

𝑞 ‖𝐹 = 0.

Similarly, given two Hankel matrices �̂�𝑟 and �̂�𝑠 whose subspace are not aligned,
based on the triangle inequality we get

‖�̂�𝑟 ⋅ �̂�𝑇
𝑟 + �̂�𝑠 ⋅ �̂�𝑇

𝑠 ‖𝐹 < 2.

and thus

𝑑A(�̂�𝑝, �̂�𝑞) = 2 − ‖�̂�𝑟 ⋅ �̂�𝑇
𝑟 + �̂�𝑠 ⋅ �̂�𝑇

𝑠 ‖𝐹 > 0.

5.3.3 Approximation with Rotation

The subspace angle approximation as defined in eq. (5.12) is invariant to the
direction in which the state changes due to the 𝐻 ⋅ 𝐻𝑇 operation, which results
in a symmetric matrix. For some classification tasks, such as gesture modeling
[74], the direction of change is of importance. To solve this, [74] introduces a
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variant on the approximation method,

𝑑(𝐻𝑝, 𝐻𝑞) = 2 − ||𝐻𝑝 + 𝐻𝑞||𝐹 . (5.13)

Here 𝐻 represents a Hankel matrix normalized according to

𝐻 = 𝐻
||𝐻||𝐹

. (5.14)

This method is referred to as the rotation method. Note that similar to the
approximation method, the rotation method is also based on the triangle in-
equality.
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6
Dynamic Time Warping

In the previous chapter we introduced Hankel based dissimilarity measures,
which work under the presumption all signals are linear. DTW offers a method
for the comparison of non-linear signals and is resistant to expansion or con-
traction of patterns [50]. The dissimilarity measure was originally introduced
as a possible solution for speech recognition problems [75, 83], but is now uti-
lized in many areas such as handwriting recognition tasks [8, 68]; the detection
of structural damages by analyzing ultrasonic wave signals [22]; the classifi-
cation of killer whale vocalizations [9]; sewer flow monitoring [25] and fault
detection in swine wastewater treatment [45].

In this chapter we discuss the calculations of the DTW in section 6.1. We
also discuss some variants in section 6.1.2.

6.1 Classical DTW

Given two observations �⃗� ∈ ℝ𝑚 and ⃗𝑌 ∈ ℝ𝑛 with 𝑋 = 𝑥1, 𝑥2, … , 𝑥𝑚 and
𝑌 = 𝑦1, 𝑦2, … , 𝑦𝑛 with the same sampling rate, but not necessary the same
length, the fluctuation in timing can be represented as a sequence of tuples
containing matched indices of �⃗� and ⃗𝑌 .

𝐹 = 𝑐1, 𝑐2, … , 𝑐𝐾

where 𝑐𝑘 contains the indices from �⃗� and ⃗𝑌 ,

𝑐𝑘 = (𝑖𝑘, 𝑗𝑘)
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with

𝑖𝑘 ∈ {1, 2 … , 𝑚}
𝑗𝑘 ∈ {1, 2 … , 𝑛}.

In other words, sequence 𝐹 represents a mapping of the time axis of �⃗� onto
that of ⃗𝑌 . This sequence is the warping path, also known as the warping func-
tion or matching path.

To be valid a warping path must meet the following three conditions.

1. The boundary condition requires alignment of the first and last ele-
ments of �⃗� and ⃗𝑌 . Thus, 𝑐1 = (1, 1) and 𝑐𝐾 = (𝑚, 𝑛)

2. The monotonicity condition enforces that matching cannot be done
backwards in time. This means that given a match 𝑐𝑘(𝑖𝑘, 𝑗𝑘), for all
matches 𝑐𝑙 where 𝑘 < 𝑙, 𝑖𝑘 ≤ 𝑖𝑙 and 𝑗𝑘 ≤ 𝑗𝑙 have to hold.

3. The step size condition dictates that 𝐹 has a continuity, meaning that
no element from �⃗� and ⃗𝑌 can be omitted and all tuples in 𝐹 must be
distinct.

In fig. 6.1 four possible paths are illustrated between two observations. Here
fig. 6.1a is a valid warping path, meeting all conditions. All other paths are
breaking one of the conditions above. In fig. 6.1b the boundary condition is
broken, in fig. 6.1c the monotonicity condition is not met, and fig. 6.1d gives
an example of discontinuity.

When the two observations are linear and thus have no timing differences,
the warping path is equal to the diagonal line 𝑖 = 𝑗. When the timing differ-
ences grow, the warping path deviates from the line 𝑖 = 𝑗. Thus, the warp-
ing path defines how the temporal axis of signals are locally stretched or com-
pressed in order to reduce temporal differences between the observations.

In the next sections we give a dissimilarity measure between two signals for
a given warping path and explain how this dissimilarity measure is used to
obtain the optimal path.

6.1.1 Warping Path Dissimilarity

The warping path forms the basis of the DTW method and can be used to
define a dissimilarity as follows. Given the warping path 𝐹 = 𝑐0, 𝑐1, … , 𝑐𝐾
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Figure 6.1: Illustrations on paths of index tuples for some sequences �⃗� of length6 and ⃗𝑌 of length 7. Given is

one valid warping path in a and three invalid warping paths. In b the boundary condition is violated by starting at

(0, 2). In c monotonicity is broken by going from (3, 4) to (2, 4). In d continuity is broken by going from (1, 2) to
(3, 3). Adapted from [26].

between two observations �⃗� and ⃗𝑌 we can measure the distance between the
tuples 𝑐 = (𝑖, 𝑗):

𝑑P(𝑐) = 𝑑P(𝑖, 𝑗) = ∥𝑥𝑖 − 𝑦𝑗∥.

Using this point-to-point distance, we can calculate the dissimilarity between
two signals for a given warping path as the summation of the distances of the
warping path 𝐹 with length 𝐾,

𝑑dtw(𝐹) =
𝐾

∑
𝑘=0

𝑑𝑃 (𝑐𝑘). (6.1)

Although this formula is well-defined and symmetric, it is not positive definite
and does not satisfy the triangle inequality [26]. Thus, similar to the Hankel
based dissimilarity, DTW defines a dissimilarity measure and not a metric.

Alternatives exist from the dissimilarity above. For example in [15, 75] a
weighted version is used. In the next section we give the classical method for
obtaining the warping path using the dissimilarity function above.

6.1.2 Warping Path

A warping path 𝐹 identifies the relative stretching/compressing of the tempo-
ral axes of observations. The optimal warping path, 𝐹 ∗ it the path which gives
the lowest dissimilarity using eq. (6.1), by warping the timing axes such that
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the correspondence between the two signals is maximized. Note that there can
be multiple warping paths with the lowest cost.

In this section we will present the classical method for finding the optimal
warping path as given in [75, 83]. This method calculates 𝑑DTW(𝐹 ∗) using
dynamic programming by defining a recursive definition of the shortest path
from the tuple (𝑖, 𝑗) to (0, 0).

𝑑c (0, 0) = 𝑑p (0, 0)

𝑑c(𝑖, 𝑗) = 𝑑p(𝑖, 𝑗) + min

⎧{{
⎨{{⎩

𝑑c(𝑖 − 1, 𝑗 − 1)
𝑑c(𝑖 − 1, 𝑗)
𝑑c(𝑖, 𝑗 − 1)

(6.2)

Given some observations �⃗� with length 𝑚 and ⃗𝑌 with length 𝑛, for which
there exist some optimal path 𝐹 ∗ we get 𝑑c(𝑚, 𝑛) = 𝑑DTW(𝐹 ∗).

In fig. 6.2 an example is given of an optimal warping path between two sig-
nals, resulting in a dissimilarity of zero between the two observations.

This dynamic approach has as advantage that the computational complexity
of finding the optimal path is 𝒪(𝑚 ⋅ 𝑛), while a brute-force approach has an
exponential complexity.

Dynamic Time Warping Derivatives

In the section above the original algorithm is presented for finding the warping
path. Several other methods exist which mainly differ in the definition of what
constitutes a valid warping path, or which penalize deviations from the linear
path. Other alternatives may apply an alternative distance measure 𝑐(𝑖, 𝑗) to
calculate the point-to-point distances. In [9] some alternatives are shown for
calculating the optimal warping path.
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(c) Point-to-point distancematrix between𝑋 and

𝑌 using city block distance. The resulting warping

path is shown using green highlighting.

(d)Visualization of the point-to-point matching

between𝑋 and𝑌 .

Figure 6.2: Given are two signals𝑋 given in a and𝑌 given in b with length of7 and8 respectively. In c the point-

to-point distancematrix between𝑋 and𝑌 is given using City Block Distance. The warping path is shown in the

point-to-point matrix by highlighting the corresponding cells. In d the warping is visualized by drawing a dashed

line betweenmatched points in the warping path.
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Introduction

In the previous part the theoretical background of the methods used in this
thesis were given. We presented one classification model, k-nearest neighbors,
and three different types of methods for calculating dissimilarity between ob-
servations. The euclidean distance metric, Hankel based dissimilarity measures,
and dynamic time warping.

In this part we present the classification pipeline which will form the tech-
nical solution for the detection of cannabis related patterns of electricity con-
sumption. First we will give a general overview of the complete classification
pipeline in chapter 7, providing an overview of all steps in the pipeline from
data acquisition, up until the validation of the used classification techniques.
Next chapter 8 discussed how the energy usage data is recorded, stored and
labeled to create a training set. The following chapter, chapter 9 discusses the
pre-processing steps, while the last chapter, chapter 10, presents the classifica-
tion model and methods used for its validation.
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7
Classification Pipeline

In this chapter we introduce the classification pipeline constructed for the de-
tection of suspicious signals on the electricity network. The pipeline starts
with aggregation of the data at distribution stations and is finalized with cross
validation to measure the performance of our classification model. The com-
plete pipeline visualized in fig. 7.1.

1. Data Acquisition

2. Aggregation

3. Labeling

4. Filtering

5. Pre-processing

6. Cross-validation

Figure 7.1: The complete classi cation pipeline. The purple steps, 1 to 3, are out of the scope of this thesis and

done by ValueA and Coteq. The green steps, 4 - 6, are developed as part of this thesis.

We distinguish between two phases. In the first phase the training data is
created. In the second phase this training data is used to test the various clas-
sification algorithms.

The first phase consists of step 1 to 3: data collection, aggregation, and la-
beling. These steps are outside the scope of this thesis and are done by a col-
laborative effort of Coteq and ValueA. The end results of the first phase is a
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labeled dataset containing observations of suspicious and non suspicious elec-
tricity consumption.

The second phase consists of step 4 to 6: filtering, pre-processing, and cross-
validation. In this phase the training dataset is cleaned up, normalized, and
used to test the different classification techniques discussed in the previous
chapters. In this phase the validation is important to achieve a better under-
standing of which technique provides a viable solution to the problem and
which do not. The next chapters discuses the steps of the classification pipeline.
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8
Electricity Usage Data

In this chapter we discuss the first three steps from the classification pipeline.
Data acquisition, aggregation, and labeling. While these steps were done prior
to the start of this thesis, they are discussed in this chapter, providing back-
ground information regarding the nature of the data and the labeling.

8.1 Data Acquisition

At Coteq usage data is gathered by an energy monitor located in transforma-
tion and distribution substations. The monitor used to gather the data is a
‘METSyS Total Demand Monitor’. The monitor allows for concurrent measure-
ments on a maximum of twelve (three phase) connections. More information
about the monitor system can be found at [42].

The METSyS monitor system can measure both phases and neutral of the
electric potential (volts), electric power (watts), and electric current (amperes).
However, since this thesis is an exploratory research we will focus on the mea-
surements of the electric current. This measurement is to be most discrimina-
tory for the detection of cannabis growing operations according to fraud ex-
perts at Coteq.

During the monitoring process data is collected over thirty seconds intervals
and aggregated using the average. The data is then stored in a PostgreSQL
database [33], along with relevant meta-data such as time-stamp, cable num-
ber, and phase. During the monitoring process care is taken to ensure a con-
stant sampling rate over all measurements. This is importance for dissimilarity
measures as the DTW.
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8.2 Data Aggregation

In the previous section we discussed how the electricity usage data is collected.
The next step in the process is to split the data into 24 hour intervals, from
00:00 to 24:00. Thus, a single observation in the dataset consists of a measure-
ments over a one-day period on one phase of a cable. Furthermore, the mea-
surements are aggregated by averaging over fifteen, thirty and sixty minute
intervals. This has multiple positive effects.

• The signal length is drastically reduced. For example, when an aggre-
gation window of 15 minutes is used, the length of the observations is
shrunken from 2880 to 96. This means classification is less expensive
both in terms of computational power and memory.

• Averaging signals works as noise suppression by suppressing high peaks
and low dips.

• In cases of missing data were the gaps in the time-series fall within the
aggregation window, the missing data will be automatically be imputed
by the averaging.

In the next section the use of aggregation as a noise reduction technique is
further illustrated.

8.2.1 Noise Reduction

By aggregation the observations to a large time windows, noise in the form of
high and low peaks are reduced. In fig. 8.1 the effect of aggregation are shown.
When the original signal is aggregated using the average over sixty minute in-
tervals, the resulting signal is much smoother, while the important character-
istics are still present. Here the resolution, aggregation window, is important.
When this window is too small, noise will still be presented. When the aggre-
gation window is too large, defining characteristics of the signal, patterns in
the signal that are important for classification, can get lost.

8.3 Manual Data Labeling

After the data aggregation, the data is labeled by the fraud experts at Coteq.
This is done in a setup in which single, 24 hour observations are shown to the
fraud expert in random order. No identifiers like date and place are shown,
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Figure 8.1: To illustrated the use of aggregation as noise reduction, a raw signal is plotted along with a version

aggregated using the average over 60minute intervals. The raw observation is plotted using a thin blue line, while

the aggregated signal is plotted using a thicker orange line. We can see the aggregated version is much smoother

as the original signal, while still following the overall trend.

but the fraud expert is able to switch between the fifteen, thirty and sixty min-
utes aggregation modes.

On the basis of the patterns visible in the observation the fraud expert will
label an observation suspicious or normal to the best of his/her knowledge.
In case of high uncertainty about the right label the observation may also be
labeled unknown.

This way of labeling differs from the normal setup in which the fraud expert
analyze the electricity usage. In a normal situation fraud experts look at data
of multiple days in a row and take meta information like day of the week and
location into consideration when classifying measurements. This is done to
prevent false positives by normal, non-fraudulent activities. Example settings
which can cause false positive are large offices, factories and schools, which
shows, similar to growing operations, a pattern of high electricity usage for
an extended long period each day. Such patterns are often not visible during
weekends. Therefor it is import for classification accuracy to check if a certain
patterns is present throughout the week, since offices are often closed during
the weekend while cannabis operations are not. This check is unfortunately
not possible in the setup used for the labeling of the data.
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9
Pre-Processing

In the previous chapter we discussed how the electricity usage data is collected,
aggregated, and labeled. These steps are part of the already existing frame-
work of ValueA and Coteq. In this chapter we move into the scope of this the-
sis and discuss the pre-processing steps taken in the classification pipeline.

Pre-processing is a vital step in any machine learning solution. It ensures
the available data is as clean as possible, contains little noise and irrelevant
features. In case of missing data, imputation can also be a part of the pre-
processing process.

The first pre-processing step in the classification pipeline is already dis-
cussed in section 8.2 of the previous chapter. In section 9.1 we discuss filter-
ing of the dataset, removing all observations unsuitable for training purposes.
The final pre-processing step, normalization, is discussed in section 9.2. Be-
sides the pre-processing steps discussed in this chapter, principal component
analyses and Fourier transformation were tested as ways for dimensionality
reduction. Unfortunately these techniques did not work on the given dataset
and are therefor not discussed.

9.1 Filtering

The first pre-processing step that is taken is the filtering of observations which
are not suitable for classification purposes. There are three cases an observa-
tions is considered not suitable for classification.

• When it has too many consecutive missing values.

• When an observation was recorded on a changing day.
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• When the fraud experts were not certain about activity in the observa-
tion.

All three cases are discussed below.

9.1.1 Missing Values

Some observations in the dataset have missing data. Due to circumstances,
for example when a power outage occurs, no measurements were recorded for
some period. When the duration of the reading failure is short, the missing
data is automatically imputed when aggregating the data. However, when the
failure period is larger as the aggregation window, the aggregated signal still
contains missing data. In these cases the observations are removed from the
dataset.

9.1.2 Changing Days

Since there is only one monitor system at Coteq available, the system is moved
to a new distribution substation on a weekly basis. This is done to ensure
complete coverage of their service area. During a changing day the METSyS
system is disconnected, moved to a new substation, and reconnected. How-
ever, due to the way the measurements are stored, aggregated and labeled, the
changing procedures result in observations containing measurements from two
locations. Therefore, all observations recorded on a changing day also removed
from the dataset.

9.1.3 Unknown Labels

In some cases the fraud experts were not certain whether an observation should
be considered suspicious or normal. In these cases the observations are given
the label ‘unknown’. Observations labeled as such are removed from the dataset.

9.1.4 Remaining Data

After removing observations with missing data, unknown labels, and observa-
tions recorded on changing days the resulting training set contains 4700 obser-
vations. Due to the nature of the dataset there is a large imbalance between
the distribution of the classes. Of all remaining observations 89% is labeled
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normal and 11% is labeled as suspicious. Note that we not reduce this imbal-
ance by re-sampling the dataset. Since nearest neighbor is used as classifica-
tion model, multiple occurrences of the same observations would have no effect.
Would we use a classification model which requires training such as learning
vector quantization, re-sampling is advisable.

9.2 Normalizing

After filtering, the next pre-processing step is the scaling of the data using the
z-score. This normalization step is used to scale features such that they have
the same properties as a normal distribution, having a zero means and unit
variance. In general, given a feature 𝜉i with a known mean 𝜇i and standard
divination 𝜎i, the normalized feature is given by

̂𝜉i = 𝜉i − 𝜇i
𝜎i

. (9.1)

In this thesis all used observations consists of measurements of a single fea-
ture, electric current. However, in the normalization step we consider at what
point of day a measurement is recorded. This is done since the average elec-
tricity usage changes with the time of day. In general people use more en-
ergy during noon than at midnight. Therefor we scale all measurements taken
at time 𝑡 using the mean and standard deviations of the measurements also
recorded at that time.

In the following chapter, section 10.2, we discuss how the methods are val-
idated by splitting the dataset into training and test datasets to simulate the
performance in the real world. When we normalize the data we have to ensure
that the mean 𝜉i and standard deviation 𝜎i are estimated using only the data
in the training set.

43



10
Classification Model and Validation

In the previous chapter we discussed the steps of the classification pipeline
with dealt pre-processing of the data. In this chapter we discuss the remaining
steps of the classification pipeline, the classification model and its validation.

10.1 Classification Model

In the previous part we presented one classification model, k-nearest neighbors
and three different types of dissimilarity measures, Euclidean distance, Hankel
based dissimilarities, and dynamic time warping.

In this thesis we focus on examining which dissimilarity measure is most
suitable for the classification of electricity usage data. Therefor one of the sim-
plest classification models is used, nearest neighbors. By using this classifica-
tion model it is straightforward to compare the different dissimilarity measure-
ments since the classification model does not have to be trained and does not
require parameter tweaking.

Below we explain the reasoning behind each choice of dissimilarity measure.

1. Euclidean distance. The first dissimilarity measure that is used is the
Euclidean distance metric discussed in section 4.3, eq. (4.2). Although
the Euclidean distance is not very suitable for time-series classification,
as discussed in section 4.4 of chapter 4, there are still a few reasons the
choice was made to implement the distance measure. The Euclidean dis-
tance metric is a simple and quick method which is often used as perfor-
mance baseline. Secondly, little is known about the classification models
for electricity consumption patterns. For example, although likely, we
are not certain the classification of electricity consumption suffers from
the alignment problem. Using the Euclidean distance as a baseline pro-
vides insight into the nature of the electricity consumption data.
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2. Subspace angle approximation method. This dissimilarity measure is
chosen since it was proven successful in [56] when applied to a range of
time-series datasets taken from the UCR time-series archive [12]. How-
ever, as the maintainers of the archive point out in [4] the series in the
datasets are assumed to be of equal length, real valued and have no miss-
ing values. This somewhat optimistic assumptions do not always reflect
problems in real world situations. Therefore, we like to test the Hankel
based dissimilarity measure in a real life application as a succession on
the research conducted in [56]. From the three Hankel based dissimilar-
ity measures presented in chapter 5, only the subspace approximation
method is used. We assume the classification problem is rotational in-
variant and since the subspace angle approximation method has a higher
performance, in terms of accuracy and speed, compared to the exact sub-
space angle method, it is the obvious candidate.

3. Dynamic Time Warping dissimilarity. This dissimilarity measure is used
as secondary baseline for the following two reasons. First, in contrast to
the Hankel based method, the DTW method does not assume the clas-
sification problem to be linear. Secondly, the DTW method has been
proven successful for many datasets [4] and has also been used as base-
line in [4] in which a range of different time series classification tech-
niques are tested.

To validate the performance of the above dissimilarity measure we will use
cross validation. This process will be explained in the next section.

10.2 Cross Validation

To test the performance of a certain classification technique, available data is
often split into a training set and a test set. The training set is then used to
initialize the classification model and to predict the labels of the observations
in the test set. By comparing the predicted labels by the known labels, one
attains a measurement of performance, by observing how many observations
are classified correctly. This validation process can give an indication in how
well a model performs in real life.

When the dataset is split, the quantity of data available for training is re-
duced. Therefor there is less information to be used in classifying, which can
make classification more difficult. Furthermore, when the data is split at ran-
dom, you can not be sure the data in the two sets is representative of the real
life situation. For example, when by accident the observations in the test set

45



are relative easy to classify, the model will have an unrealistic high perfor-
mance which is not representative for the real life performance.

As a solution to the two problems above, k-fold cross validation is used.
Here the dataset is divided into 𝑘 sets. Next each set is used once as testing
set, using the remaining sets as training data. As a result the classification
model is validated a total of 𝑘 times and all observations are classified one
time. The performance of the classification model can then be represented by
the average performance over the 𝑘 folds. In this particular instance we use 10
fold cross validation.

When splitting the data in training and test sets one has to pay attention
to how the data is distributed. Each set should be representative of the overall
nature of the data. This means one has to ensure that the division of the la-
bels is approximately the same over all sets. E. g. all ten sets should consist of
approximately 89% normal observations and 11% suspicious observations.

To ensure different observations are well distributed over all test sets, the di-
vision of the observations between the sets is done at random. This ensures
that all sets are a reflection of the overall dataset. Would the data not be
distributed at random, but using the order as it is stored in the dataset, the
different split could be a misrepresentation. In our case the observations are
stored in chronological order. Would we not distribute the data at random, a
single split could contain measurements from a single distribution station.

As mentioned in section 9.2 the normalization of observations should occur
in every fold using only the training data of the particular fold to estimate the
means and standard deviations.

10.3 Experiment

To test the performance of the nearest neighbor classification in combination
with Euclidean distance, section 4.3, subspace angle approximation, section 5.3.2,
and dynamic time warping chapter 6, all dissimilarity measures are tested us-
ing 10-fold cross validation as explained in section 10.2.

To establish the right aggregation window subspace angle approximation
was used with an aggregation window of 15, 30, and 60 minutes. These win-
dow sizes correspond to the window sizes that are available to the fraud ex-
perts responsible for labeling the data. To establish the right dimensions of
the Hankel matrices. A complete parameter sweep is done for all possible val-
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ues.
To ensure that the ratio between normal and suspicious observations is sim-

ilar among all splits, the two classes are divided separately and combined into
one split. To ensure the same folds are used over the different experiments, the
seed of the random generator is set to a constant.

10.4 Implementation Details

In this section some implementation details about the experiment and classifi-
cation pipeline are presented. The data is stored in a PostgreSQL database [33].
The classification pipeline is done in Python using the following packages.

• Pandas is used to retrieve data from the database [58].

• Numpy is used for the support of matrix and vector operations [70].

• SciPi is used for a few numerical operations such as the scaling of the
data [44].

In the implementation care is taken to ensure compatibility with the exist-
ing framework of ValueA. This means that the classification module can be
used with the raw measurement data. To further ensure compatibility the API
of the classification framework was made equivalent to the machine learning
frameworks of the SciPi modules.

The modules for the cross validation, k-nearest neighbors, euclidean dis-
tance, and Hankel based distances were developed for this thesis. The DTW
module was adapted from [59].
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Results and Conclusion
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11
Results

In this chapter the results of the experiments as discussed in section 10.3 will
be presented. We first present the performance of the three dissimilarity mea-
sures using the optimal settings for the various parameters in section 11.1.
Next we give a more in depth look at the classification behavior when the pa-
rameters are varied.

11.1 Classification Accuracy

In the experiment cross validation is used to simulate how a classification
model would perform in the real world. By comparing the output predictions
of the models by the true labels, as determined by the fraud experts, we get
an indication of the real world performance of the different models.

To rate the performance of the classification models we first look at the
overall accuracy,

Accuracy = # Correctly classified observations
#Total Observations × 100.

The accuracies for the three dissimilarity methods are given in table 11.1.

Dissimilarity Measure Accuracy

Euclidean distance 88 %
Subspace Angle Approximation 90 %
Dynamic Time Warping 94 %

Table 11.1: Best overall accuracy of the dissimilarity measures using nearest neighbor classi cation on 15minute

aggregation window. Accuracy is calculated by combining all results of the 10-fold cross validation.
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Table 11.2: The confusionmatrix projects the real labels of the observations of the labels as predicted by the

model. True Positives (TP) are observation correctly classi ed as containing suspicious patterns, True Negatives

(TN) are observations correctly classi ed as not containing suspicious patterns. False Positives (FP) and False

Negatives (FN) are observations which have gotten an incorrect prediction.

11.1.1 Precision and Recall

The accuracy expresses the performance as the percentage of observations cor-
rectly classified. However, if there is a large imbalance in the classes, the accu-
racy can give a skewed representation of the actual performance. Considering
we have a dataset in which 89% of the observations are labeled normal, we
could achieve an accuracy of 89 % with a classification model which labels all
observations as normal. It is clear that, despite the high accuracy, such model
has no value.

We consider the confusion matrix in table 11.2 to get better insight into
the class-wise performance. Using the confusion matrix we define the metrics
precision and recall as follows:

Precision = 𝑇 𝑃
𝑇 𝑃 + 𝐹𝑃 ⋅ 100 (11.1)

Recall = 𝑇 𝑃
𝑇 𝑃 + 𝐹𝑁 ⋅ 100 (11.2)

The precision denotes the percentage of the signals which are labeled as suspi-
cious which are actually suspicious. The recall denotes the percentage of suspi-
cious signals which are actually detected by the system. The F-score expresses
the harmonic average between the precision and recall.

F-Score = 2 ⋅ recall ⋅ precision
recall + precision (11.3)

In section 8.2 we have discussed the aggregation of the measurement by av-
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Dissimilarity Measure Aggr. Win. Precision Recall F-Score

15 min. 46 % 54 % 50 %
Euclidean Distance 30 min. 45 % 51 % 48 %

60 min. 47 % 51 % 49 %
15 min. 54 % 56 % 55 %

Subspace angle approximation 30 min. 48 % 52 % 50 %
60 min. 49 % 51 % 50 %
15 min. 72 % 70 % 71 %

Dynamic Time Warping 30 min. 76 % 72 % 74 %
60 min. 75 % 71 % 73 %

Table 11.3: The performance of the dissimilarity methods for three different aggregation windows. Scores are

calculated by combining all results of the 10-fold cross validation. For the subspace angle method the optimal

Hankel dimensions are found empirically for each aggregation window. The optimal window is highlighted using a

bold font and different indentation.

eraging over a certain aggregation window. In table 11.3 the prediction and
recall are given for each aggregation window and dissimilarity measure combi-
nation. Here we see that the Euclidean distance and subspace angle approxi-
mation both work best using a 15 minutes aggregation window, while the opti-
mal window for DTW is 30 minutes. Overall we can see the best performance
is reach by using DTW.

11.2 Classification Speed

The classification speeds were determined by taking the average time necessary
to classify a new observation. The average timings are given in table 11.4.

Dissimilarity Method Avg. prediction
speed in sec.

Euclidean Distance 0.31
Subspace Angle approximation 0.46
Dynamic Time Warping 1.59

Table 11.4: Average time needed to classify one observation. All timings were recorded in the same environment.

Note that timingmight differ in relative to the used environment. Therefor speeds shouldmainly be considered

relative to each other.
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12
Discussion

In the previous chapter we presented the results of the experiment as discussed
in section 10.3. In the experiment we mainly focus on finding the optimal dis-
similarity measure for the given problem, classification of suspicious cannabis
related patterns of electricity consumption. In table 11.1 the maximum classi-
fication accuracies are presented for the Euclidean distance, subspace angle ap-
proximation and Dynamic Time Warping. Looking at these results we see that
all three methods are pretty good accurate of around 90%, with the DTW
method being a positive outlier with an accuracy of 94%. The Euclidean dis-
tance has the lowest accuracy of the three methods. This is expected since, as
discussed in section 4.4, the Euclidean distance is not shift invariant and thus
less suitable for the classification of time-series.

When looking at the accuracies we do have to consider the bias in the dataset
towards normal energy usage patterns. The classes in the dataset are very un-
balanced with 89% of the observations have the label normal. This means that
the accuracy alone cannot give a proper indication of performance. As already
discussed in section 11.1.1 a model which classifies all observations all normal
could achieve a 89% accuracy. This is as high as the accuracy of the Euclidean
distance method.

To get a better insight into the performance we look at the precision and
recall. By doing so we focus on the performance regarding the classification of
suspicious signals. This is done since we prefer a false positive over a false neg-
ative. This because the cost of missing a suspicious signal is higher compared
to the cost of further researching a false positive. For the same reasons we also
prefer a high recall above a high precision. Note that there is a limit to choos-
ing false positives above false negatives and the right balance between the two
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should be determined in practice.
When we look at the F-scores given in table 11.3 we can see that the per-

formance of the subspace angle approximation is 5% higher as that of the Eu-
clidean distance. In terms of relative improvement the subspace angle approx-
imation gives a 1.1 performance increase compared to the Euclidean distance.
This is in line with the results of the previous research in [56] in which an av-
erage increase of 1.08 was reached over 35 datasets. Thus, the performance
improvement the Hankel based method brings compared to the Euclidean dis-
tance is as good as expected. However, this increase is small compared to the
improvement that is achieved by using DTW, which performs almost 1.5 times
better. Concerning the aggregation window sizes we see that the DTW works
better in combination with a larger aggregation size compared to the other
two methods. This is positive, since a larger aggregation window results in a
smaller signal length and thus a faster classification.

The high difference in performance between the subspace angle approxima-
tion and DTW might be explained by the data. As explained in section 5.3.1,
the Hankel based methods assume that the patterns in the data are linear,
while the DTW method assumes patterns in the data might be warped. The
results suggest that the latter is probably a better assumption as the former.

In table 11.4 the average time for the classification of one observation is
given. We can see that both the Euclidean distance and the subspace angle
approximation have similar classification speed. This is not surprising, since
the goal of the Hankel based dissimilarity is to have a quick method for the
comparison of time-series. The DTW method is a factor three slower. This is
expected, since finding the warping path is a much more involved optimization
problem instead of a direct calculation.

12.0.1 Training Data

In the experiments we attempt to make the classification results representa-
tive of real world performance by means of cross validation. However, given
the origin of the dataset and its labels we have to make a few remarks regard-
ing the validity of the results. Since the data is labeled by the fraud experts
of Coteq, we have no real data on the true-ness of the labels, e. g. a measure-
ment being suspicious does not guarantee that a cannabis operation is present.
We therefor have to remark that the performance of the classification model
is mostly representative of how well the model can emulate the decision of the
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fraud experts. Given the remark above we have to remember the goals of the
classification model, to automate the detection of cannabis related patterns
of consumption. This goals can still be reached if the system can be used to
replace part of the manual labor.
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13
Conclusion And Future Work

In the Netherlands illegal cannabis growing operations are often associated
with electricity fraud. To avoid detection and paying high energy bills, growers
often steal electricity by circumventing or manipulating power meters. Cannabis
related electricity fraud causes a yearly total financial loss of 200 million euro.
Furthermore, due to faulty connections and high energy usage, growing rooms
bring a danger to the public safety.

At the Dutch DNO Coteq, fraud experts try to detect cannabis related
fraudulent behavior. One of the methods used to identify cannabis growing
operations is the manual inspection of electricity consumption data. Since the
cultivation of cannabis is associated with a typical electricity consumption, it
is possible to detect the presence of a growing operation.

With this thesis we present a solution for the automated detection of cannabis
related patterns in electricity consumption. The automated detected can be
used to lower the workload, reduce the repetitive nature of the manual inspec-
tion of electricity usage data. Automation also allows for the upscaling of mea-
surement locations.

In this thesis we use the classification model nearest neighbors together with
three dissimilarity measure, Euclidean distance, subspace angle approximation,
and Dynamic Time Warping. The results show that the euclidean distance is
not suitable for the classification of suspicious signals and should not be used
in this context. Improvement can be made by employing the shift-invariant
Hankel based dissimilarity subspace angle approximation. This method pro-
vides an improvement on the Euclidean distance method while stile maintain-
ing fast classification speed. However, the highest improvement are made by
using DTW. Using this dissimilarity measure results in a high overall accuracy

55



and a sufficiently high detection rate of suspicious signals. Although the DTW
warping is computationally more expensive as the Hankel based dissimilarity,
the classification improvement is high enough to validate the slower speed.

Overall we can conclude that the automated detection of cannabis related
patterns of consumption is possible, with the DTW dissimilarity measure giv-
ing the best performance of the tested methods.

13.1 Future Work

This thesis presented a first working prototype for the automatic detection of
cannabis related patterns of electricity consumption. As with all prototypes,
improvements can be made to improve accuracy, speed and overall perfor-
mance. In this section we give a few recommendations for future improve-
ments of the classification model.

In this thesis we have tested three dissimilarity methods, of which the DTW
method clearly has the best performance. Many variants on the DTW method
exists which can provide improvement both in terms of speed an accuracy. In
[9] a few alternative methods of determining the warping path are presented.

In [84] a method is presented which creates signal prototypes by combing
observations using warp averaging. This could present a feasible way to reduce
the number of elements in the dataset, which can greatly reduce the computa-
tional power. By creating a prototypical signal one can also gain more insight
into what constitutes a suspicious pattern.

In the experiment and results we have made the assumption the labels in
the dataset were correct. However, as already discussed in section 8.3 the pro-
cess used for the manual labeling of the data was not ideal, the trueness of
the labels depends on the knowledge of the fraud experts and the process al-
lows for human error in the labeling. We therefor have to consider the possibil-
ity that the some observations in the dataset might not have the correct label.
Real life performance might be better or worse as the results presented in this
thesis. Therefor, when the classification system is deployed, improvement in
the labeling can be made by continuously (re-)evaluating the labels of current
and new observations. Further improvement can be made by retroactively la-
beling data as suspicious when a growing operations are caught. This way the
trustworthiness of the suspicious labels can be increased. In addition, this can
lead to the discovery of cannabis related patterns yet unidentified.
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