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Abstract

The use of digital credentials is nowadays common-practice. However,

the awareness of the privacy risk associated with their use has caused

anonymous credentials to gain popularity over the last decade. Batina

et al. showed that the self-blindable credentials from Verheul, which are

intrinsically anonymous, can be efficiently implemented on smart cards.

Unfortunately, the revocation of these self-blindability credentials is com-

plicated.

In this thesis we examine some existing revocation schemes and propose

a new self-blindable credential scheme that uses fast revocation. We

define a formal model for the anonymity and unforgeability of such a

credential scheme and prove the security of our scheme in this model.

Furthermore, we show that the existing self-blindable credential protocols

with revocation are not anonymous.
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Chapter 1

Introduction

In the last couple of decennia, credentials have become an essential part of our
lives: to attend a match of your favourite soccer team you need a club card,
to use public transportation you need your transportation pass, and to buy
liquor you need to prove that you are over 18 by showing, for example, you
driver’s license. By itself these checks are rather harmless. However, the rise
of pervasive digital technologies make this at threath to our privacy.

When you use your driver’s license to prove that you are over 18 years old you
simultaneously reveal your full name, your date of birth, your marital status,
and the fact that you have a driver’s license, none of which is pertinent to
the case at hand. Without technological support the shopkeeper will be hard
pressed to read and memorise all this information and will typically not write
it down, therefore privacy is not at risk. On the other hand, when the driver’s
license is verified digitally the store can record this information. It can easily
link this with your purchase information. In this case, the tell tale signs of the
shopkeeper keeping a record are absent. We would like to design anonymous
credentials that can be used instead of the ordinary ones, to mitigate these
privacy issues.

A driver’s license actually contains a number of facts about the holder. For the
remainder of this thesis we define credentials to be these single facts, instead
of the document as a whole:

A credential is a trust provider’s statement about a thing or a per-
son that is relied upon by other parties [79].

For example, the statements “I am over 18 years”, “I live in Groningen”, “My
first name is Wouter” and “I have a driver’s license” are examples of credentials
with the municipality Groningen as trust provider. The statement “I am a
full-time Computing Science student” is an example of a credential with the
University of Groningen as trust provider.
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1. Introduction

We focus our attention on credentials that are verified automatically, that is by
a computer system, rather than a person. The entrance terminals to the public
transport system are a good example of such a system. In the digital realm
it is reasonably simple to make digital credentials that encode only a single
statement. However, this does not solve all the privacy problems. As a matter
of fact, since all verifications are now processed digitally it is much easier to
store a record of them. This allows anyone with access to these records to
aggregate them and to compile extensive sets of privacy sensitive information.

A first step towards an anonymous system would be to require that credentials
are anonymous, i.e. given a digital credential it should not be possible to decide
who owns it. This property can be achieved by identifying credentials only by a
unique number instead of the holders name. This is how the anonymous public
transport cards in the Netherlands are constructed. However, by examining
records corresponding to this number, travel patterns of the holder of this
card can be identified, even though the identity of the owner is unknown.
Furthermore, these patterns may actually reveal the identity of the owner over
time. Therefore, demanding untraceability is not enough, we need something
stronger: unlinkability. Given two events it should be impossible to figure out
whether they belong together. If a card is traceable then it is surely linkable,
so unlinkability implies untraceability.

1.1 Smart cards

To make digital credentials usable they are often installed on so-called smart
cards. These credit card-like cards feature a very small processor that can
perform simple computational tasks. The Dutch public transport pass, the
OV-Chipkaart, is an example of such a smart card. One can think of a smart
card as a special purpose computer with a single task. In this thesis this task
is to show a credential. Bank cards and credit cards often support other tasks
as well.

It is often suggested to place the functionality of a smart card on the ever more
present, and computationally much more powerful, smart phones. However,
there are some compelling reasons to keep using smart cards. What they lack
in computational power they make up for with security and robustness. They
are very well protected against physical as well as digital attacks. This makes
them the ideal keepers of very sensitive information, like personal identification
numbers, corresponding to the credentials. An attacker needs these keys to be
able to use your credentials, so it is paramount to keep them secret.

1.2 Anonymous credentials

There exist multiple cryptographic protocols that provide unlinkable creden-
tials. Among them are complete systems like U-Prove [18] and Idemix [21].
Both offer a complete system for credential management. These protocols
are constructed around a strong cryptographic primitive called zero-knowledge
proofs, see Chapters 2 and 3. As indicated by the name they leak no knowl-
edge, except for the fact that the holder has a valid credential, and therefore
automatically guarantee anonymity.
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1.3. Problem statement

However, their use has a high price. The resulting protocols are often too
complex to be of practical use on smart cards. The protocol for showing a
single Idemix credential already takes about 10 seconds [11] when implemented
on a smart card, definitely too long for practical purposes. On the other hand,
recent work by Mostowski and Vullers showed that U-Prove credentials can
normally be shown in less than a second. These credentials are, however,
linkable.

In 2001 Verheul demonstrated an alternative credential system [79]. He did
not use zero-knowledge proofs to obtain anonimity. Instead, he used a new
cryptographic operator, a pairing, see Chapter 3, to create a very special type
of credential: self-blindable credentials. These credentials have the property
that they can be completely transformed, i.e. blinded, each time they are shown.
By using randomness in the transformation the owner of a credential can show
a different credential each time, thus obtaining unlinkability almost for free.

An additional advantage of these protocols is that the blinding operation is
cheap, which makes them much more appropriate for use with smart cards. In
fact Batina et al. [5] demonstrated that such an anonymous credential can be
shown in less than a second.

1.3 Problem statement

In real world applications we have to deal with fraud, theft and other possibil-
ities that require invalidating a credential before it expires. Such a revocation
operation is, however, not supported by many credential systems. We would
like to extend the work by Batina et al. [5] with revocation, as their system,
based on the credentials proposed by Verheul [79], is very efficient. However,
revocation is especially hard to do for self-blindable credentials as they can be
completely transformed each time they are shown. Contrary to earlier systems
a credential cannot have any identifying number that is used for revocation
checking, as this would immediately void unlinkability. This has led to the
primary question of this research:

How can we change the self-blindable credential protocol by Verheul
[79] such that these credentials can also be revoked?

Another issue with the original self-blindable credentials as well as its more
recent derivatives is that none of these have a security proof and are, in some
cases, actually fundamentally flawed. Thus we obtain our secondary goal:

Can we give a formal definition of the security requirements for
anonymous credentials and can we find a protocol that is provably
secure with respect to these requirements?

We managed to find satisfactory answers to both of these questions, as will
become apparent in the next couple of chapters.
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1. Introduction

1.4 TNO

This master’s thesis is the result of a nine month internship at TNO in Gronin-
gen. TNO, the Netherlands Organization of Applied Scientific Research (in
Dutch: Nederlandse Organisatie voor Toegepast-Natuurwetenschappelijk On-
derzoek) is an independent research organization with as primary goals to gen-
erate knowledge and expertise that can be used to assist and advise both com-
panies as well as governments.

The security group at TNO studies the security and privacy aspects of digital
systems. It consists of about 20 people, half of them works in Groningen, while
the other half works in Delft. During my time at TNO I was part of this
group. The collegues from the security group are involved in many different
projects. These can be split into two types. The first consists of projects
that are themselves not security related, but where security nevertheless plays
an important role. One example is the assessment cloud computing as an
alternative to ordinary server farms. Clearly, security is an issue here, although
it is not the core problem.

The second type consists of directly security related projects. Still, the topics
are quite broad. Some colleques work on new ways for doing risk assesment,
while others are primarily involved in the development of new standards and
compliance testing of these standards. Related to the latter is the creation of
new corporate policies. On the technical side people are for example involved
in penetration testing of existing systems, analyzing the security of existing
protocols and determining which new technology is best suited for a given
task.

To take part in new projects TNO needs to continuously keep and update its
knowledge base. This means that sometimes research should take place that
is not the immediate result of any project from an external source. TNO feels
that the interest in systems which feature better privacy is increasing. This
thesis is part of their effort to understand and develop such systems.

1.5 Reading guide

This thesis is constructed in such a way that it is accessible for anyone with
some background in mathematics and computer science. This also means that
experienced cryptographers will find the first couple of chapters to be super-
fluous. Table 1.1 aids the reader in selecting the chapters he/she should read
based on their level of knowledge about cryptography.

To answer our research questions we first examine existing systems that support
or can be used to support revocation in Chapter 5. We combine this with
research into credentials and credential systems in Chapter 4. In Chapter 6 we
examine self-blindable credentials in more detail and expose some flaws in the
existing protocols. Finally in Chapter 7 we build our protocol and formally
prove its correctness. This protocol is subsequently extended in Chapter 8.
We conclude this thesis in Chapter 9 with some conclusions and suggestions
for future work.
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1.5. Reading guide

Basic math level Begin in Chapter 2 for a brief introduction into the
field of cryptography and to get a feeling for the types
of techniques that we will use in the remainder of this
thesis.

Basic crypto level You can safely ignore Chapter 2, and instead begin
reading in Chapter 3 which contains more modern
cryptography that is essential to the protocols we will
see.

Intermediate
crypto level

Most of the theory in Chapters 2 and 3 will be known
to you. In Chapter 4 you will find an introduction
to credential systems in general, while Chapter 5 con-
tains an overview of existing systems and how they
use revocation.

Expert level You can start reading in Chapter 6 which contains
an overview of existing self-blindable credential tech-
niques. In Chapter 7 we describe our protocol and the
corresponding security proofs. Chapter 8 improves
upon this protocol to make it more practical. Finally,
Chapter 9 contains conclusions and suggestions for
future work.

Table 1.1: This table contains a reading guide for the remainder of this thesis
based on the experience of the reader. Note that this table is incremental, you
start at your own level, and then continue through the remaining chapters.

For those readers with only little time to spare we advice them to examine the
protocols in Chapter 7, while skipping the proofs, and Chapter 8, and to read
the conclusion in Chapter 9.
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Chapter 2

Cryptography Basics

To understand the remainder of this thesis the reader should be aware of some
basic concepts and strategies used in the field of cryptography. This chapter
aims to introduce these. If you already have an understanding of signature
schemes, zero-knowledge proofs, security games and proofs of security in cryp-
tography, then it is safe to skip to Chapter 3.

In this chapter we will use RSA as our primary example to illustrate encryption
and signature schemes as well as to illustrate how to prove the security of
cryptographic protocols. To achieve the latter we look into security games,
cryptographic problems and reductions.

2.1 Public key cryptography

The need and wish to send secret messages is very old. A message, often
called plaintext, can be kept secret by transforming it into a encoded form,
the ciphertext, before sending it. This is called encryption. Let us follow the
traditional naming scheme and call the sending party Alice and the receiving
party Bob. Traditionally both Alice and Bob are trusted not to reveal the
message. A third party, called Eve, takes the role of a malicious adversary who
tries to eavesdrop the communication and recover the original message. This
should be difficult for Eve given only the ciphertext.

When Bob receives the ciphertext, he transforms it back into the plaintext.
This step is called decryption. Since Bob should be able to do this easily, in
contrast to Eve, Bob needs to know more: he needs to know a secret. Before
the invention of RSA by Rivest, Shamir and Adleman [71] in 1978 the only
known solution was for Alice and Bob to share the same key1. The following
example demonstrates a very simple substitution cipher in which a key is shared
between Alice and Bob.

1Actually, Clifford Cocks at the Brittish intelligence agency GCHQ (Government Com-
munications Headquarters), had already discovered this in 1973, but this internal document
was kept classified until 1998 [74].
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2. Cryptography Basics

Example 2.1. Let A = {A, . . . ,Z} be the alphabet andM = A∗ the message
space, i.e. all strings constructed from characters in this alphabet. A very sim-
ple encryption scheme would be to group the string into sets of 5 (this ensures
that the length of the words does not leak information) and then permuting
each individual character according to some permutation key. Consider the
following permutation:

e =

(

A B C D E F G H I J K L M N O P Q R S T U V W X Y Z
C I H V Z Y X E F O B K Q A J U M P W D S T N L G R

)

.

Using this permutation the plaintext

m = THISI SACTU ALLYA REALL YBADC IPHER,

is transformed into the following ciphertext

c = DEFWF WCHDS CKKGC PZCKK GICVH FUEZP.

To decrypt the ciphertext the inverse of e is used.

The above is an example of symmetric-key encryption called a monoalphabetic
subsitution cipher [6]. In all fairness, much better symmetric-key encryption
systems exist, like AES [57]. However, even in good symmetric-key encryption
systems both parties need to share a secret, the permutation key in the previous
example. This approach has several problems. First, a secure channel is needed
to transmit the secret key. Second, in a system with n parties, all wanting to
communicate with each other, a total of n(n − 1)/2 keys need to be securely
communicated and stored.

In their 1978 paper Rivest, Shamir and Adleman demonstrated an alternative
that solved the problem of key distribution [71] by proposing a system that
has since become known as RSA. When Bob wants to receive a message he
generates two keys: one public key and one private key. He publishes the
former while keeping the latter secret. The private key is therefore often called
the secret key. To encrypt a message to Bob, Alice uses Bob’s public key. Bob
on the other hand will use his private key to decrypt the ciphertext.

Before we can describe how RSA works we need to introduce some terminology.

Definition 2.2 (Algorithm [58]). An algorithm is a well-defined computational
procedure that takes a variable input and halts with an output and is allowed
to make probabilistic choices.

Unless otherwise specified an algorithm is assumed to run in (probabilistic)
polynomial time. Every public key encryption scheme is of the following form.

Definition 2.3 (Public key encryption scheme). LetM be the message space
and C the ciphertext space. A public key encryption scheme consists of three
algorithms: KeyGen, Encrypt and Decrypt.

KeyGen(1k): The algorithm KeyGen generates a public key S and a private
key P of security level 2k.

Encrypt(P ,m): The algorithm Encrypt takes a message m ∈ M and a public
key P and produces a resulting ciphertext c ∈ C.

14



2.1. Public key cryptography

Decrypt(S, c): The algorithm Decrypt takes a ciphertext c ∈ C and a private
key S and recovers the original plaintext.

This scheme is correct when for all security parameters k and all pairs (S,P)
generated by KeyGen(1k) the following holds:

∀m ∈M : c = Encrypt(P ,m) ⇒ m = Decrypt(S, c), (2.1)

so any ciphertext produced by Encrypt can subsequently be decrypted by De-

crypt.

The parameter k determines the security level that should be offered by the
system. Roughly speaking a system that offers k bits of security takes approxi-
mately 2k time to break. So a higher value of k means that the system is more
secure. For complexity theoretical reasons KeyGen gets 1k, the string of k ones,
as input rather than k itself.

The RSA encryption scheme works over the ring (Z/nZ)∗ for some value of n.
To succinctly describe the scheme we need the following definition.

Definition 2.4 (Euler’s totient function [44]). For a natural number n the
totient φ(n) is the number of natural numbers less than or equal to n that
are co-prime to n (i.e. have no divisors in common except 1). For p a prime
number we have φ(p) = p− 1. For n = pq the product of two primes we have
φ(n) = φ(p)φ(q) = (p− 1)(q − 1).

The RSA encryption scheme is then defined as follows.

Definition 2.5 (RSA encryption scheme). Let the message spaceM and ci-
phertext space C equal (Z/nZ)∗, where n is determined by the KeyGen algo-
rithm. Then the algorithms are given by:

KeyGen(1k): The algorithm KeyGen first generates two primes p, q of approxi-
mately equal size such that p = 2p′+1 and q = 2q′+1 and p′, q′ are prime
as well. Then it sets n = pq and chooses an e such that gcd(e, φ(n)) = 1.
The public key is given by P = (n, e). Next it determines the multiplica-
tive inverse d of e modulo φ(n) = (p− 1)(q − 1), i.e. ed ≡ 1 (mod φ(n)).
The private key is given by S = (p, q, d).

Encrypt(P ,m): Let P = (n, e). Then the ciphertext obtained from the plain-
text m is c ≡ me (mod n).

Decrypt(S, c): Let S = (p, q, d). Then given the ciphertext c the message can
be recovered by calculating m ≡ cd (mod pq).

The message space is rather limited. To encrypt larger messages one could split
them into manageable pieces, but this does give rise to some vulnerabilities.
How to adapt RSA to this practical situation is described in many tekstbooks
on cryptography, see for example [58, Chap. 8] and [75, Chap. 11].

Theorem 2.6. The RSA scheme defined in Definition 2.5 is correct with re-
spect to equation (2.1).
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2. Cryptography Basics

Proof. First we require a number of well-known facts from number theory which
we will just state here. The order of the group (Z/nZ)∗ is φ(n) = (p−1)(q−1),
so by Langrange’s theorem we have

xφ(n) ≡ 1 (mod n),

for all x ∈ (Z/nZ)∗. Consider any key-pair S = (p, q, d) and P = (n, e). We
know ed ≡ 1 (mod φ(n)), so we can write ed = 1+ sφ(n) for some s ∈ Z. Con-
sider an arbitrary message m ∈ (Z/nZ)∗. For ciphertext c = Encrypt(S,m) =
me (mod n) we have

cd ≡ (me)d ≡ med ≡ m1+sφ(n) (mod n)

≡ m · (mφ(n))s ≡ m · 1 ≡ m (mod n).

So indeed the RSA scheme is correct with respect to equation (2.1).

The above proof only shows that the RSA scheme is correctly defined. It does
not say anything about how hard it is to invert the encryption, that is, how
hard it is to recover the ciphertext given the plaintext. In fact, the definition
even allows the encryption and decryption functions to be identity functions
on the message. We tackle this deficiency in the next section.

2.2 Proofs of security

To say we are secure against attacks we first need to specify which attacks we
deem possible. For example, in the RSA scheme from the previous section we
cannot hope to protect against an adversary that can easily factor the public
modulus n. For if it could, then it could itself calculate the secret key. So the
computational power of an adversary matters.

Now, consider the scheme in Example 2.1. Suppose an attacker can obtain an
encryption of a single message of its choosing. He/she could then choose

ABCDEFGHIJKLMNOPQRSTUVWXYZ

to be that message. This choice would reveal the secret key that is being used.
This type of attack, where the attacker can choose messages to be encrypted
is called a chosen plaintext attack. So besides the attacker’s computational
power also its ability to interact with the system determines what is and what
is not secure.

Finally, we should decide what constitutes a security break: what is the goal of
the adversary? Does it want to be able to decrypt any given message, or does
it maybe even want to recover the underlying secret key? Or is it content with
something more mundane as being able to find out some information about a
very specific set of ciphertexts? The last two notions are dealt with in the next
section.

2.2.1 Security games

In the previous section we sketched an attack that would result in a total break:
the attacker can easily find the secret key. Ideally, knowing a ciphertext would

16



2.2. Proofs of security

not give an attacker any information about the underlying plaintext. In what
follows we shall see how to transform this notion into a precise definition.

Suppose there is some leakage of information, then an attacker could conceiv-
ably detect this. We formalize this as follows. If some information is leaked
then an attacker can create two message, m0 and m1, such that it can dis-
tinguish the encryptions Encrypt(m0) and Encrypt(m1). A system in which
this is not possible (and clearly we desire such system) is said to have the
indistinguishability of encryption property.

We also wanted to formalize how the attacker is allowed to interact with the
system. The traditional method for describing these interactions is using a
security game. Such a game gives a precise description of how and when an
attacker can interact with the system. The goal of the attacker is to win
the security game. It usually does so by breaking the security property, for
example by being able to distinguish two messages while indistinguishability
of encryptions was desired.

The following definition describes the game for indistinguishability of encryp-
tions under a chosen-plaintext attack (IND-CPA). Notice how this definition
combines both a security property, the indistinguishability of encryptions, as
well as an interaction model, the chosen-plaintext attack.

Definition 2.7 (IND-CPA game). Let (KeyGen,Encrypt,Decrypt) be a public-
key encryption scheme. Then then the IND-CPA game is a game between a
challenger C and an adversary A that goes as follows.

• Setup: The challenger runs algorithm KeyGen(1k) to obtain a public-
private keypair (P ,S). It provides the adversary with the public key P
while keeping the private key S secret.
• Find: The adversary A produces two messages m0 and m1 on which it
wants to be tested by the challenger.
• Challenge: The challenger generates a bit b ∈ {0, 1} at random and
sends c = Encrypt(mb) to the adversary.
• Response: The goal of the adversary is to guess the value of bit b.

Since we are describing the IND-CPA game for a public-key encryption system,
we do not need to explicitly mention that the adversary can make encryptions.
Everybody knows the public key and can hence make encryptions. Because
the adversary can choose the messages on which it will be queried, this gives a
worst case estimate for the security of the protocol.

Even though we have used a rather weak notation of security, that is we only
allow for an attacker that can make encryptions, it is trivial to win the IND-
CPA game for the RSA variant described in Definition 2.5. The attacker can
simply pick two different messages m0,m1 ∈ Z/NZ and compute their encryp-
tions ci = Encrypt(mi). Upon receiving the challenge c the attacker finds i such
that ci = c and returns i. Since under the scheme of Definition 2.5 identical
messages will encrypt to identical ciphertexts, this attack will always work. In
fact any deterministic encryption scheme will be vulnerable to such an attack.

The above suggests that we need to introduce some randomization into our
encryption schemes to prevent the chosen-plaintext attacks from succeeding.
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The ElGamal encryption scheme [35] is an example of such a scheme that is
not deterministic. Instead of working modulo some composite number n this
scheme operates in a cyclic group G with generator g of prime order p. In
this chapter we will just consider this to be an abstract cyclic group. In the
next chapter we shall see some examples of such groups. The encryption of a
message now also depends on a randomly generated ephemeral (i.e. short-lived)
key.

Definition 2.8 (ElGamal encryption scheme). Let the message spaceM and
ciphertext space C equal G = 〈g〉 a cyclic group of prime-order p as generated
by the KeyGen algorithm. The algorithms are given by:

KeyGen(1k): The algorithm KeyGen first generates a cyclic group G of prime-
order p with generator g. Then it chooses a non-zero private value x
(mod p) at random. The public key is given by P = (G, g, p, h = gx),
while the private key is given by S = (G, g, p, x).

Encrypt(P ,m): Let P = (G, g, p, h). Then Encrypt first generates a random
number k (mod p) that serves as an ephemeral key and sets c1 = gk.
Next it calculates c2 = m · hk. The ciphertext is the tuple (c1, c2).

Decrypt(S, c): Let S = (G, g, p, x). Then given the ciphertext c = (c1, c2) the
message can be recovered by calculating m = c2/c

x
1 .

A simple calculation shows that this scheme is indeed correct. Intuitively it
seems that this scheme has a better chance of resisting chosen-plaintext attacks.
We shall show that this is indeed the case, but first we need to describe how
we can restrict the computational power of an adversary.

2.2.2 Computational power

For the purpose of this thesis we focus on adversaries with practical capabilities.
This means that in general we assume that the computation power of such an
adversary is polynomially bounded, although it is allowed to make random
choices. Unfortunately, these basic assumptions on the computational power
are in general not sufficient to prove the security of a system.

From the discussion in the previous section it might appear as if RSA en-
cryption is completely useless. The main problem we discovered was that a
message was always encrypted to the same ciphertext, hence allowing an at-
tacker to obtain some additional information. Note however, that it still cannot
invert the RSA-encryption in general, i.e. without prior knowledge about the
possible plaintexts. In fact, this is widely assumed to be a difficult problem.
This problem can be defined more formally as follows.

Problem 2.9 (RSA Problem). Given as input an RSA modulus n = pq, an
exponent e with gcd(e, φ(n)) = 1 and a random c ∈ (Z/nZ)∗ find m ∈ (Z/nZ)∗

such that me = c (mod n).

The following definition states what it means for a problem to be hard.

Definition 2.10 (Hard problem). A problem is hard if there is no probabilistic
polynomial time algorithm that can solve the problem with a non-negligible
probability.
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Figure 2.1: The adversary A gets as input some random string ω, the public
key P and a ciphertext c and outputs the plaintext m. On the right we have a
machine B that interacts with machine A to solve a difficult problem. Machine
B gets its own random string ω′ as input.

We will give a precise definition for non-negligible in the next chapter, but for
now just assume that this means that a non-negligible event is not too rare.

So, as long as we assume that the RSA problem is hard, the core of the scheme
still seems to offers some security. Indeed there is a variant of RSA, called
RSA-OAEP, that can withstand chosen plaintext attacks, see for example [75,
Chap. 20]. The main idea is to pad the message with random information that
can only be removed while decrypting. The randomness ensures that identical
messages can have different ciphertexts.

The above informal reasoning about the security of the core of the RSA scheme
is very typical for security proofs. First, assume that some problem is hard to
solve efficiently. Then use this assumption to argue that the system is secure.
The applicability of these security proofs always depends on the validity of
the assumptions that the proofs are based on. In other words, the proofs are
relativistic.

Proofs of security almost always follow a fixed scheme. First, one assumes, to
get a contradiction, that there exists an adversaryA that can break the security
of a system. Thus the adversary succeeds in winning the corresponding security
game (with a non-negligible probablility). Then we build a machine B that can
(ab)use the adversary to solve instances of the problem we assumed to be hard.
Since this problem was assumed to be hard, such an adversary cannot exist,
hence the protocol is secure. This scheme is demonstrated in Figure 2.1 for
an adversary that can completely break an encryption scheme. Notice that
our machine B has control over all the inputs of the adversary, including its
randomness.

We can now show that the ElGamal scheme from Definition 2.8 is secure against
chosen-plaintext attacks. We first define a suitably hard problem. Recall that
if an adversary could factor the modulus n then it could recover the secret key.
Something similar would happen if an adversary could calculate the discrete
logarithm of h = gx with respect to the generator g. So as a basic requirement
we require that the following problem is hard to solve:
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Problem 2.11 (Discrete Logarithm (DL) Problem). Let G be a cyclic group
with generator g of order p. Then the Discrete Logarithm problem (DL) is to
find for a given h = gx, the discrete logarithm x of h with respect to g.

It turns out that this definition is not strong enough to prove the security of the
ElGamal encryption scheme. However the following, slightly stronger problem
does yield a proof.

Problem 2.12 (Decisional Diffie-Hellman (DDH) Problem). Let G be a cyclic
group with generator g of order p. Then the Decisional Diffie-Hellman problem
is to decide, given gx, gy and gz whether xy = z (mod p). We call the tuple
(g, gx, gy, gz) a Diffie-Hellman tuple if xy = z (mod p).

Note that if we can solve the discrete logarithm problem then clearly we could
solve the DDH problem, so the former is indeed a stronger intractability as-
sumption. Now we can prove the following theorem.

Theorem 2.13. Assuming that the DDH problem is hard, the ElGamal scheme
from Definition 2.8 is secure against chosen-plaintext attacks.

Proof. Suppose there exists a polynomial time algorithm A that can win the
IND-CPA game for ElGamal. We construct an algorithm B for solving the
DDH problem. In the IND-CPA game B plays the role of the challenger. As
input algorithm B gets a group G with generator g and a triple (gx, gy, gz).
Algorithm B’s task is to decide whether xy = z.

Now algorithm B interacts with A as follows. It sets h = gx as public key and
sends this to A. Eventually A will produce two messages m0 and m1 on which
it wishes to be challenged. Now we somehow need to harness the power of A
in distinguishing encryptions of m0 from those of m1. Algorithm B does this
by first choosing a bit b ∈ {0, 1} at random. Then it sets

c1 = gy and c2 = mbg
z

and sends these to A. We argue why is this a good choice on a case by case
basis. If indeed xy = z then gz = (gx)y and hence (c1, c2) is a valid encryption
of mb. Therefore, A will decide correctly with non-negligible probability. If on
the other hand xy 6= z then with overwhelming probability (c1, c2) is invalid,
hence the output of A will be either true or false with equal probability.

Therefore, algorithm B outputs true whenever A decided correctly and false
otherwise. We can make this algorithm better by running machine B multiple
times. Hence we have a probabilistic polynomial time algorithm for solving
DDH, which we assumed was not possible. Hence the ElGamal scheme is
secure against chosen-plaintext attacks.

In the above we were a bit imprecise about the success probability of algorithm
A in order to keep the proof simple. The proof can easily be augmented to
deal with this correctly. The next chapter contains a number of examples.
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2.3 Digital Signatures

By signing a contract using a handwritten signature you declare that you agree
with the content of this contract. In general it is hard for somebody else to
fake your handwritten signature. This is important for two reasons. You are
protected against others posing as you and the receiver of the contract knows
that you cannot claim you did not sign it.

Digital signatures are the digital counterpart to these handwritten signatures.
Contrary to traditional signatures, however, they also depend on the message.
In general, signatures on two different messages are not identical. We will focus
on signature schemes that use public-key cryptography. Signatures allow two
basic operations: signing and verifying. Since signing should be hard, the signer
uses his/her private key to produce a signature on a message. Verification on
the other hand should only require the public key as everybody should be able
to verify a signature.

Just as with public-key encryption schemes we can give a definition of a public-
key signature scheme.

Definition 2.14 (Public key signature scheme). LetM be the message space
and H the signature space. A public key signature scheme consists of three
algorithms: KeyGen, Sign and Verify.

KeyGen(1k): The algorithm KeyGen generates a public key S and a private
key P of security level 2k.

Sign(S,m): The algorithm Sign takes a message m ∈ M and a private key S
and produces a digital signature σ ∈ H over the message m.

Verify(P , σ,m): The algorithm Verify takes a signature σ ∈ H on a message m
and a public key P and verifies that σ is a valid signature on the message
m corresponding to the public key P . If the signature is valid it returns
True and False otherwise.

This scheme is correct when for all security parameters k and all pairs (S,P)
generated by KeyGen(1k) the following holds:

∀m ∈ M : σ = Sign(S,m) ⇒ Verify(P , σ,m) = True, (2.2)

so every signature produced by Sign should classified as valid by Verify.

As a first example we consider a variant of the RSA encryption scheme we
saw earlier. The trick to obtain a signature scheme is to reverse the order
of operations: to sign a message m we ‘decrypt’ it, while we ‘encrypt’ it for
verification. This works, because encryption and decryption can be reversed in
RSA. We end up with the following complete scheme.

Definition 2.15 (Basic RSA signature scheme). Let the message space M
equal (Z/nZ)∗. The algorithms are as follows.

KeyGen(1k): The algorithm KeyGen first generates two primes p, q of ap-
proximate equal size such that p = 2p′ + 1 and q = 2q′ + 1 and p′, q′

are prime as well. Then it sets n = pq and chooses an e such that
gcd(e, (p− 1)(q− 1)) = 1. The public key is given by P = (n, e). Next it
determines the multiplicative inverse d of e modulo φ(n) = (p−1)(q−1),
i.e. ed ≡ 1 (mod φ(n)). The private key is given by S = (p, q, d).
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Sign(S,m): Let S = (p, q, d). The signature on the message m is given by
σ ≡ md (mod pq).

Verify(P , σ,m): Let P = (n, d). The signature σ over m is valid if and only
if σe ≡ m (mod n). If it is valid the algorithm returns True and False

otherwise.

The correctness of this scheme follows easily from the correctness of the related
encryption scheme. Just like with encryption the message space is limited. To
create a signature over a larger message we could apply the scheme multiple
times, but apart from security issues this also has an additional conceptual
problem that was not present for the encryption scheme. It does not match with
our idea of a signature as something that is small and preferably independent
of the size of the message we sign. For signature schemes this can be elegantly
solved by cryptographic hash functions. Such a function maps a message of
any length into a fixed sized co-domain. A signature on a message can then be
replaced by a signature over the hash of the message. The following definition
of a secure hash-function ensures that this adaptation does not impair the
security of the overall signature scheme.

Definition 2.16 (Secure cryptographic hash function [75]). A function H :
{0, 1}∗ → {0, 1}k is called a secure cryptographic hash-function if it satisfies
the following three properties:

Preimage resistance Given a value h ∈ {0, 1}k from the co-domain of the
hash-function, it is hard to find a string x such that H(x) = h.

Collision resistance It is hard to find two messages m1 and m2 such that
H(m1) = H(m2).

Second preimage resistance Given an arbitrary message m1 it is hard to
find a second message m2 such that H(m1) = H(m2).

The three properties guarantee, in order, that an attacker cannot cook up a
message for which it then knows the signature, that the signer cannot later
repudiate his/her signature by giving another message, and finally that an
attacker cannot obtain a signature on a message other than the one you just
signed. Details for these attacks can for example be found in [75, Chap. 14].

Now that we have a definition of a signature scheme we can think of the se-
curity properties we want such a scheme to have. Just like with encryption
schemes the adversary can have different goals. For signature schemes we usu-
ally distinguish between the following three.

Total break The adversary is able to recover the private key, thereby com-
pletely breaking not only the signature scheme, but also any other scheme
that depends on the secrecy of the private key.

Universal signer The adversary is able to sign any message, without nec-
essarily knowing the private key. This break is a bit weaker then the
previous, since other schemes using the private key are not necessarily
broken.

Existential forgery This is the weakest form of attack. The adversary is able
to forge a signature on a message of its own choice.
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As with encryption schemes we want even the weakest goal to be too hard,
so in this case we do not even want existential forgeries. Similarly, we can
analyze the different types of interactions. The weakest form would be for
the adversary to produce a forgery without any assistance, this corresponds
to the chosen-plaintext attacks on encryption schemes. For signature schemes
we prefer to allow a much stronger attack notion in which the adversary may
make any signature request it wants, but has to return a forged signature on
a message for which it did not request a signature before. This is captured by
the following security game.

Definition 2.17 (The EUF-ACMA game). Let (KeyGen, Sign,Verify) be an
public-key signature scheme. Then then the EUF-ACMA game is a game
between a challenger C and an adversary A which proceeds as follows.

• Setup: The challenger runs algorithm KeyGen(1k) to obtain a public-
private keypair (P ,S). It provides the adversary with the public key P
while keeping the private key S secret.
• Signature Queries: The adversary A makes signature queries on mes-
sages m1,m2, . . . ,mq to the challenger. The challenger answers these
queries in sequence. The adversary is allowed to be adaptive, so message
mi may depend on the responses to the queries for m1, . . . ,mi−1.
• Output: The adversary outputs a signature σ on a message m that was
not queried during the previous phase, so m 6= m1, . . . ,mq.

To prove that a signature scheme is secure against adaptive chosen message
attacks is very difficult. Recall from the previous sections that to make a
reduction proof we need to make an algorithm that can answer all the queries
from the adversary, even the signature queries. In general this is difficult. In
the next chapter we shall see two examples for solving this problem. The first
uses the fact that hash functions should behave as random functions, this idea
is called the random oracle model. The second uses a stronger intractability
assumption.

2.4 Zero-knowledge

Knowing something that others do not is often important in cryptography and
its applications. For example, because only Alice knows her private key others
trust that signatures corresponding to her public key are really signed by Alice.
This also means that her secret, in this case her private key, can be used to
authenticate her. If Alice can somehow show that she knows this private key
then clearly she must be her. Suppose Alice wants to authenticate herself with
Bob. Then they could run the following very simple protocol:

1. Bob generates a random nonce n and sends it to Alice.
2. Alice signs the nonce n using her private key and sends the result back

to Bob.
3. Bob checks the signature against Alice’s public key.

At first sight this protocol appears to be secure. The only way for another
person to pose as Alice would be to fake the signature, which is something that
should be very hard for a good signature scheme. However, in this scheme it
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P

V

Figure 2.2: The cave used to illustrate the story of Ali Baba. In this picture
Victor (V) shouts to Peggy (P) through which passage she should exit the cave.

is not Bob that is vulnerable to attack, but Alice. Since, if Bob is malicious,
then he could obtain a signature on any message he wishes.

The problem in the above protocol is that Alice provides more information that
she actually wanted to reveal, and this information can be abused. Modern
cryptography offers an elegant solution: zero-knowledge proofs of knowledge.
In these proofs no additional information is leaked apart from the fact that the
assertion is true.

But how can you show that you know something without revealing anything
about what your know? This seems counter-intuitive. Quisquatar et al. gave
a very elegant example to explain the concept of zero-knowledge proofs of
knowledge [70]. The story recounts the rediscovery of Ali Baba’s cave in recent
times. The cave in this story has a single entrance, which then splits into two
passages. At the far end of the cave these two passages are connected by a
hidden door, see Figure 2.2. This hidden door was used by Ali Baba to evade
pursuers. Only when the secret passphrase, “Open Sesame”, is spoken, does
the door open.

Suppose that Peggy, the zero-knowledge cousin of Alice, tries to prove to Victor
that she knows the secret passphrase. Of course this is valuable information, so
she will not provide it to Victor so he can verify it for himself. As an alternative
they play the following game. First both inspect the cave, then Victor waits
outside the cave while Peggy enters one of the passages. After a while Victor
walks up to the fork an shouts to Peggy from which side she should arrive. If
Peggy really knows the secret passphrase she can always succeed in meeting the
challenge. If not, she will fail half of the time. By repeating this experiment
a sufficient number of times Victor can be convinced that she really knows
the secret. Incidentally, this is a good example of a cryptographic protocol; a
specification for how Peggy and Victor should interact to achieve a goal. More
formally we have the following definition.

Definition 2.18 (Cryptographic protocol [58]). A cryptographic protocol (pro-
tocol) is a distributed algorithm defined by a sequence of steps precisely speci-
fying the actions required of two or more entities to achieve a specific security
objective.

Indeed Peggy and Victor execute a proof of knowledge, as Peggy proves to
Victor that she knows the secret. But how can we show that Victor learns
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nothing besides the fact that Peggy knows the secret? Suppose Victor wishes
to convince Claire that he knows that Peggy knows the secret. To this end he
decides to wear a hidden camera and makes a recording of the whole experi-
ment. Claire, however, is not impressed . For all she knows Victor hired an
actor to play the role of Peggy and told her in advance in which sequence he
would challenge her.

The fact that Victor could have simulated the entire experiment is at the heart
of the zero-knowledge part of this zero-knowledge proof of knowledge. For if
Victor could simulate the whole experiment without Peggy then clearly he did
not learn anything by performing the protocol with Peggy.

25





Chapter 3

Advanced Cryptography

This chapter develops some more advanced concepts from cryptography that
are necessary in the remaining chapters of this thesis. In this chapter we also
explain the notation used in the remainder of this thesis.

First we fix some general notation in Section 3.1. In Section 3.2 we give a formal
definition of zero-knowledge proofs including examples of how zero-knowledge
proofs for discrete logarithms work. These zero-knowledge proofs will be at the
heart of many protocols we examine in Chapter 5. Self-blindable credentials
are based heavily on pairings, a mathematical operator that is defined over
elliptic curves. We study them in Sections 3.4 and 3.5. A number of signa-
ture schemes are used in the construction of various self-blindable credential
schemes. We study these in Section 3.6. Finally, to prove correctness of some
of these signature schemes we need to work in the random oracle model. We
explain this model and prove some important results about it in Section 3.7.

3.1 Notation

In this section we will describe some notations and conventions that are used
throughout this thesis. We use the notation x ∈R A to indicate that x is chosen
uniformly at random from the set A. We use {0, 1}k to refer to the binary
strings of length k, while {0, 1}∗ is the set of all possible strings. The asterisk
here denotes Kleene star. Furthermore we denote by s1 ‖ s2 the concatenation
of the strings s1 and s2. When we concatenate group elements g, h ∈ G like
g ‖ h we mean the concatenation of their string representation. Finally, we
write |A| to denote the cardinality of a set A.

As a general guideline we use letters in the following way. Points on elliptic
curves are indicated by capital letters, while generators of multiplicative groups
are often denoted by g and h. Other lower case letters are used for scalar values
often from a finite field. Script letters are usually used to denoted classes, sets
and machines. Finally, the Greek letters α and β are used for randomly chosen
blinding factors.
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3.1.1 Algebra

This introduction is very brief as most of the concepts are well known. For some
more in depth background most introduction books on algebra will suffice, see
for example Dummit and Foote [34]. In this thesis we mostly deal with groups
and finite fields. Depending on the context we write a group additively (mostly
for elliptic curves) or multiplicatively. The order of a group is its cardinality.
The order k of an element P in a group is the smallest integer such that kP
is the identity element. The characteristic k of a ring, and hence also of a
finite field, is the smallest integer such that adding the multiplicative identity
element k times to itself yields the additive identity element.

Finite fields of prime order p and their extension fields of order pk are indicated
by Fp and Fpk respectively. Note that the characteristic in both cases is p. The
cyclic group generated by an element P is denoted by 〈P 〉. Given a ring R
we define R∗ to be the group of units. Note that here the asterisk is not the
Kleene star. We feel that this overlap is justified because it reflects common
practice and because we use the Kleene star only over objects that clearly are
sets, such as {0, 1}.
Finally, we need to introduce some number theory. We write p|q to denote that
p divides q, i.e. q is a p-multiple. The group QR(n) is the group of quadratic
residues modulo n, i.e. x ∈ QR(n) if and only if there exists y such that x = y2

(mod n).

3.1.2 Probabilities

Adversaries in cryptographic schemes are almost always considered to be prob-
abilistic. Hence we often have to deal with probabilistics. We write Pr [A] to
denote the probability of an event A, while Pr [A | B] is the conditional prob-
ability that A occurs while we know that B is true. Usually the sample space
is clear from the context, because it is explicitly mentioned or because of the
presence of unbound variables. In a couple of proves however it is beneficial to
explicitly mention the sample space. The following notation

Pr
y∈Y

[A]

is used to indicate that the sample space is limited to the set Y .

We use the following definition to indicate events that are very unlikely.

Definition 3.1 (Negligible [42]). A function µ : N → R is called negligible if
for for any polynomial f(·), there exists N such that for n ≥ N

µ(n) <
1

f(n)
.

In essence this means that if an event occurs with negligible probability µ(k)
then the expected number of repetitions before this event occurs is 1/µ(k).
Since this is super-polynomial in k we can say that they occur so seldom that
a polynomial-time algorithm never encounters them.
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3.1.3 Interactive Machines

In the previous chapter we saw how Peggy interacted with Victor to show, in
zero-knowledge, that she knows the secret passphrase. Interaction is essential
for cryptographic protocols and zero-knowledge proofs. Here we give a formal
definition of interaction and the participants of such interaction. An interaction
usually has a goal to achieve or a problem to solve that is known at the begin-
ning. This is modeled by including this information as common input. Just as
in normal conversation, what is said next is based on what happened before as
well as randomness. This yields the following definition of a participant.

Definition 3.2 ([7]). An interactive function A assigns to each common input
x ∈ {0, 1}∗ and a prefix of a conversation η ∈ {0, 1}∗ a probability distribu-
tion on {0, 1}∗. The output Ax(η) is an element chosen at random from this
distribution.

Let P and V be interactive functions representing a prover and a verifier that
interact on a common input x. Furthermore, let αi (resp. βi) be the random
variable denoting the message send by the prover (resp. verifier) in his i-th
move. Then each message is determined by the common input, the previous
messages and optionally some built-in randomness:

αi = Px(α1β1 . . . αi−1βi−1)

βi = Vx(α1β1 . . . αi−1βi−1αi).

At the end of the conversation the verifier V produces a final message that
serves as his output. We assume this is indicated by a special symbol. This
output will be important in the next section, for now think of it as a verdict
on whether the goal has been reached or the problem solved.

Definition 3.3. Let the nth move of the verifier be its last, then we define the
transcript, trP,V(x), of the interaction between P and V on the common input
x to be

trP,V(x) = α1β1 . . . αnβn.

where αi and βi are as before. Similarly, we define (P ,V)(x) to be the random
variable that represents the output of the verifier V after interacting with the
prover P on the common input x.

Note that there is no bound on the computation power of this interactive
function. To give such a bound we need a more operation definition of an
interactive function. A Turing machine, see Hopcroft et al. [47] for a very nice
introduction, is a model that is traditionally used to define complexity. The
following definition describes an extended Turing machine that can interact
with other such machines and hence models an interactive function.

Definition 3.4. An interactive (probabilistic) Turing machine [42] is a Turing
machine that models an interactive function. The machine has three additional
tapes: one for random bits, one to send messages to another participant and
one to receive messages from another participant. An additional mechanism
ensures that exactly one machine is active at the same time. See Goldreich [42]
for a precise definition.
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A participant is said to be polynomially bounded if the number of steps taken
by the corresponding Turing machine is polynomially bounded. Since an in-
teractive Turing machine is a model for an interactive function we often write
machine instead of interactive function. We note that an algorithm differs from
an interactive function in that it only calculates some output given some input.
There is no interaction involved.

As we saw in the previous chapter security proofs are often constructed by
taking an adversary’s program and then use this to construct some useful algo-
rithm. The adversary A is often called an oracle in this context, hence giving
rise to the following definition:

Definition 3.5 (Oracle Machine [7]). A interactive Turing machine K with
oracle access to some interactive function A is an extended interactive Turing
machine that has an additional tape for communication with the interactive
function A. Then KA(x) is a random variable describing the output of K with
oracle A and input x, where the probability is taken over the random choices
of K and A.

For complexity analysis, only the time needed to write the query and read the
answer are considered, the time needed by the oracle to produce the answer is
not taken into account.

In the description of zero-knowledge proofs we often want to say that two proba-
bility ensembles are indistinguishable. This does not mean that they are exactly
the same, it just means that they cannot be distinguished by some predefined
method. The following definition defines computational indistinguishability,
i.e. the ensembles cannot be distinguished by probabilistic polynomial-time
algorithms.

Definition 3.6 (Computationally indistinguishable [42]). Let X = {Xw}w∈S

and Y = {Yw}w∈S be two probability ensembles over S. Then X and Y are
computationally indistinguishable if for all sufficiently long w ∈ S and all
probabilistic polynomial-time algorithms D

|Pr [D(Xw, w) = 1]− Pr [D(Yw , w) = 1]|

is negligible in the length of w.

3.2 Zero-knowledge proofs of knowledge

The previous chapter we an informal introduction to zero-knowledge proofs. To
better understand zero-knowledge proofs we will now discuss them in a more
formal setting. We split the discussion of zero-knowledge proofs of knowledge
into three parts: interactive proof system, zero-knowledgeness, and proofs of
knowledge. We start with interactive proof systems. Interactive proof systems
follow the notion of languages from complexity theory. A language is a set of
strings or statements that satisfy some requirement. For example, the prime
numbers form a language, just as the set of all graphs admitting a Hamiltonian
cycle do. Similarly, the traditional notion of a proof induces the language of all
statements for which there exists a valid proof. Strings are often called prob-
lems because we want to determine whether they are part of the language. How
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difficult this is depends on the language. Testing whether a number is a prime
is easy, determining whether a statement has a valid proof is hard. Complexity
theory gives a classification of these languages according to difficulty.

Informally, a language is in NP if for every element in the language there is a
proof, or witness, that can be verified by a polynomial time algorithm. Using
the language introduced in the previous section we get the following formal
definition.

Definition 3.7 (Complexity class NP). A language L is in NP if there exists
a witness-relation RL ⊂ {0, 1}∗ × {0, 1}∗ such that

1. for every element x ∈ L there exists a polynomially bounded witness, i.e.
there exists a polynomial f such that x ∈ L if and only if there exists a
witness y such that |y| ≤ f(|x|) and (x, y) ∈ RL.

2. the validity of a witness y for w ∈ L can be verified in polynomial time, i.e.
there exists a polynomial time Turing machineM such thatM(x, y) = 1
if and only if (x, y) ∈ RL.

In an interactive proof system the verifier is not given a witness to convince
himself of the validity of the statement, instead it is allowed to interact with
an all powerful prover to do so. The verifier has to convince himself that the
prover does not cheat. The class of NP languages is contained within the
class of languages that are provable by an interactive system. To so see this,
consider an element from an NP language, then the all-powerful prover can
first generate the corresponding witness, and then show this witness to the
verifier. The latter can then check the validity of this witness by himself. An
interactive proof system is a protocol between a prover and a verifier. This is
a good protocol if the prover always convinces the verifier on input from the
language, but no prover can, by cheating, (always) erroneously convince the
verifier. Formally we have the following definition.

Definition 3.8 (Interactive proof system [43]). An interactive proof system for
a language L is a two-party protocol between a probabilistic polynomial-time
verifier V and a computationally unbounded prover P , satisfying:
• Completeness: For every x ∈ L the verifier V always accepts after inter-
acting with the prover P on common input x.
• Soundness: There exists a polynomial f , such that that for every x /∈
L and every prover P ′, the verifier V rejects with probability at least
1/f(|x|), after interacting with P ′ on common input x.

Such a proof system is written as (P ,V).

By repeating this protocol the error probability can be made arbitrary small.

To define when a proof system is zero-knowledge we first need to formalise
the requirement that the verifier “learns nothing substantial” no matter how
hard it tries. We say that an verifier learns nothing substantial by behaving
adversarially if whatever he learns in this way can also be obtained without
interacting with the prover, i.e. by only assuming the validity of the state-
ment itself. Note here the duality with an interactive proof system. There we
protected against cheating provers, here we need to protect against cheating
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verifiers. If we do not take into account auxiliary information1 we arrive at the
following definition:

Definition 3.9 (Computational zero-knowledge [42]). Let (P ,V) be an inter-
active proof system for some language L. We say that (P ,V) is computational
zero-knowledge, or just zero-knowledge on inputs from L if for every probabilis-
tic polynomial time machine V ′ there exists a probabilistic polynomial-time
algorithm S, called a simulator, such that the following two probability ensem-
bles are computationally indistinguishable:

1. {(P ,V ′)(x)}x∈L := the output of V ′ when interacting with P on common
input x ∈ L; and

2. {S(x)}x∈L := the output of S on input x ∈ L.
An interactive proof system for S is called zero-knowledge if the prescribed
prover P is zero-knowledge on inputs from S.

In the above definition the simulator S describes exactly what can be calculated
by the validity of the statement alone. An alternative name for this property
is simulatability.

An equivalent definition of zero-knowledge can be obtained by looking at the
view the verifier has of the interaction instead of its output. By this view
we mean the entire sequences of local configurations of the verifier during the
interaction. It suffices to only consider the random tape and the messages it
receives from the prover as these uniquely determine the sequence of configu-
rations, in fact, this means that the view uniquely determines the transcript
we defined earlier. We obtain the following alternative definition.

Definition 3.10 (zero-knowledge, alternative definition [42]). Let (P ,V), L
and V ′ be as in Definition 3.9. We denote by view(P ,V ′)(x) a random variable
describing the content of the random tape of V ′ and the messages V ′ receives
from P during a computation based on common input x. We say that (P ,V) is
zero-knowledge if for every probabilistic polynomial time interactive machine
V ′ there exists a probabilistic polynomial-time algorithm S, called a simulator,
such that the ensembles {view(P ,V ′)(x)}x∈L and {S(x)}x∈L are computation-
ally indistinguishable.

These two definitions are in fact equivalent. First of all, Definition 3.10 implies
3.9 since the output of a verifier can be computed in polynomial time from
its view. The other direction follows from the fact that for every probabilistic
polynomial time V ′ there exists a probabilistic polynomial time V ′′ such that
view(P ,V ′)(x) = (P ,V ′′)(x).

Finally, we need to define what it means for a machine or a participant to
know something. Interaction plays a crucial role. When a participant knows
a great secret but never interacts with the outside world then none can learn
whether this participant actually knows anything. So, when talking about
the knowledge of a prover we actually mean that which can be deduced by
interacting with it.

1If proofs of knowledge are used as subprotocols we need to take prior knowledge about
the preceding transactions into account. In this thesis we will not need this.
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It turns out that a good notion of what a prover P knows about x, as deduced
by interaction, can be captured by whatever can be calculated in probabilistic
polynomial time on input x and with access to an oracle P(x), i.e. a prover
with as input x. This gives rise to the notion of a knowledge extractor in the
following definition. A prover P knows something if this knowledge can be
extracted using an machine that interacts with P(x) as an oracle.

Definition 3.11 (Proof of knowledge [42]). Let L be a language and RL ⊂
{0, 1}∗×{0, 1}∗ the corresponding binary relation, and κ : {0, 1}∗ → [0, 1]. Let
V be an interactive probabilistic Turing machine. We say that machine V is a
knowledge-verifier for relation R with knowledge error κ if the following two
conditions hold:

• Non-triviality: There exists an interactive function P ′ such that for all
x ∈ L, all possible interactions of V with P ′ on common input x are
accepting.
• Validity (with error κ): There exists a probabilistic oracle machine S
such that for every interactive function P and every x ∈ L, machine K
satisfies the following condition:

Let p(x) be the probability that V accepts after interacting with
P on x. If p(x) > κ(x) then, on input x and access to oracle Px,
machine K outputs a string y such that (x, y) ∈ RL in expected
polynomial time with probability at least p(x)− κ(x).

The oracle machine K is called a universal knowledge extractor and κ is called
the knowledge error function.

The knowledge error function captures the notion that a prover manages to
convince the verifier while not actually knowing a witness. The validity require-
ment then states that if a prover can convince the verifier with a probability
higher than the error-function then there is a witness can be extracted with
some non-negligible probability.

3.3 Honest-verifier zero-knowledge proofs

General zero-knowledge protocols suffer from two problems: it is very difficult
to construct the simulator needed for the zero-knowledge proof and they are
not efficient in use. Many repetitions of the protocol are needed to get a low
enough soundness error. To counter these problems a weaker variant called
honest-verifier zero-knowledge proofs of knowledge was designed. While we
in the original protocol needed to deal with every possible verifier (and hence
show a simulator for it) we now assume that the verifier will always follow the
prescribed protocol defined by the interactive proof system. A verifier that
follows this protocol is said to be honest. With this restriction we only need to
design a simulator for the view of the honest verifier.

Definition 3.12 (Honest verifier zero-knowledge [42]). Let (P ,V) and L be as
in Definition 3.10. We say that (P ,V) is honest-verifier zero-knowledge if there
exists a probabilistic polynomial-time algorithm S such that the ensembles
{view(P ,V)(x)}x∈L and {S(x)}x∈L are computationally indistinguishable.
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Note that there indeed is no universal quantification anymore over all possible
verifiers. This makes it much easier to create a simulator, but the notion of
zero-knowledgeness is of course much weaker in this setting.

The following example is an honest verifier zero-knowledge protocol by Schnorr
[72] that lets Peggy prove knowledge of a discrete logarithm to Victor. This is
actually an instance of a Σ-protocol, as we shall see shortly.

Definition 3.13 (Schnorr’s proof for discrete logarithms). Let G be a cyclic
group of prime order p, written additively, generated by a point P ∈ G. Sup-
pose Peggy generates x ∈R Fp and sets X = xP . Then she can prove to Victor
that she knows the discrete logarithm x of X with respect to P by executing
the following protocol.

Commitment Peggy generates a random value r ∈R Fp and sends R = rP
to Victor.

Challenge Victor computes a random t-bit challenge e and sends it to Peggy.
Here t is such that 2t < p.

Response Peggy computes s = r+xe (mod p) and sends it to Victor. Victor
then verifies that R = sP − eX .

One easy trick to analyze protocols of this form is to take t = 1, so e is either
zero or one. This protocol then reduces to a cut-or-choose type of game. If
e = 0, then Peggy is asked to reveal the discrete logarithm of R. If e = 1 then
she has to reveal r + x. In neither case she reveals any information, so the
protocol seems to be zero-knowledge (in fact it is if t is fixed). Additionally,
if Peggy can answer both questions correctly then she knows x as well, so she
can cheat with probability at most 1/2.

Even when t is bigger than one, a cheating Peggy can, having sent R, only
correctly answer one challenge. For suppose she can answer two different chal-
lenges e, e′ correctly, then she can produce s, s′ such that R = sP − eX and
R = s′P −e′P . By subtracting the two equations we find (s−s′)P = (e−e′)X ,
hence X = (s − s′)/(e − e′)P . Hence, we have recovered the secret key and
Peggy knew the secret all along.

Let L be a language with RL its binary relation as before. We are interested in
protocols of the following form, where X is a common input to Peggy (P) and
Victor (V), while a witness x such that (X, x) ∈ RL is private input to Peggy.

1. Peggy sends a message R.
2. Victor sends a t-bit string e.
3. Peggy sends a response s, and Victor decides to accept or reject based

on the data he has seen, i.e. X,R, e, s.

Protocols like this are called Σ-protocols when they satisfy the conditions in
the following definition.These conditions ensure that the protocol is a zero-
knowledge proof of knowledge with respect to honest-verifiers.

Definition 3.14 (Sigma protocol [30]). A protocol is said to be a Σ-protocol
for relation R if it satisfies the following requirements.

• The protocol is of the above 3-move form, and it satisfies completeness :
if P ,V follow the protocol on input X and private input x to P , with
(X, x) ∈ R, then the verifier V always accepts.
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• From any X and a pair (R, e, s), (R, e′, s′) of accepting conversations on
input X , where e 6= e′, there exists a polynomial time extractor K that
can extract a witness x such that (X, x) ∈ R. This property is called the
special soundness property.
• There exists a polynomial-time simulator S, which on input X and a
random e outputs an accepting conversation of the form (R, e, s), with
the same probability distribution as conversations between the honest
P ,V on input x. This property is called the special honest-verifier zero-
knowledge.

The relation between completeness and the former definitions of zero-knowledge
proofs of knowledge is clear. We note that the special soundness property im-
plies that a cheating prover can only answer one challenge correctly, otherwise
the prover would know the secret, so the soundness error is 2−t. Furthermore,
the algorithm K can be used as a knowledge extractor as described in Defi-
nition 3.11. Finally we note that for a Σ-protocol the view of the verifier on
input x, view(P ,V)(x) is precisely given by the triple (R, e, s), hence the special
honest-verifier zero-knowledge property is a reformulation of the honest-verifier
zero-knowledge property from Definition 3.12.

3.3.1 Notation

One of the other advantages of Σ-protocols is that they can be easily combined
to give more complicated proofs. For example, to show the knowledge of two
discrete logarithms, like a logical and, we can run Schnorr’s protocol twice
in parallel and even use the same challenge for both runs. A slightly more
complicated protocol exists to make a logical or. All of the resulting protocols
are again Σ-protocols. This means that we can abstract away from the precise
implementation of the proofs and instead focus on what is proved. Camenisch
and Stadler [24] introduced a notation to assist in this effort. For example the
statement

PK{(α, β, γ) : y = gαhβ ∧ n = gαhγ ∧ (u ≤ α ≤ v)} (3.1)

denotes a zero-knowledge proof of knowledge of values α, β and γ such that
y = gαhβ and n = gαhγ and u ≤ α ≤ v, where g, h are elements of some
group G. Originally, all quantities denoted by Greek letters are only known
to the prover, while all other values are known to both the prover as well as
the verifier. The reader then has to make the conversion to the actual values
that the prover knows, for example that α = z. Therefore, if the Greek letter
represents a known variable, we will just use this variable. We believe this
makes the statements much more readable. When a Greek letter represents
something more complicated we leave it as it is. The only downside to this
approach is that context determines which values are kept hidden in the proof
of knowledge.

3.3.2 Commitments

Commitment schemes [31] are often used in modern complicated cryptographic
protocols. They allow a participant in the protocol to choose some value from
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a finite set and commit to this choice, i.e. the player cannot change this choice
later, without having to reveal which value it chose. Consider the following
illustrating example. Peggy wants to commit to some word, so she writes this
down on a note, puts the note in a box, and subsequently locks the box while
keeping the key. She then gives the locked box to Victor. Clearly, Peggy has
now committed to whatever is on the note in the box, she cannot change it
anymore. This is called the binding property. At the same time, Victor cannot
learn what Peggy committed to until Peggy gives him the key. This is called
the hiding property. A good commitment scheme satisfies both properties.

Commitment schemes are necessary when we want to ensure that parties in a
protocol cannot later change their choice. Note that in a protocol we cannot
as easily check what the other party does as with the preceding example. One
method for obtaining a commitment scheme would be to take any encryption
scheme. To commit to a value, first generate a new random public private key
pair, and then encrypt the value. This ciphertext together with the public key
acts as the commitment. If the encryption scheme is good then this does not
reveal anything about the encrypted value, while the plaintext can easily be
revealed by providing the private key. We consider two simpler commitment
schemes here, starting with the following.

Definition 3.15. Let G be a cyclic group of order p with g as generator. Then
the commitment to a value x (mod p) is given by X = gx. This commitment
can be opened by revealing x.

Since G is of order p the commitment uniquely determines the committed
value. Even with infinite computational power, Peggy cannot change the value
she committed to. We say that this scheme is information theoretically bind-
ing. However, an infinitely powerful adversary could find the committed value.
Fortunately, as long as the Discrete Logarithm problem is hard this value can-
not easily be recovered, therefore we say that this scheme is computationally
hiding.

The following commitment scheme is slightly more complicated and has the
property that the value that has been committed to cannot be recovered from
the commitment.

Definition 3.16 (Pedersen’s commitment scheme). Let G be a cyclic group of
order p with distinct generators g and h. Then to commit to a value x (mod p)
the committer first generates a value a (mod p) and then creates the commit
c = gxha. The commitment can be opened by revealing both x and a.

Note that for a fixed c and any x there exists an a′ such that c = gxha
′

. So
indeed this commitment does not leak any information, even if the adversary
is all powerful. We call this information theoretically hiding. It is however
consider difficult to find such an a′, so the scheme remains binding, but not
for an all-powerful committer, hence this scheme is said to be computationally
binding. This brief introduction to commitment schemes suffices for this the-
sis. More comprehensive explanations about commitment schemes and their
properties can be found in [75, Chap. 24] and [31].
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3.3.3 Fiat-Shamir heuristic

The Fiat-Shamir Heuristic [37] is a method for turning any interactive Σ-
protocol into a signature scheme. The latter is non-interactive, the proof can be
checked without help from the prover, and as a result we lose the simulatability
of the proof. The idea is to let the challenge depend on the commitment and a
messagem by using a hash function H : {0, 1}∗ → Z/(2t)Z, see Definition 2.16.
The challenge is given by

e = H(R ‖ m).

Recall that a cheating prover can correctly answer at most one challenge. So,
intuitively, security is guaranteed if it is difficult for the prover to find an input
to H that results in this challenge, which is precisely the preimage resistance
property of a cryptographic hash-function.

Schnorr’s proof of knowledge of a discrete logarithm can be transformed in this
way to a signature scheme. The value X now plays the role of the public key
while the discrete logarithm x is the private key. By including the message in
the challenge for the proof of knowledge of x we obtain a signature scheme as
follows.

Definition 3.17 (Schnorr’s signature scheme). Let the message spaceM equal
{0, 1}∗. Then the algorithms are given by:

KeyGen(1k): The algorithm KeyGen first generates a group G with generator
P of order p with security parameter k. It then generates at random a
private key x (mod p) and sets the public key to X = xP.

Sign(x,X,m): First the algorithm generates a random number r ∈R Fp, and
forms the commitment R = rP . Then it calculates the challenge based on
the commitment and the message: e = H(R ‖ m). Finally it calculates
the response s = r + xe. The signature on the message m is then given
by σ = (R, e, s).

Verify(X, σ,m): The signature σ over m is valid if and only if e = H(R ‖ m)
and R = sP − eX . The algorithm returns True if it is valid and False

otherwise.

We include both R as well as e in the signature here to ease the discussion later
on. However, since R can be recovered from s and e, while e can be recovered
from R and m only one of them is strictly necessary.

This heuristic can be applied to any Σ-protocol. It is quite useful as it can be
used to convert a proof of knowledge of a credential, which can take a more
complicated form than the private key in Schnorr’s signature scheme, into a
signature scheme. This signature then attests that the signer knows the values
that satisfy the statement in the proof of knowledge. With Schnorr’s scheme
this lead to a proper signature scheme because the signer knows the private
key. We will encounter some protocols that are modeled around this principle.
In order to simplify exposition we use the notation SPK{(. . .) : statement}(m)
to denote a signature on a message m derived from a proof of knowledge about
the statement. For example the Schnorr signature from the previous definition
can then be written as

σ = SPK{(x) : X = xP}(m).
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Figure 3.1: Example of using the geometric chord-tangent rule for adding points
on the elliptic curve y2 = x3 − x over the real numbers

3.4 Elliptic curve cryptography

In this section we will give a very brief introduction to elliptic curves. The
goal of this section is twofold. The first is to show how elliptic curves give rise
to an abelian group structure. Given this group structure we can use elliptic
curves in schemes based on the hardness of the discrete logarithm problem. The
second goal is to give a precise enough definition of elliptic curves to be able to
define pairings, an important tool in many protocols. Most of the information
presented in this section is well known and can be found in any textbook on
elliptic curves, see for example Silverman [73].

3.4.1 Elliptic curves

An elliptic curve E over a field K is defined by a non-singular Weierstrass
equation

y2 + a1xy + a3y = x3 + a2x
2 + a4x+ a6, (3.2)

where a1, a2, a3, a4, a6 ∈ K. The set E(K) of points on such a curve is the
set of points (x, y) ∈ K ×K satisfying equation (3.2) together with a point O,
which we call the point at infinity. If the characteristic p of the field K is not
2 or 3 then a linear transformation can be used to bring equation (3.2) into a
simpler form

y2 = x3 + ax+ b, (3.3)

where a, b ∈ K and 4a3 +27b2 6= 0. The latter equation ensures that the cubic
does not have roots with multiplicity more than 1.

The points E(K) form an abelian group under the chord-and-tangent rule for
adding two points. Traditionally this group is written additively. An example of
this rule for the curve y2 = x3−x over the real numbers is shown in Figure 3.1.
The negative of a point P = (x, y1) is given by −P = (x, y2) where y1, y2 are
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the two roots defining equation (3.3). To add two distinct points P = (xP , yP )
and Q = (xQ, yQ) draw a line through them and find the third intersection
R′ with the curve. The sum of P and Q is now obtained by mirroring R′ in
the x-axis, so P + Q = −R′. See Figure 3.1a. If P = Q we draw the tangent
instead, see Figure 3.1b. The point at infinity, O, acts as the identity element.
For k a positive integer we write kP to denote P added k times to itself.

The geometric construction gives rise to a set of rational formulas for the
addition of points. If P = (xP , yp) and Q = (xQ, yQ) are both points on the
curve E(K) then P +Q = R = (xR, yR) is given by

xR = λ2 − xP − xQ,
yR = λ(xP − xR)− yP ,

where

λ =

{ yQ−yP
xQ−xP

if P 6= Q,
3x2

P+a
2yP

if P = Q.

For fields of characteristic 2 and 3 similar addition and doubling formulas can
be found.

In the remainder of this thesis we will only use elliptic curves over a finite field
Fq of order q and characteristic p. In this setting E(Fq) is a finite abelian
group of the following form: E(Fq) ∼= Cn1

⊕ Cn2
, where Cn is a finite group

of order n, and n2 divides both n1 and q − 1. Hasse’s theorem states that
#E(Fq) = q + 1− t for |t| ≤ 2

√
q.

Definition 3.18. An elliptic curve over a finite field Fq of order q and charac-
teristic p and cardinality #E(Fq) = q + 1− t is called supersingular if p|t and
non-supersingular or ordinary otherwise.

Example 3.19 (An elliptic curve over F11). Consider the curve E(F11) defined
by the equation y2 = x3 + 5x+ 1. The point P = (0, 1) is clearly on the curve
and it turns out to be a generator of the group. By repeatedly adding P to
itself we find:

P = (0, 1), 2P = (9, 4), 3P = (7, 4), 4P = (8, 5),

5P = (6, 7), 6P = (6, 4), 7P = (8, 6), 8P = (7, 7),

9P = (9, 7), 10P = (0, 10), 11P = O.

The curve contains no other points, hence we have that t = −1, since q = p = 11
and thus the curve is ordinary.

3.4.2 Elliptic curve cryptography

The use of elliptic curves for cryptography was first proposed by Miller [59] and
Koblitz [54] around 1986. Until then, most cryptosystems were based on the
hardness of the discrete logarithm problem used multiplicative (sub)groups of
finite fields. Elliptic curves were presented as alternative to these multiplicative
groups. We can state the elliptic curve discrete logarithm problem as follows:
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Problem 3.20 (Elliptic Curve Discrete Logarithm Problem (ECDLP)). Let
P ∈ E(Fq) be a point of order n with gcd(n, q) = 1. Then the elliptic curve
discrete logarithm problem in 〈P 〉 is the following: given Q ∈ 〈P 〉 find the
integer k (mod n) such that Q = kP .

In the following we will simply refer to ECDLP by DLP, and no longer differ-
entiate between the underlying groups.

One might wonder what the advantage is of using elliptic curves as opposed to
the much simpler finite fields. The reason is that solving the discrete logarithm
problem for an elliptic curve group is much harder than solving it for a finite
field. In fact, for a finite field discrete logarithm setting with a 128 bit security
level, ECRYPT currently advises to use a generator from a 3248-bit group with
order of 256 bits [76]. This means that every group element takes 3248 bits to
represent. For elliptic curves on the other hand the group elements can be
represented by approximately 256 bits.

Let n be the order of a point P on the elliptic curve. The best known generic
algorithm for solving ECDLP is Pollard’s rho method [69]. This method has
expected runtime of O(

√
n). A result by Pohlig and Hellman [67] shows that it

is sufficient to solve the problem with respect to the prime factors of n. Hence
n must contain a large prime factor to obtain optimal security. For discrete
logarithm problem in finite fields index calculus algorithms exists that in some
cases achieve a complexity of O( 3

√
n) [53], hence explaining the differences in

bit length.

For special types of elliptic curves, most notably the super-singular ones, we
can improve upon the Pollard rho method by using Weil or Tate pairings. In
Section 3.5 we will examine these pairings in more detail and also see how we
can benefit from them. Using these Weil or Tate pairings we can embed the
group E(Fq) in F

∗
qk for some integer k. Thus, the ECDLP in E(Fq) can be

reduced to solving the DLP in F
∗
qk . Let E(Fq) be a cyclic group of order n

then a necessary condition on k is that n divides qk − 1, it turns out that this
condition is also sufficient for a pairing to exist. It therefore makes sense to
define the empbedding degree.

Definition 3.21 (Embedding Degree). Let E(Fq) be an elliptic curve of order
n. Suppose that gcd(n, q) = 1, then the embedding degree of E(Fq) is the
smallest positive integer k such that n|qk − 1.

If the embedding degree is small then using index calculus methods in the
field F

∗
qk may give a faster method for solving the ECDLP. It is known that

supersingular curves have embedding degree at most 6, so they are especially
vulnerable to this attack, which is sometimes called the MOV-attack after
the authors Menezes, Okamoto and Vanstone [57] that first described it. It is,
however, quite rare that a randomly chosen elliptic curve has a small embedding
degree.

Let us briefly consider two protocols that use elliptic curve cryptography. The
first is the Diffie-Hellman key-exchange protocol [33]. Suppose Alice and Bob
want to create a secret key, known only to them, over an insecure channel
without having any previous contact. Let E(Fq) be an elliptic curve over Fq
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Figure 3.2: Two-party one-round key exchange protocol.

and let P ∈ E be a publicly known point of order n. Alice generates a random
integer kA (mod n) and sends kAP to Bob. Likewise, Bob chooses a random
integer kB (mod n) and sends kBP to Alice. See Figure 3.2. The common
key is now given by Q = kAkBP . Alice finds Q by multiplying the value she
received from Bob by her random integer kA. Bob does likewise. The task of
an attacker is to find Q = kAkBP given only kAP , kBP and the public point P .
This is the elliptic curve variant of the Computational Diffie-Hellman problem.

Problem 3.22 (Computational Diffie-Hellman (CDH) Problem). Let G be
a cyclic group with generator P of order p. Then the Computational Diffie-
Hellman problem is to calculate, given X = xP, Y = yP the point Z = xyP .

Another example is ElGamal encryption [35], which we briefly restate here
to show how things change when moving to elliptic curves. Let E(Fq) be an
elliptic curve and P ∈ E a point on that curve as above. Suppose Alice wants
to encrypt a message M ∈ E and send it to Bob. She knows Bob’s public key
XB = xBP , while Bob also knows the corresponding private key xB . Alice first
generates a random integer k (mod n). She then sends the pair (kP,M+kXB)
to Bob. Note that this algorithm is probabilistic. Bob receives the tuple (K,S).
To recover the message he first calculates xBK and then subtracts this from S.
No adversary can win the IND-CPA game from the previous chapter provided
the computational Diffie-Hellman problem is hard.

3.5 Pairings

After the discovery of the MOV-attack supersingular curves were considered
to be a security risk. This attitude remained until Joux [50] demonstrated the
first benign application of pairings in 2000. Since then a whole range of new
protocols have been designed making use of the very property of supersingular
curves that was until then considered a weakness: the existence of pairings. In
this section we will mainly study pairings as a black-box operation on elliptic
curves. We only briefly describe the inner workings of the Weil and Tate pair-
ings. A more thorough and technical description of the theory behind pairings
can be found in survey papers by Galbraith [40], Vercauteren [78] and an early
paper by Joux [51]. The survey papers by Menezes [56] and Paterson [65] give
a more general introduction to protocols using pairings.

Definition 3.23 (Pairings). Let G1 and G2 be cyclic groups of order p written
additively, and G3 an cyclic group of of order p that is written multiplicatively.
Then a pairing is a function

e : G1 ×G2 → G3
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satisfying the following properties.

Bilinearity: For all P, P ′ ∈ G1 and Q,Q′ ∈ G2 we have

e(P + P ′, Q) = e(P,Q)e(P ′, Q)

and

e(P,Q +Q′) = e(P,Q)e(P,Q′).

Non-degeneracy:

• For all P ∈ G1, P 6= O, there exists Q ∈ G2 such that e(P,Q) 6= 1.

• For all Q ∈ G2, Q 6= O, there exists P ∈ G1 such that e(P,Q) 6= 1.

Efficiency: The function e can be computed efficiently.

The pair (G1, G2) is called a bilinear group-pair if a pairing exists satisfying
the above properties. We define I(1k) to be a pairing instance generator.
It generates groups G1, G2 and G3 of size approximately 2k and a pairing
e : G1 ×G2 → G3.

We note that in the literature the groups G1 and G2 are sometimes written
multiplicatively instead. However, since in all implementations G1 and G2 are
(subgroups of) elliptic curves, we use the additive notation. Also, the bilinearity
of the pairing explains why they are sometimes called bilinear maps. In this
thesis we will mostly use the term pairings instead. As a consequence of the
bilinearity we get the following lemma:

Lemma 3.24. Let e be a pairing as above. Let P ∈ G1, Q ∈ G2 and a, b ∈ Fp

then the following statements hold:

1. e(P,O) = e(O,Q) = 1

2. e(−P,Q) = e(P,Q)−1

3. e(aP, bQ) = e(P,Q)ab

In the definition G1 and G2 are named seperately. This makes sense because in
the underlying Weil and Tate pairing these groups are indeed different. How-
ever, many protocols using pairings require that G1 = G2. This turns out to
be possible if the underlying elliptic curve is supersingular. Other protocols
require that there exists an efficiently computable homomorphism from G2 to
G1. Note that since both G1 and G2 are cyclic groups of the same order in
theory such homomorphism always exists. However, for some configurations
calculating this homomorphism is as hard as finding discrete logarithms. Fol-
lowing Galbraith et al. [41] we define the following three types of pairings.

Type 1: G1 = G2;
Type 2: G1 6= G2 and there is an efficiently computable homomorphism φ :

G2 → G1; and
Type 3: G1 6= G2 and there are no efficiently computable homomorphisms

between G1 and G2.
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Figure 3.3: Three-party one-round key exchange protocol.

It is the last property of Lemma 3.24 that is most often used in cryptographic
protocols. In the previous section we saw how elliptic curves could be used to
make a two-party one-round key agreement protocol. For a long time it has
been an open question whether a three-party one-round key agreement protocol
was possible. In 2000 Joux showed that by using pairings this was indeed
the case [50]. At the beginning of the protocol Alice, Bob and Charlie choose
random secret integers ka, kb, kc (mod p) respectively. Alice then broadcasts
kaP to the other to the other two parties. Bob and Charlie similarly broadcast
kbP and kcP . After receiving the broadcasts Alice (and also Bob and Charlie
by symmetry) can compute the shared key K = e(kbP, kcP )

ka = e(P, P )kakbkc ,
see Figure 3.3. Here we need to use a Type 1 pairing since we use that G1 = G2.
The security of this protocol is based on the assumption that the Bilinear Diffie-
Hellman problem is hard.

Problem 3.25 (Bilinear Diffie-Hellman Problem (BDHP)). Let e be a Type
1 pairing from G1 × G1 to GT . Then the bilinear Diffie-Hellman Problem
(BDHP) is the following: given P, aP, bP, cP compute e(P, P )abc.

Another way of looking at a pairing is in terms of the following problem.

Problem 3.26 (Cross-group Diffie-Hellman Problem). Let G1, G2 be groups
of prime order p. Then the Cross-group Diffie-Hellman problem is to decide,
given P,A = aP ∈ G1 and Q,B = bQ ∈ G2, whether a = b.

This problem can easily be solved if there exists a pairing from G1×G2 to GT .
The values a and b are equal whenever the following equation holds:

e(A,Q) = e(P,B).

Often, protocols involving pairings rely primarily on the pairings ability to solve
the Cross-group Diffie-Hellman problem. We note that if G1 = G2 then the
cross-group Diffie-Hellman problem reduces to the ordinary decisional Diffie-
Hellman problem. Consequently, if a type I pairing exists for G1 then the DDH
problem is trivially solvable as well.
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Boneh, Lynn and Shacham [16] used pairings to create a signature scheme in
which signatures are roughly half the length of traditional ElGamal-like signa-
ture schemes. This scheme is more thorougly covered in the next section. Yet
another problem that is insolvable without pairings is identity-based encryp-
tion. Boneh and Franklin proposed the solution [15]. Roughly speaking this
scheme allows the use of the identity of a person to act as a public key, hence
preventing problems with the web of trust that plagues ordinary public key
encryption.

3.6 Signature schemes

In Section 2.3 we introduced signatures as the digital counterpart to the tradi-
tional handwritten signatures. In the following chapters we describe protocols
that often make use of specific signature schemes. We describe two schemes
here. The first scheme was proposed by Chaum and Pedersen [28] and later
formalized by Boneh, Lynn and Shacham [16]. This scheme is at the basis of the
first self-blindable credential protocols without revocation [5, 79]. The second
scheme, proposed by Boneh and Boyen, is used by the self-blindable credential
protocols with revocation [36, 52] as well as by our protocol.

3.6.1 Chaum and Pedersen signatures

In their 1992 paper Chaum and Pedersen [28] describe a very simple signature
scheme that can be used in an early form of credentials. To obtain a signature
on a message M ∈ G the latter is multiplied with the private key x of the
signer. Intuitively, it is hard to forge such a signature from only X = xP
and M as that would involve solving the assumed to be hard Computational
Diffie-Hellman problem.

To verify a signature it is sufficient to ensure that the quadruple (P,X =
xP,M, σ = xM) is a Diffie-Hellman tuple, i.e. it is of the form (P, aP, bP, abP )
for some values of P, a, b. In the protocols by Chaum and Pedersen it is essential
that the prover participates in the verification. Therefore it makes sense to use
an interactive zero-knowledge proof between the signer and the verifier where
the former proves that the discrete logarithm of σ with respect to M and X
with respect to P are the same:

PK{(x) : σ = xM ∧X = xP}.

For ordinary signatures one would prefer a verification protocol that can be
executed without help from the signer. This could be achieved by converting
the interactive proof into a non-interactive one via the Fiat-Shamir heuristic.

The Chaum and Pedersen signatures do suffer from one notable defficiency:
given a signature on M it is trivial to make signatures on yM for any y ∈ Zp

simply by multiplying the original signature by y. However, it is precisely
this property that makes them very suitable for self-blindable credentials, see
Section 6.1.

Boneh, Lynn and Shacham [16] made this protocol more general by allowing
any message in m ∈ {0, 1}∗ and then hashing them onto the group to obtain
M = H(m). This prevents chosen message attacks and allows for a security
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proof in the random oracle model, see Section 3.7. Second, they replaced the
proof of knowledge by a pairing operation. Now the signature σ = xM can
be checked without help from the signer. The following definition gives the
complete protocol.

Definition 3.27 (BLS signature [16]). The Boneh, Lynn and Shacham (BLS)
signature scheme [16] is a signature scheme with G a cyclic group of order p,
P ∈ G a generator and H : {0, 1}∗ → G a hash function mapping onto the
group. The signature scheme consists of the following three algorithms:

KeyGen(1k): Generate a cyclic groupG of order p, where p is k-bits long. Then
pick a generator P of G at random, pick a random secret key a ∈ Zp,
and set the corresponding public key A = aP . It returns descriptions of
the group G, the generator P , and the hash function H : {0, 1}∗ → G in
addition to the public key A and private key a.

Sign(a,m): Given a secret key a, and a message m ∈ {0, 1}∗, compute M =
H(m) and σ = aM . The signature is σ ∈ G.

Verify(A, σ,m): Given a message m ∈ {0, 1}∗, a signature σ ∈ G and a public
key A, compute M = H(m) and verify that (P,A,M, σ) is a valid Diffie-
Hellman tuple.

In practise the algorithm will be used in the bilinear maps setting with (G1, G2)
a bilinear group pair and e : G1 × G2 → GT a bilinear map. In this setting
P ∈ G1 and H : {0, 1}∗ → G2 maps onto G2. The verification check can then
be replaced by the following check:

e(P, σ) = e(A,M).

The use of a hash function that hashes onto the curves does restrict the possible
bilinear group pairs that can be used [41].

3.6.2 Boneh and Boyen signature

The BLS scheme from the previous section has several disadvantages. First,
the security of the scheme can only be shown in the random oracle model.
This model is not universally accepted, see Section 3.7 for more information.
Furthermore, the scheme is not randomized. Finally, the full domain hash that
maps onto the elliptic curve is tricky to construct and analyze [16, 41]. The
scheme proposed by Boneh and Boyen [13] tackles these problems by assuming
the Strong Diffie-Hellman (SDH) problem is hard. Strong here means that we
can derive better results from this assumption, however this also means that
the SDH problem might be easier to solve in practice than for example the
computational Diffie-Hellman problem. The advantage of assuming that the
SDH problem is hard is that the random oracle model is no longer needed to
show resistance against chosen message attacks.

Let (G1, G2) be a bilinear group pair of prime order p as before. Let P be
a generator of G1 and Q a generator of G2. Then the Strong Diffie-Hellman
problem is defined as follows.

Problem 3.28 (q-Strong Diffie-Hellman (SDH) problem [13]). The q-Strong
Diffie-Hellman problem defined over a bilinear group pair (G1, G2) is defined
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as follows: given as input a (q + 3) tuple (Q, xQ, x2Q, . . . , xqQ,P, xP ), where
P ∈ G1 and Q ∈ G2, output a SDH-pair ( 1

x+kQ, k), where k ∈ Zp is chosen by
the adversary. An algorithm A has advantage ǫ in solving the q-SDH problem
in (G1, G2) if

Pr

[

A(Q, xQ, . . . , xqQ,P, xP ) =
(

1

x+ k
Q, k

)]

≥ ǫ,

where the probability is taken over the random choice of the generators P and
Q, the key x ∈ Zp and the random bits of A.

Definition 3.29. We say that the (q, t, ǫ)-SDH assumption holds in (G1, G2)
if no t-time algorithm has an advantage at least ǫ in solving the q-SDH problem
in (G1, G2).

The full scheme proposed by Boneh and Boyen is described as follows.

Definition 3.30 (Boneh and Boyen signature). Let (G1, G2) be a bilinear
group pair and P ∈ G1, Q ∈ G2 generators for the respective groups. Let p be
the order of the cyclic groups. The signature scheme consists of the following
three algorithms:

KeyGen(1k): Run I(1k) to obtain the groupsG1, G2 and the pairing e. Choose
two private keys a, b ∈R Z

∗
p and set the public keys A = aP,B = bP

accordingly.
Sign((a, b),m): Given a private key (a, b) and a message m choose a random

value r ∈ Zp \
{

−a+mb
}

and compute C = 1
m+a+rbQ. The inverse is

calculated modulo p. The signature is (C, r).
Verify((A,B), σ,m): Given a public key (A,B) and a signature σ = (C, r) on

a message m verify that e(mP +A+ rB,C) = e(P,Q).

A simpler version of this scheme is obtained by fixing r = 0. Note this means
we have to ensure that m 6= −a. We shall use the name Simple Boneh and
Boyen signatures to indicate this when confusion could arise.

This scheme can resist adaptive-chosen message attacks provided the SDH-
assumption holds. We only give a sketch of the proof here. An almost complete
proof can be found in Theorem 7.10. First we prove that the simple scheme
can withstand weak chosen message attacks. In this game the attacker has to
declare all the messages it will query before it even gets the public key. Suppose
we have such a succesfull attacker then we use it to solve an SDH-instance. We
first extract the signatures the attacker will request from the SDH-instance.
Then we run the attacker and provide the signatures. Finally the attacker
outputs a forged signature. From this signature we recover a solution to the
SDH-instance.

The full scheme can handle an adaptive attacker because of the extra freedom
we have in choosing r. Suppose we have an attacker than can successfully make
adaptive chosen ciphertext attacks. We proceed as before, but now generate
signatures on random messages mi ∈ Zp. Whenever the adversary asks for
a signature on a message m we pick r such that m + br = mi for a new i
and return the corresponding signature. This trick allows us to fake signatures
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even though we did not know on which message they were suppose to be at
the start.

While it was easy to generate signatures on derived private keys for the Chaum
Pedersen signatures this is not possible for the Boneh and Boyen signature
scheme since even under adaptive attacks an adverary cannot make existen-
tial forgeries. This makes these types of signatures more suitable for self-
blindable credentials with revocation, as we shall see. The scheme by Emura
et al. [36] uses the simple version for their self-blindable credential scheme,
see Section 6.2. Our protocol uses the full version to ensure unlinkability, see
Chapter 7.

3.7 Random oracle model

In section 2.2.1 we saw that the proofs of security for cryptographic protocols
should be seen as relativistic arguments. If we can break said protocol, then
we can also succeed in breaking an underlying problem which we assume to
be hard. Stronger intractability assumptions allow more things to be proven.
The signature scheme by Boneh and Boyen [12] described in Section 3.6.2 is an
example where the Strong Diffie-Hellman assumption allows us to prove that
the scheme is secure under adaptive chosen-ciphertext attacks. The random
oracle model is another way of introducing a reasonable, but strong, assumption
to facilitate security proofs.

Bellare and Rogaway [8] gave the first formal description of the random oracle
model in 1993. The main ideas, however, were already present in other, earlier
work, for example by Fiat and Shamir [37]. Many protocols use hash-functions.
In practice these are implemented using for example MD5 or SHA-1. In the
random oracle we make the assumption that these hash-functions are in fact
truly random functions, so we can replace them by an idealized hash-function
that on input of a new query picks, uniformly at random, a value from its
codomain. If this query was asked before it will return the previously chosen
value. Such a function is called a random oracle. The hash functions used in
practice are not truly random, because they are specified by a short procedural
description and hence exhibit structure. It is precisely this structure that we
assume not to be exploitable/noticeable in the hash functions we use in practise.
Proofs in the random oracle model follow the following steps.

1. Define an efficient protocol for your problem in an ideal model where all
parties, including any adversaries, share a random oracle R.

2. Prove the security of your protocol in this ideal model, using the random
oracle R.

3. Replace all calls to the random oracle R by a short hash-function.

The final step is only heuristic. The trust is based on experience rather than
on a proof. Note that, in the ideal model, the attacker cannot use the specific
structure of the hash-function as it is replaced by a random oracle. Thus the
proof of security that is obtained in this way shows that if there is a successful
attacker for the system then it must use the structure of the specific hash-
function.

Most security games, see section 2.2.1, allow an active adversary, so for example
an attacker can make signature queries or decryption queries. If we want to
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make a reduction to the underlying hard problem we should be able to answer
these queries. In the proof for the Boneh and Boyen signatures we could use the
SDH-instance to create valid answers to these queries. The following theorem
shows an example of how the random oracle model can be used to prove that
a signature scheme is secure against an adaptive chosen message attack. The
active queries are satisfied by fixing the response of the random oracle in such
a way that we can generate signatures over them. The signature scheme is
based on the RSA-signature scheme in Definition 2.15. Instead of allowing
only messages modulo n, a hash-function H is used to map any string into the
ring Z/nZ. Since this hash-function maps into the full domain Z/nZ of the
signature scheme it is sometimes called a full-domain hash-function.

Theorem 3.31. Let n = pq be an RSA-modulus and (P ,S) = (e, d) be the
public-private key pair and let H : {0, 1}∗ → Z/nZ be a full-domain cryp-
tographic hash-function. Then the RSA-FDH signature scheme is given the
following two algorithms:

Sign(d,m): The signature σ on message m with private key d is given by σ =
H(m)d (mod n).

Verify(e,m, σ): A signature σ on a message m with public key e is valid if and
only if σe = H(m) (mod n).

There is no adversary that can with advantage ǫ produce an existential forgery
on the RSA-FDH signature scheme using an adaptive-chosen message attack
making k signature queries provided that the ((ǫ − 1/n)/k)-RSA assumption
holds, i.e. no adversary has advantage ((ǫ− 1/n)/k) in solving the RSA prob-
lem.

In the subsequent proof we see a technique that is very typical for proofs in
the random oracle model. As usual we build an algorithm B that uses a forger
to solve some difficult problem, in this case RSA. Now, the attacker not only
makes signature queries that B should answer, but it also makes hash-queries
that B is responsible for answering. So our algorithm acts as the random oracle.
This is precisely what allows us to cheat.

Furthermore, we can see in the theorem the effect of the probabilistic nature of
the adversary. In order to show that no adversary has advantage ǫ in creating
an existential forgery we show that if such an adversary exists we can solve the
RSA problem with probability at least ((ǫ−1/n)/k). Note that this means our
reduction will not always succeed. We see why in the following proof.

Proof. This proof is based on the proof in Bellare and Rogaway [8]. Let A be
a probabilistic polynomial-time algorithm that creates an existential forgery
on the RSA-FDH signature scheme with probability at least ǫ. We build an
algorithm B that breaks the RSA-assumption. First B runs the RSA-instance
generator and obtains an RSA-modules n, the public key e and a value y = xe

(mod n). The goal of B is to efficiently find the value x. Algorithm B first
chooses a value t ∈ {1, . . . , k} at random. We assume that if A makes a signing
query on a message m then it has already queried H(m), this is without loss of
generality as we can always make the query ourselves. Furthermore we assume,
again w.l.o.g., that all the queries are unique. Algorithm B replies to queries
as follows:
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Figure 3.4: A fork in the responses fi to the queries qi at position β. If the
fork is successful we obtain two different signatures σ and σ′ at the end.

• Let mi be the i-th hash-query that A makes to the random oracle. If
i = t then B answers by returning y. Otherwise it picks a value ri ∈R Z

∗
N

at random and returns yi = rei (mod N).
• Suppose A makes a signing query on m. If y = mt then B aborts and
admits failure. Otherwise, it replies with ri for i such that m = mi.

Eventually A outputs a forged signature σ over a message m. If m 6= mt then
B aborts and admits failure. We know σe = H(m) since the signature is valid.
If m = mt and A queried the random oracle for m then σe = y (mod N). So,
we have found the desired solution to the RSA-problem. Note that the signing
oracle was not queried for m, since then B would have aborted.

With probability 1/N the adversary A guessed the hash-value all by itself. So
with probability (ǫ− 1/N) adversary A did indeed query B for the hash of m.
Now t is chosen at random and its value is independen of the view of A, so B
succeeds with probability (ǫ− 1/N)/n as desired.

3.7.1 Forking Lemma

Some proofs in the random oracle model require a bit more sophistication.
Recall the Schnorr-signatures described in Section 3.3.3. For a public-private
keypair (P ,S) = (X = xP, x) a signature on a message m is a tuple (R, e, s),
where R = rP , for a randomly chosen r ∈ Zp, e is the hash of m and R,
so e = H(R ‖ m), and s = r + ex. Such a signature is verified by checking
that for h = H(R ‖ m) the equation R = sP − eX holds. This time setting
some of the answers of the random oracle to a predetermined value will not
help in making a useful reduction to some hard problem such as the Discrete
Logarithm Problem. A more sophisticated treatment is needed.

For Schnorr’s proof of knowledge of a discrete logarithm protocol it is easy to
show that the prover must know the secret key because of the special soundness
property. The trick is to run the prover twice, with the same randomness but to
provide it with a different challenge. From the resulting transcripts (R, e, s) and
(R, e′, s′) the secret key can be recovered. With Schnorr-signatures this replay
trick does not work as the challenge is now determined by the hash-function and
hence fixed. This is where the random oracle model shows its use: we can run
the prover twice, but with a different random oracle. If we manage to change
the hash-query that results in the challenge h then we can obtain two signatures
(R, e, s) and (R, e′, s′) and recover the secret key as before. Unfortunately, this
heuristic argument is too simplistic. The adversary can query the oracle more
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than once and make choices depending on all the previous answers (for example
because it first searches for a suitable response). Fortunately, we can see, after
the first run, which query was for R ‖ m and hence should be altered. However,
this changes the run of the adversary from that point forward. For the original
answer we know the adversary ran succeeded in producing a forgery, for the
new answer this is not a priori known. Maybe our run to completion had a
very low probability and consequently the adversary will almost never run to
completion on the new hash-response. It turns out this is not true. Pointcheval
and Stern [68] gave a formal proof that this splitting trick will indeed succeed
with non-negligible probability.

Before we can give the actual proof we first need to prove the so-called heavy
rows lemma. Essential in the proof of the forking lemma is that we want to
show that given a succesful forgery and corresponding random oracle, we can
modify the random oracle and still obtain a succesful forgery with reasonable
probability. In the lemma below you can think of the rows X as being all pos-
sible executions, determined by the randomness and the choice of the random
oracle, up to the critical hash query, while the columns Y represent all possible
continuations for the remaining hash queries. The set A consists of those com-
binations that result in a forgery. When we make a forking attack on a forger
we change the responses of the random oracle from the critical query onwards,
so we only change the column. Therefore, it makes sense to investigate rows
where the probability of succes is high. The lemma bounds the probability
that a succesful run is in such a row.

Lemma 3.32 (Heavy rows lemma). Let A ⊂ X×Y such that Pr [(x, y) ∈ A] ≥
η. For any α < η define the set of heavy rows as:

B =

{

(x, y) ∈ X × Y | Pr
y′∈Y

[(x, y′) ∈ A] ≥ η − α
}

,

then the following statements hold:

(i) Pr [B] ≥ α

(ii) Pr [B | A] ≥ α/η.

Proof. (i) Assume, to obtain a contradiction, that Pr [B] < α. Let B̄ = (X ×
Y ) \B be the complement of B. From the definition of B it follows that

∀(x, y) ∈ B Pr
y′∈Y

[(x, y′) ∈ A] ≥ η − α, (3.4)

so we have that Pry′∈Y [(x, y′) ∈ A] < η − α for all (x, y) ∈ B̄, consequently
Pr
[

A
∣

∣ B̄
]

< η − α. Using conditional probabilities and the assumption that
Pr [B] < α we get the following upperbound on Pr [A]:

Pr [A] = Pr [A | B] · Pr [B] + Pr
[

A
∣

∣ B̄
]

· Pr
[

B̄
]

< 1 · α+ (η − α) · 1 = η,

but Pr [A] ≥ η, yielding the desired contradiction.
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(ii) The second part of the lemma follows from Bayes theorem and the estimates
we made earlier:

Pr [B | A] = 1− Pr
[

B̄
∣

∣ A
]

= 1− Pr
[

A
∣

∣ B̄
]

· Pr
[

B̄
]

Pr [A]
≥ 1− (η − α)

η
=
α

η

We can now give a proof for the actual forking lemma.

Theorem 3.33 (The forking lemma [68]). Let (Gen, Sign, Ver) be a generic
digital signature scheme with security parameter k. Let A be a probabilistic
polynomial time Turing machine that within time t can produce a valid signa-
ture (σ1, h, σ2) over a message m of its choice with probability at least ǫ and
while making at most n > 0 hash queries. Then we can construct an algorithm
B that with probability at least (ǫ− 1/2k)(ǫ− 1/2k−1)/(16n) performs a succes-
ful replay attack on adversary A to obtain two valid signatures (σ1, h, σ2) and
(σ1, h

′, σ′
2) over m with h 6= h′.

Proof. We first formalize the description of the queries to the random oracle
and how the choice of this oracle influences an attacher. The adversary A
is a probabilistic polynomial time Turing machine with random input ω. It
interacts with random oracle H and makes at most n hash-queries. We may
assume that these queries are distinct, since, if they are not, we can make an
adversary A′ such that they are. Let q1, . . . , qn be the n distinct queries and
f = (f1, . . . , fn) the vector of responses. Now, randomly choosing a random
oracle (i.e. by fixing all its outputs at random) corresponds to choosing the
response vector f at random. Thus for a random choice of (ω, f) algorithm A
produces a forgery (σ1, h, σ2) over a message m, if it is successful.

Since (σ1, h, σ2) is a valid signature we know that h = H(σ1 ‖ m). Since
f is random, the adversary A could have guessed this value with probability
at most 1/2k. So it is very likely that A queried H for this value at some
point. Let Ind(ω, f) be the index of this query, i.e. qInd(ω,f) = (σ1 ‖ m)
(we let Ind(ω, f) = ∞ if the oracle is never queried for (σ1 ‖ m)). We can
now formally define the subset of the space of all random bit-flips and random
oracles that result in a successful executions of the adversary A:

S =
{

(ω, f) | AH(ω) succeeds ∧ Ind(ω, f) 6=∞
}

.

Similarly, we define the sets Si to be the succesful runs of A that make the
critical hash query at position i:

Si =
{

(ω, f) | AH(ω) succeeds ∧ Ind(ω, f) = i
}

.

Note that the Si partition S. Let ν ≥ ǫ − 1/2k be the probability that A is
succesful and Ind(ω, f) < ∞. Define the set I to be the set of most likely
indices, more specifically let I consist of those indices i such that Pr [Si | S] ≥
1/(2n). Then the probability that the index of succesful query lies in I is at
least 1/2:

Pr [Ind(ω, f) ∈ I | S] ≥ 1

2
.
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Let us show why. By definition of the Si we have Pr [Ind(ω, f) ∈ I | S] =
∑

i∈I Pr [Si | S] = 1 −∑i/∈I Pr [Si | S] . For each of the latter terms we know
that Pr [Si | S] < 1/(2n) and that the complement of I contains less than n
items since I cannot be empty, so Pr [Ind(ω, f) ∈ I | S] ≥ 1−n · 1/(2n) = 1/2.

Let f |ba = (fa, . . . , fb) be the restriction of the responses of the oracle, f , to
the elements with indices a, . . . , b. We now apply Lemma 3.32 for each i ∈ I
with X = (ω, f |i−1

1 ), Y = (f |ni ), and A = Si. Furthermore we take η = ν/(2n)
and α = ν/(4n). By construction Pr [Si | S] ≥ 1/(2n), so Pr [Si] ≥ ν/(2n) = η.
Now let the heavy rows Ωi be those rows such that

Ωi =

{

(x, y) ∈ X × Y | Pr
y′∈Y

[(x, y′) ∈ Si] ≥
ν

4n
= ǫ− α

}

.

By Lemma 3.32 we get that Pr [Ωi | Si] ≥ α/ǫ = 1/2. Let us now finally take a
look at the probability Pr [(∃i ∈ I)(ω, f) ∈ Ωi ∩ Si | S] that a succesful forgery
derives from some heavy row Ωj for some i ∈ I. We have that

Pr [(∃i ∈ I)(ω, f) ∈ Ωi ∪ Si | S]

=Pr

[

⋃

i∈I

Ωi ∩ Si
∣

∣

∣

∣

∣

S

]

=
∑

i∈I

Pr [Ωi ∩ Si | S]

=
∑

i∈I

Pr [Ωi | Si] Pr [Si | S] ≥
1

2

(

∑

i∈I

Pr [Si | S]
)

≥ 1

4
,

so with probability ν/4 the forger A succeeds and produces a forgery (σ1, h, σ2)
on a message m that derives from an element (x, y) ∈ Ωi, i.e. that element
lies in a heavy row, for some i ∈ I. Now consider what happens if we rewind
the forger to the ith query and proceed with a different oracle vector f ′, so we
have f |i−1

1 = f ′|i−1
1 , since f is in a heavy row we know that

Pr
f ′

[

(w, f ′) ∈ Si
∣

∣

∣
f |i−1

1 = f ′|i−1
1

]

≥ ν

4n
.

With probability at most 1/2k we have fi = f ′
i , so with probability ν(ν −

1/2k)/(16n) we get different two forgeries (σ1, h, σ2) and (σ1, h
′, σ′

2) such that
h = f(σ1 ‖ m) 6= h′ = f ′(σ1 ‖ m). This gives the desired result.
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Chapter 4

Credentials systems and

revocation

According to a dictionary a ‘credential’ is ‘evidence or a testimonial concerning
one’s right to credit, confidence, or authority’. A slightly more general notion
of credentials in the sense we will be studying was given by Chaum in his
seminal paper on anonymous credentials from 1985 [26]:

Credentials are statements based on an individual’s relationship
with organizations that are, in general, provided to other organiza-
tions.

Chaum introduces the concept of organizations to make the entity that sup-
ports or attests to the evidence or testimonial explicit. This matches the
slightly more explicit notion of credential systems given by Camenisch and
Lysyanskaya [21]:

A credential system is a system in which users can obtain credentials
from organizations and demonstrate possession of these credentials.

So to study credential systems, we also need to take into account the orga-
nizations as well as parties that solely verify credentials. In this chapter we
will describe an ideal model of a credential system that allows us to describe
properties of credential systems without being encumbered by practical imple-
mentation details.

Credential systems are part of a bigger, more general structure called identity
management systems. This field deals with “the process and all underlying
technologies for the creation, management and usage of digital identities” [1]. A
digital identity corresponds to a collection of statements about a user. Verifiers
want to know whether these statements are correct. In identity-management
systems there are two types: network-based systems and claim-based systems.
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In the former the verifier will contact the organization via the user, and verify
the claims directly. We will concern ourselves here with the second, claim-
based, type. Here the verifier first specifies which statements (i.e. credentials)
he would like to see, the user then requests (or has previously requested) proofs
of these statements from the organization and shows them to the organization.
We focus on the latter because in the network-based systems revocation is
trivial.

Before we continue we should point out that in real systems credentials can
take very many different forms so making a general ideal model is actually
useful. Traditionally a credential was synonymous with a certificate, i.e. a
digital signature by an organization over a public key. Such a certificate could
then have an additional field describing the statement about the holder of the
public key. However, an organization may also choose to periodically publish
a list of all authorized users. In order to show a credential a user only needs
to prove his identify. The verifier can then check the claim by looking at the
public list.

4.1 Ideal model

At the core of a credential system are the credentials themselves. However,
we need to be a bit careful. A person that passed his/her drivers exam is
allowed to have a driver’s license, but this does not mean that this person is
in possession of a driver’s license. Therefore, we distinguish the subset of the
users that is allowed to have a credential, i.e. passed their drivers exam in the
example, from the credential objects, i.e. the driver’s license.

In our ideal model we have four types of parties: users, issuers, verifiers and
revocation agents. The users obtain their credential objects by interacting
with an issuer. Users can subsequently show possession of such objects by
interacting with the verifier. The latter checks if the user is allowed to have a
credential, for example by verifying the credential object. It keeps a transcript
of the conversation and asks to revocation agent to confirm that the credential
object was not revoked based on this transcript. Note that we now use the term
issuer instead of organization. We do this because this name is also applicable
to systems that do not necessarily deal with credentials.

The transcript allows us to define various types of anonymity. Dealing with
revocation is slightly more complicated, since the set of users that is allowed
to have a credential then changes over time. To formalize this we introduce
epoch. Each time a user is revoked (or unrevoked) we go to the next epoch.
We are now ready to give a formal definition of our ideal model. A graphical
representation of this system is shown in Figure 4.1.

Definition 4.1 (Ideal model of a credential system). Let U be the set of all
possible users in the system. Let C be a credential, then SCt ⊂ U is the set
of users that is allowed to have such a credential at epoch t. Furthermore, let
RCt ⊂ U be the set of users that at time t is no longer in SCt .

For each property C there exists an issuer IC and a revocation agent AC . All
parties have access to the epoch counter t, that is initially set to zero.
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User (U)

Issuer (I)

Verifier (V)

Revocation Agent (RA)

Issue

ShowCredential

RevocationCheck

Revoke

Figure 4.1: Scheme showing the four protocols between the four parties in the
ideal model. The direction of the arrow indicates which party initiates the
protocol. Note that we only show a revocation request by the issuer, while the
model also allows these to come from the user as well as the verifier.

Issue(u,C): This is an interactive protocol between a user u ∈ U and the
issuer IC for credentials satisfying property C. First, the parties set up an
encrypted connection. Then user u provides all the necessary information
to issuer IC . The latter then verifies that u ∈ SCt . If this is the case then
it cooperates with the user to generates a credential object OCu and sends
the results to the user.

ShowCredential(O,C): This is an interactive protocol between a user u ∈ U
and a verifier V . The user u has a credential object O for a credential
C. It converses with the verifier to convince the latter that he has such
a credential object. The verifier accepts this if and only if the user u it
interacts with was once granted the credential object O, i.e. u ∈ SCt′ for
some t′ ≤ t and the credential object belongs to u. Subsequently, the
verifier runs RevocationCheck(T ) on the transcript T of the protocol with
the revocation agent AC . If the revocation agent answers valid then the
verifier accepts that the user has a valid credential object for credential
C. Finally, it stores the transcript T of the interaction.

RevocationCheck(T,C): This is an interactive protocol between a verifier V
and a revocation agent AC . The verifier asks the revocation agent to
confirm that the user it conversed with in the transcript T does indeed
have a valid credential object. Let u be this user. Then the revocation
agent returns valid if u ∈ RCt , and invalid otherwise. Note that neither
the revocation agent nor the verifier necessarily know u.

Revoke(u,C): This is an interactive protocol between any of the parties and
the revocation agent AC . The goal of the other party is to revoke the
credential object of user u for credential C. The other party provides a
reason for revocation together with any necessary information (for exam-
ple a proof of identity). If the revocation agent accepts the reason it adds
user u to the revocation list, i.e. it sets RCt+1 = RCt ∪ {u}. Furthermore,
it declares that the previous epoch has expired. Note that since the rea-
son for revocation was valid the set of users that are allowed to have a
credential object for credential C, SCt+1, is automatically updated.
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4.2 Anonymity

Intuitively, to be anonymous means that you are not distinguishable from any
other person. However, in practice things are a bit more subtle. For example,
if you know that an anonymous post was written by a mathematics student
in Groningen who wrote a master’s thesis in cryptography your choices are
already really limited. Nevertheless, if I reveal these both facts about myself
then I can only hope for anonymity within the set of people that satisfy both
facts. Hence we get the following formal definition:

Definition 4.2 (Anonymity [66]). Anonymity is the state of being not identi-
fiable within a set of subjects, the anonymity set. Anonymity of a subject from
an attackers perspective means that the attacker cannot sufficiently identify
the subject within the anonymity set.

We will now study three types of anonymity as seen from our ideal model in
the previous section: no anonymity, (ordinary) anonymity, and unlinkability.

4.2.1 No anonymity

Although having no anonymity is not desirable from a privacy point of view,
this approach is still used the most. Consider for example the certificate, i.e.
a signature over a public key, from the introduction of this chapter. Upon
showing such a certificate immediately the public key, and hence the identity
of the user, is revealed. In our ideal model we would then have the following

Definition 4.3 (Non-anonymous credential system). A credential system is
non-anonymous when any entity can recover u in probabilistic polynomial time
from a transcript T of an ShowCredential interaction between user u and some
verifier. In other words, we can assume that the transcript T contained u
directly.

We will see more extensive examples of traditional systems that are non-
anonymous in Section 5.1.

4.2.2 Anonymity

A first real notion of anonymity is the following: given a transaction it should
be impossible to recover the identity of the user. This is not really difficult to
achieve. If a verifier can only recover a pseudonym of a user given a transaction
then already this user is anonymous in the sense of Definition 4.2, as long as
no one has a map that translates pseudonyms to identities it is not possible to
recover the identity of a user.

For credential systems we then arrive at the following definition.

Definition 4.4 (Anonymous credential system). A credential system is anony-
mous when no entity can recover u in probabilistic polynomial time from a
transcript T of an ShowCredential interaction between user u and some verifier.

The anonymous OV-Chipkaart in the Netherlands is a good example. While
the card has a unique identifying number this number is not linked to the
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identity of a person. Another example is the pseudonymous system proposed
by Chaum [26]. In this system users use new pseudonyms with every issuer
and every verifier. The issuers and verifiers only ever learn the pseudonym
the user originally used with them. Hence the identity of the user remains
hidden. Furthermore, the pseudonyms by which the user is known to other
issuers/verifiers are hidden as well. Note that using multiple pseudonyms or
identifying pieces of information gives a slightly stronger notion of anonymity
than using only one for every party.

We note that for real world applications this level of anonymity might not be
strong enough. Given a complete lists of a person’s financial transactions it is,
in general, rather easy to figure out the true identity of this person.

Interestingly, a related concept shows up in group-signatures where a desig-
nated authority is able to examine a signature and trace it to the person that
produced it. In other words, given a transcript, it is able to recover the identity
of the user. Since this is in fact the inverse of what we described above, we
feel that untraceability should equal anonymity, and not unlinkability, as some
authors propose [77].

4.2.3 Unlinkability

Unlinkability is the holy grail of anonymity. When two credential showings are
unlinkable an adversary has no method for deciding whether they originate from
the same user or not. Thus every transaction seems to be completely unrelated.
If a system is traceable, then surely it is also linkable, hence unlinkability
is a stronger assumption than the (ordinary) anonymity we defined earlier.
Formally unlinkability is defined as follows.

Definition 4.5 (Unlinkability [66]). Unlinkability of two or more items of in-
terest from an attackers perspective means that within the system, the attacker
cannot sufficiently distinguish whether these items of interest are related or not.

An unlinkable credential system is then described as follows.

Definition 4.6 (Unlinkable credential system). A credential system is un-
linkable when no entity can determine in polynomial time whether for two
transcripts T1, T2 between users u1, u2 and verifiers V1 and V2 the users u1 and
u2 are equal or not.

In the next chapter we will see many examples of schemes satisfying unlink-
ability. In addition to this, we will prove that our scheme is unlinkable in
Chapter 7.

4.3 Revocation

Revocation is the act of recall or annulment and is an essential part in credential
systems. In practical situations a credential may need to be revoked because it
is stolen, in which case the user will revoke his credential to prevent abuse by
other parties. Similarly, an issuer may decide to revoke a credential because of
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fraud or because the conditions upon which the credential was issued are no
longer valid.

In our ideal model a user can run ShowCredential while his credential has been
revoked. The only consequence is that the verifier detects the cheating. In
many practical systems also the identity of the user is revealed. Depending on
the type of system this is desirable or not. We feel that in general this is not a
problem since a revoked credential should not be used. However, the following
definitions on revocability are independent of whether the identity is revealed
or not.

In the real world model the verifiers are provided with some additional infor-
mation that allows them to test whether a credential is revoked. Suppose this
additional information is always the same. Then verifiers have a method that,
given a new transaction and this additional information, decides whether the
credential is revoked. This method often also works on transcripts of inter-
actions that occurred before revocation took place, hence revealing the entire
history.

Definition 4.7 (Weakly private revocability). We call revocability weakly pri-
vate if revoking a the credential C of a user u in epoch t does not only invalidate
any future uses of the credential object in epochs after epoch t, but will also
make all transactions of user u for credential C linkable. More precisely, given
a transcript T of the interaction of user u showing credential C to a verifier
there is a polynomial time algorithm that determines if a transaction T ′ is for
the same user and same credential.

Consequently, we also have a stronger version of revocability that is, for obvious
reasons, often called backwards unlinkable.

Definition 4.8 (Backward-unlinkable revocation). We call revocability in a
credential system backward-unlinkable if revoking a the credential C of a user
u in epoch t does not only invalidate any future uses of the credential credential
object in epochs after epoch t, but will also make all transactions of user u for
credential C after epoch t linkable. More precisely, given a transcript T of the
interaction of user u showing credential C to a verifier there is a polynomial
time algorithm that determines if a transaction T ′ is for the same user and
same credential if and only if both transactions occur after epoch t.

Finally, we can define revocation that offers the most anonymity for revoked
users. Here, no linking is possible, even though a credential for a user has been
revoked.

Definition 4.9 (Anonymous revocation). We call revocability anonymous if
revoking a the credential C of a user u in epoch t invalidate any future uses
of the credential credential object in epochs after epoch t, and in addition no
linking of transaction of this user for this credential are possible, even though
the credential has been revoked.

Revocation in the model we described is at the credential level. In some situ-
ations it might be beneficial to revoke a complete user instead. Some systems
support this type of revocation.
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We did not specify how the revocation agent can detect the identity of the user
it wants to revoke. It could possibly obtain this information by contacting a
trusted store, but whether this will work in practice is highly dependent on the
implementation of the credential system. Therefore we will discuss the method
of revocation while describing the protocols themselves.

4.4 Unforgeability

A natural security requirement for a credential system is to ask that no user
can create his own credentials. For a real world model we should be a bit
careful in how we define unforgeability. In the simple case, where an adversary
is not allowed to interact with valid users, it is easy to define unforgeability:
the adversary should not be able to demonstrate possession of a credential.

The case where an adversary controls multiple users is more difficult to analyze.
Even in the ideal model. Suppose in the real world that an adversary extracts
the knowledge of a number of users. The adversary can now always use one of
their credentials. This is unavoidable. The adversary should, however, not be
able to construct a new credential that is really different from the credentials
it has extracted. In the ideal model this is captured by the verification by
the verifier. This only succeeds if a user shows his own credential object (or
perfectly impersonates another user and shows that users’ object). This is not
the case for a new credential object.

In a number of protocols, most notable the group-signatures and our own
protocol, we can use the revocation mechanism to define what it means that
the adversary cannot create new credentials, even after interacting with or
subverting a number of users. Recall that after revocation the use of a revoked
credential could be detected. So, an adversary can only build a really new
credential if it can show a credential while all the users it subverted are revoked.

4.5 Real-world model

In the real world the verification done by the verifier should be made easily
implementable. In addition revocation check does not always need to use an
online revocation agent. The model we sketch here reflects the structure of
the systems in the next chapter. There also exists other systems that follow
a different structure (for example the user always authenticates via an issuer)
but we will not consider these here.

In real world systems we again find users (U), issuers (I) and verifiers (V )
with the same role as in the ideal model. Some protocols use an online validity
check on credentials. That is why we split the revocation agent into two parts:
one offline (RA) and one online revocation status agent (RS). The offline part
handles the actual revocation of credentials and distributes this information to
the other parties. The online agent can be used a a third party that certifies
validity of a certificate during the showing processes.

All the relevant parties and how they interact are shown in Figure 4.2. Not
all these interactions are necessary in any system. For example the online
revocation status agent is not used in many systems, but it is used in the Online
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User (U)
Offline

revocation
agent (RA)

Online
revocation
status (RS)

Verifier (V)

Issuer (I)

verify
validity

show
credential

revocation
update

revocation
update

revocation
update

revocation
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re
vo
ke

grant
credential

revoke

Figure 4.2: The important parties in a credential system with the protocols
that can be run between them. The origin of the arrow denotes the initiating
party. Note that not all these protocol (nor parties) have to be supported by
a credential system.

Certificate Status Protocol, see Section 5.1.2. The revocation agent responds
to a revocation by sending the necessary updates to the other parties. In most
protocols we shall consider in the next chapter only the verifier is notified.
However, for example when dealing with accumulators, see Section 5.4, also
the users’ certificates need to be updated. In practice multiple issuers and
multiple verifiers may be present in the system.

4.6 Aspects of credential systems

To compare various credential systems we need to define aspects on which to
judge them. With respect to privacy we establish whether the system is to-
tally non-anonymous, untraceable or unlinkable. We will consider computation
aspects, i.e. how much work need the various entities perform, and commu-
nication aspects, i.e. how much data needs to be transferred between which
entities. We consider each of these in turn.

4.6.1 Computation aspects

As we saw in the introduction of this thesis smart cards are very useful in
protecting valuable (key) information. This makes them very interesting as a
personal wallet that contains your credentials. However, they are only equipped
with an 8-bit processor running at a slow clock speed. Hence, they are rather
slow. Additionally, both the semi-permanent storage for key material (stored in
an EEPROM) and the working memory are small as well. Combining this with
the fact that showing a credential should be very fast shows that the amount of
computation that is performed and the storage used by the user should be very
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limited. This will be the first computational aspect we will consider. Ideally
we want a constant time showing-algorithm for the users.

The time limit on transactions also impacts the verifiers and issuers. When
the revocation check is very costly this will also cause long verification times.
So the effect of the length of the revocation list is another important point
of interest. Ideally we want a constant or logarithmic time dependency on
the length of the revocation list, but we shall also see protocols where this
dependency is linear.

4.6.2 Communication aspects

Just as the computation speed of a smart cards is limited, so is its communi-
cation speed. Contactless smart cards can achieve data rates from 108 to 848
kbit/s. This means that the amount of data these cards can send in the short
time allowed for a transaction is also limited. The communication between the
user and the verifier (issuer) is the first communication aspect we will consider.

On the other hand there is the issue of scale. While revocation is not a very
frequent event, it does impact the system if each time a credential is revoked
all users need to contact the (offline) revocation agent. This might result in
a performance hit if the number of users grows. That is why the communica-
tion between the users and the revocation agent is our second communication
aspect. Ideally the users do not need to be notified of revocations.

Finally, we consider the amount of communication between the revocation
agent and the verifiers/issuers. Here we are more interested in the order of
the communication. Is the amount constant for each update, or is there maybe
a linear dependency on the current number of revoked credentials. The (op-
tional) communication between the verifier (issuer) and the online revocation
agent is constant for all protocols we examine and therefore not really inter-
esting beyond whether it is used or not.
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Chapter 5

Revocation Techniques

In this chapter we review a number of credential systems, while focussing on
their revocation abilities. In addition we examine a couple of concepts that
may be added to existing credential systems and hence provide revocation.
We first examine a very traditional credential system: the X.509 certificate
system that is used throughout the internet. This system demonstrates some
nice concepts such as limited life-times and revocation lists. We continue with
more recent credential systems in Section 5.2. In Section 5.3 we study group
signatures, which can be converted into a credential system, while in Section 5.4
we study accumulators which can be used for revocation checking. Finally we
study private set intersections, that also have some possible applications to
revocation checking in Section 5.5.

5.1 Traditional methods

The X.509 ITU-T [49] standard describes a complete public key infrastructure.
As we have seen before, in public key systems every entity has a public and a
private key. To verify that an entity signed a message we look up its public key
and check the signature against this public key. This lookup is a weak point of
the system: our security guarantees only hold if this lookup is infallible. Hence
we have to be sure that the public keys indeed corresponds to the correct entity.
In the X.509 system this is solved in a hierarchical fasion.

The system contains organizations, here called Certificate Authorities (CAs),
that can sign statements about entities, or, more precisely, public keys. These
statements are called certificates. Verifiers can then check these certificates
against the public key of the certificate authority. By signing a certificate the
CA links the identity of an entity to a public key. The identity of this certificate
authority is subsequently certified by a higher level authority, thus leading to
a hierarchical structure.

In Figure 5.1 you can see a X.509 certificate. Since this is a practical and
rather general system this certificate constrains more information than the
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Certificate:

Data:

Version: 1 (0x0)

Serial Number: 7829 (0x1e95)

Signature Algorithm: md5WithRSAEncryption

Issuer: C=ZA, ST=Western Cape, L=Cape Town, O=Thawte Consulting cc,

OU=Certification Services Division,

CN=Thawte Server CA/emailAddress=server-certs@thawte.com

Validity

Not Before: Jul 9 16:04:02 1998 GMT

Not After : Jul 9 16:04:02 1999 GMT

Subject: C=US, ST=Maryland, L=Pasadena, O=Brent Bacca,

OU=FreeSoft, CN=www.freesoft.org/emailAddress=bacca@freesoft.org

Subject Public Key Info:

Public Key Algorithm: rsaEncryption

RSA Public Key: (1024 bit)

Modulus (1024 bit):

00:b4:31:98:0a:c4:bc:62:c1:88:aa:dc:b0:c8:bb:

33:35:19:d5:0c:64:b9:3d:41:b2:96:fc:f3:31:e1:

66:36:d0:8e:56:12:44:ba:75:eb:e8:1c:9c:5b:66:

70:33:52:14:c9:ec:4f:91:51:70:39:de:53:85:17:

16:94:6e:ee:f4:d5:6f:d5:ca:b3:47:5e:1b:0c:7b:

c5:cc:2b:6b:c1:90:c3:16:31:0d:bf:7a:c7:47:77:

8f:a0:21:c7:4c:d0:16:65:00:c1:0f:d7:b8:80:e3:

d2:75:6b:c1:ea:9e:5c:5c:ea:7d:c1:a1:10:bc:b8:

e8:35:1c:9e:27:52:7e:41:8f

Exponent: 65537 (0x10001)

Signature Algorithm: md5WithRSAEncryption

93:5f:8f:5f:c5:af:bf:0a:ab:a5:6d:fb:24:5f:b6:59:5d:9d:

92:2e:4a:1b:8b:ac:7d:99:17:5d:cd:19:f6:ad:ef:63:2f:92:

ab:2f:4b:cf:0a:13:90:ee:2c:0e:43:03:be:f6:ea:8e:9c:67:

d0:a2:40:03:f7:ef:6a:15:09:79:a9:46:ed:b7:16:1b:41:72:

0d:19:aa:ad:dd:9a:df:ab:97:50:65:f5:5e:85:a6:ef:19:d1:

5a:de:9d:ea:63:cd:cb:cc:6d:5d:01:85:b5:6d:c8:f3:d9:f7:

8f:0e:fc:ba:1f:34:e9:96:6e:6c:cf:f2:ef:9b:bf:de:b5:22:

68:9f

Figure 5.1: Example X.509 certificate by the CA Thawte Consulting for the
public key of www.freesoft.org. Notice how the signature authenticates the
complete Certificate record, including expiration dates.

bare minimum. The most important fields are the Subject Public Key Info field
containing information about the public key and the Signature Algorithm field
containing a description of the signature algorithm and the resulting signature.
This signature is over the whole preceding text. From a semantic point of view
also the Subject field is interesting. The signature of the certificate authority
binds the identity of the person described in this field to the public key.

When using a certificate like this both parties have to be careful. First, the
holder of this certificate cannot hope to remain anonymous. Even if the Subject
field would only contain a pseudonym any usage of this certificate will remain
traceable. Second, also the verifier of such a certificate needs to be careful.
Being able to show this certificate does not necessarily also mean owning the
certificate. The verifier needs to convince himself that the shower also knows
the corresponding private key. It could do so by asking the holder of the
certificate to sign a random nonce, although this has its issues as well.
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The Validity field limits the lifetime of a certificate. If a system does not support
any other forms of revocation then this can be used as a substitute especially
when a short expiration time is specified when the certificate is issued. If a
certificate is revoked the holder simply does not get a new one. While easy
to implement this approach also has a couple of downsides. The first is the
window of vulnerability. After revocation a certificate can still be used until it
expires. To counteract this we have to choose short – the exact definition of
short depends on the context – expiration time. This brings us to the second
problem. If the life-time of a certificate is small then they need to be reissued
very often. This results in a computational burden on both the organizations
(CAs) as well as the users. In fact, if the average time interval between showing
a certificate is larger than the life-time of a certificate then a user needs to
obtain a new certificate each time it wants to show it. Hence the system has
been transformed into an online system.

5.1.1 Certificate revocation lists

The X.509 standard does specify a better system for revocation of certificates:
certificate revocation lists (CRL) [48]. These lists are timestamped, periodically
issued and signed by the certificate authority. They are stored in a public
repository. A certificate is added to the CRL by including the serial number.
When a certificate is shown its serial number is visible, so a verifier can check
in O(log n) time, where n is the length of the CRL, if the certificate has been
revoked.

Once a certificate has been added to the CRL it has to remain there until the
certificate itself expires. This ensures that the CRLs do not become too large.
So, even though the expiration time is not used to enforce revocation it does
affect it.

A CRL is a classical example of a blacklist. The CRL contains those certificates
that are no longer valid. We shall also see other types of systems that turn
this approach around: a certificate is only valid when it is on the list. Such a
list is called a whitelist. In Section 5.4 we shall see an especially nice example
where these whitelists can be kept very small.

5.1.2 Online Certificate Status Protocol

The CRLs we just described are not without their problems. For example the
revocation list might be too big for the verifier to retrieve. That is why the
Online Certificate Status Protocol (OCSP) [61] was developed as an online
alternative. Instead of locally checking revocation status against the CRL a
verifier will now send the serial number of the certificate to the OCSP server.
The latter will verify the validity of the certificate. If the certificate is still valid
it sends a signed success message back.

One of the clear advantages is that a verifier now does not need to store the
complete list, but can query for the status of a certificate online. This does
mean a larger load for the OCSP servers, but they can easily be distributed to
reduce this. The name of the OCSP server can be added to the certificate so
the verifier doesn’t need to look this up additionally. The primary disadvantage
of online protocols is that they need a working link between the verifier and
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the OCSP server. For our credentials this is not an acceptable situation since
this would mean that certificates cannot be checked when this connection is
abscent, which is why we will not consider online protocols further.

5.2 Existing anonymous credential systems

In this section we study the powerful anonymous credential systems Idemix,
short for identity mixer, and U-Prove. Their approaches are a bit different:
credentials from Idemix can be used as often as one wants, while U-Prove
credentials are in principle single-show. However, the construction of U-Prove
is simpler and more efficient.

5.2.1 Idemix

The Idemix credential system, proposed by Camenisch and Lysyanskaya [21] is
more formal than our ideal model from the previous chapter and instead follows
a model formerly proposed by David Chaum. In order to obtain a credential
object from an issuer a user first obtains a pseudonym from this issuer and
will subsequently use this pseudonym in any further communication with the
issuer. Also, credentials are issued with respect to these pseudonyms.

For simplicity we will only consider a single issuer. For this issuer we fix an
RSA-modulus n and five elements a, b, d, g, h in QR(n), the group of quadratic
residues modulo n. Every user U has a master key xU , that is never revealed.
The implementations of the transactions are heavily based on zero-knowledge
proofs and quite complicated. We give a simplified exposition of these proto-
cols, for the details we point to the original paper [21].

The user and the issuer first jointly agree on a pseudonym NU = N1 ‖ N2,
the concatenation of a user-generated part N1 and an issuer-generated part N2

using an interactive protocol. This pseudonym is accompanied by a validat-
ing tag PU . This tag is a Pedersen commitment, see Definition 3.16, to the
master key xU of the user: PU = gxUhsU , where sU is a random value that
is jointly computed by the user and the issuer and only known to the user.
This ensures that the value of PU is statistically independent from xU . The
complete pseudonym-issuing protocol is quite complicated because the user
needs to prove that it constructed the validating tag correctly, i.e. by using the
randomness provided by the issuer. We refer to [21, Protocol 1] for the details.

A credential on a pseudonym NU is a tuple (eU , cU ) such that ceUU = PUd
(mod n). By the assumption that the strong RSA problem is hard such tuples
cannot be forged.

Problem 5.1 (Strong RSA Problem (sRSA) [75]). Given an RSA modulus n,
and a random element z ∈ Z

∗
n find e > 1 and u such that z = ue (mod n).

The Issue protocol is implemented as follows. First user U sends (NU , PU ) to the
issuer and authenticates herself by executing the following proof of knowledge:

PK{(xU , sU ) : P 2
U = (a2)xU (b2)sU },

where the additional squaring of both sides proves that the elements are qua-
dratic residues. The issuer ensures that the pair (NU , PU ) matches its own
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database. Then it chooses a random prime eU and computes cU = (PUd)
1/eU

(mod n). It can do this because the issuer knows the factorization of n. Finally
it sends the credential (cU , eU ) to the user. Both parties store it for future
reference.

Finally we have the showing protocol, ShowCredential. A user U has a credential
when she can show that she knows values (PU , cU , eU ) satisfying the equations
as before. However, revealing any of them would void anonymity, so we cannot
use the normal approach where we reveal one of them and then show in zero-
knowledge that we know the rest. Therefore, user U and verifier V engage in
the following protocol. First, U chooses r1, r2 at random, computes Pedersen
commits to cU and r1: A = cUh

r1 and B = hr1gr2 , and sends the commitments
to V . Since r1, r2 are random this does not reveal anything about the actual
value of cU but does allow us to write down a proof of knowledge between U
and V that shows that U also knows eU and PU :

PK{(eU , xU , sU , r1, r2, α, β) : d2 = (A2)eU ( 1
a2 )

xU ( 1
b2 )

sU ( 1
h2 )

α∧
B2 = (h2)r1(g2)r2 ∧ 1 = (B2)eU ( 1

h2 )
α( 1

g2 )
β∧

xU , sU , eU have correct ranges}.

The variables α and β represent the values r1eU and r2eU respectively. The
range checks are necessary because the values of xU , sU , eU are restricted in
magnitude. There exists Σ-protocols for proving these things. An even more
complicated zero-knowledge proof can be used to show possession of some
pseudonym with another issuer.

Idemix can additionally provide protection against fraud using two different
methods. A major problem with digital credentials is that they can be eas-
ily duplicated, thus allowing for easy transfer of credentials. As a deterrence
against this Camenisch and Lysyanskaya propose all-or-nothing disclosure:
sharing some information, say a credential, in fact reveals all information about
you. This idea is already present in the protocol we described above. For every
showing of a credential the secret key xU is needed. To get all-or-nothing disclo-
sure the system can be extended such that some very valuable information, like
access to a bank account, is encrypted using xU and stored in a public place.
Then, when sharing a credential, also this valuable information is accessible.

Idemix can also be extended to allow for anonymity-revocation. During the
show protocol the verifier is additionally provided with a verifiable encryption
of the private key or pseudonym of the user. A trusted third party can then
reveal the identity of the user if a suitable condition is met. This can be used
to implement revocation in the sense of the previous chapter but it is not very
efficient, since the trusted third party needs to decrypt a message for every
verification, nor is it very privacy friendly, as the trusted third party can then
trace any interaction.

5.2.2 U-Prove

Idemix uses complicated credentials, that are shown using equally complicated
zero-knowledge proofs. The U-Prove credentials [18] on the other hand are
much simpler. In addition, they can easily be extended to support multiple
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attributes, for example a name, date of birth, place of birth and sex. The owner
of such a credential can opt to reveal only part of this information. Finally,
U-Prove credentials can in principle only be used once.

Let G be a multiplicative group of prime order q chosen by the organization.
This group can for example be an elliptic curve, or a subgroup of Z/nZ. We
follow the original publication in writing this group multiplicatively. Suppose a
user has a number of attributes (x1, . . . , xl), all modulo q, that the organization
wants to encode in a credential. The organization publishes a generator h0 of
G as well as a generator gi for every attribute.

We examine a simplified version of the protocol. A credential on attributes
(x1, . . . , xl) is given by the public key

h = gx1

1 · · · gxl

l h
α
0 ,

with corresponding private key (x1, . . . , xl, α) and a signature σ over h by the
organization. Note that h is a generalization of the Pedersen commits we
saw in Section 3.3.2. The randomness of α ensures that h does not leak any
information about the attributes encoded within, in fact, for every choice of
(x′1, . . . , x

′
l) there exists an α′ such that

h = g
x′

1

1 · · · g
x′

l

l h
α′

0 .

This also means that to cheat, i.e. to use σ as a signature for other attribute
values, a user has to find this exact value of α′, which corresponds to solving a
discrete logarithm problem.

The most simple usage of this credential would be to use it just as a classical
certificate. The user provides the verifier with h and σ and shows that it
knows the private key using a simple proof of knowledge of discrete logarithms.
To guarantee anonymity a credential of this form can only be used once. But,
that could also be achieved using a simpler scheme. They shine, however, when
a user selectively discloses a number of attributes. Consider, as an example
a credential h = gx1

1 gx2

2 hα0 . Suppose user U wants to disclose x1 but not
x2. First, he reveals h, x1 and σ. Then he constructs a derived credential
h′ = h/gx1

1 = gx2

2 hα0 and proves in zero-knowledge that he knows the remaining
private keys

PK{(x2, α) : h′ = gx2

2 hα0 }.
The complete protocol is shown in Figure 5.2. Note that this protocol is just
a more generalized version of the Prove by Schnorr we saw in Section 3.12.
Just as with other Σ-protocols the interactive proof can be converted into a
signature scheme using the Fiat-Shamir heuristic.

The U-Prove credentials can be used in even more flexible ways. For example it
is possible to prove linear relations over the attributes, as well as logical expres-
sions involving binary attributes. These properties make U-Prove credentials
very attractive as general purpose solution.

In the base scheme a user can show a credential h more often, but these in-
stances are then traceable. However, it is also possible to make one-show
certificates. These are useful to construct for example virtual money. Recall
that Σ-protocols satisfy the special soundness property. Thus if a user uses the
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User Organization

r2, r3 ∈R Fp

R = gr22 h
r3
0

send h, σ,R, x1 −→ into h̄, σ̄, R̄, x̄1
challenge c′ ∈R Fp

into c ←− send c′

s2 = cx2 + r2
s3 = cα+ r3
send s2, s3 −→ into s̄2, s̄3

verify hc
′

R̄ = gx̄1

1 gs̄22 h
s̄3
0

Figure 5.2: Showing protocol of U-Prove for a credential (h = gx1

1 gx2

2 hα0 , σ)
where the value of x1 is revealed while the value of x2 is kept hidden. The
send-into notation used here serves to distinguish what one party sends, from
what the other party receives. For example, the user sends R, but the verifier
will refer to this value as R̄.

same commitment R twice then the secrets can be recovered. By fixing a single
R as part of the signature σ by the organizations the user can only use this
commitment. If it is used a second time all attributes can be recovered. By
including some personal information like a social security number or a credit
card number as an attribute abusers are easily traceable.

Deterrents like all-or-nothing disclosure are also possible in U-Prove: simply
include an attribute with this secret information in the credential. If someone
else wants to use it then they need to know this secret information.

In order to preserve anonymity a credential can be used only once (since the
signature is always the same). This makes it easy to implement revocation.
After a user is revoked the organization will of course not issue any new cre-
dentials. Furthermore, it can add its signature σ to a revocation list that can
then be checked just as easily as in the traditional protocols.

5.2.3 Efficiency and conclusions

Intuitively the zero-knowledge proofs of Idemix are a bit more involved then
the proofs in U-Prove. In fact, if we consider the single bit of information that
states that a user has a credential then we have a U-Prove credential with no
attributes. Consequently, the protocol for U-Prove is just a Schnorr proof of
knowledge of a discrete logarithm. In the following analysis we focus on the
simple showing protocols and consider the computational complexity of the
user.

In 2007 Danes [32] performed a thorough analysis of the various operations
that are needed to complete the showing protocol of Idemix. A comparison
is shown in Table 5.1. The number of exponentiations counts the number
of operations in the cyclic group G of prime order p, while the number of
multiplications counts the multiplications modulo p. Note that even though
U-Prove (in the simplest form) is quite fast it is not really suited for smart
cards since a credential can only be used once. Furthermore, in order to have
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Nr. exponentiations Nr. multiplications Duration

Idemix 10 8 ∼ 10 sec [11]
U-Prove 1 1 ∼ 2 sec

Table 5.1: Comparison of exponentiations in group G of primer order p and
multiplications modulo p for the showing protocols of Idemix and U-Prove.
The durations denote the time needed for these protocols on a smart card. The
duration of U-Prove is estimated based on [32] and [5]. Very recently Mostowski
and Vullers showed that the U-Prove running time could be further reduced to
be less than 1 second even when dealing with multiple attributes [60].

revocation users should request the credentials right before they use them, so
this incurs a high computational cost.

5.3 Group signatures

A group signature is a special type of signature that can be created by any
user in a specific group, but that traces to the group as a whole. So a group
signature represents a signature by the group as a whole. This notion was first
introduced by Chaum and Van Heyst in 1991 [27]. Such a scheme is quite useful
as a basis for anonymous credentials. Every user who can sign a message, say
a random nonce, on behalf of the group is said to have the credential belonging
to that group.

An important property of a group signature scheme is that the identity of the
signer cannot be inferred from the signature (anonymity), except by a special
entity that has a special tracing or opening key (traceability). Besides the
users, various other entities play a role in group signature schemes. The group
manager (GM) is responsible for providing keys and certificates on those to
the users. Furthermore, the GM is responsible for revocation. In a credential
system the group manager corresponds to the issuer. The tracing manager
(TM) is capable of retrieving the identity of the signer. In practice, the same
entity may simultaneously function as the group manager as well as the tracing
manager.

It is interesting to study these group signatures with the intention to use them
as a credential system. In most group signatures members can be added to this
group, i.e. given a credential, without any additional cost. Also, revocation has
been included in most of them. The one downside is that the traceability prop-
erty might not be desirable from a privacy point of view. However, traceability
might be removed from some protocols where it is not directly used for revo-
cation.

A detailed analysis of the formal properties of group signatures is provided
in [9]. For some practical applications of group signatures properties like non-
framability and exculpability are important. These properties ensure that if a
signature opens to a user then it is known to be produced by that user (and
not forged by for example the group manager), respectively the user can prove
he did not create that signature if he did not. For our purpose of studying
revocation these are of less importance, so we will not consider them further.
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The standard method for creating a group signature scheme is to provide each
member with a signed private key that will verify against the group public key.
Opening is subsequently supported by requiring that the members supply a
verifiable encryption of their private key. The tracing manager can decrypt
this cipher text to open a signature and obtain the identity of the signer.

The first reasonably practical application of group signatures with revocation
is due to Ateniese et al. [3] which is based on the ACJT scheme [2]. It was also
the first that was provably secure as well as reasonably efficient, i.e. the size of
the signatures is independent on the group size. We will briefly describe this
scheme. Furthermore we will describe the recent scheme by Chen and Li [29]
that uses bilinear mappings to achieve better results.

5.3.1 Formal definition

Definition 5.2. A group signature scheme consisting of the following proce-
dures:

Setup(1k): A setup procedure run by the group manager resulting in a group
public key gpk and a group manager secret key gsk.

Join(): An interactive protocol run by the GM and a user Ui. After running
this protocol the user learns a secret key xi and a certificate ci. Further-
more, the GM stores an entry ti in the tracing database for access by the
TM.

Sign(gpk, xi, ci,m): On input of public group key gpk, a private key xi, cer-
tificate ci and a message m the procedure produces a signature σ on the
message m.

Verifiy(gpk,m, σ,RL): On input of a public group key gpk, a message m, a
signature σ on that message and a revocation list RL the procedure veri-
fiers whether the signature is valid given the group key and the revocation
list.

Open(gpk,m, σ, TDB): Given gpk, a message m, a signature σ on that mes-
sage and the tracing database TDB, the TM returns the identity of the
user that created the signature.

The exact definition of security depends on the specific implementation of the
group signature. The various security properties can be defined very precisely
in terms of security games, see Bellare et al. [9] for a rigorous definition. The
following list gives a sketch of the most often used security definitions [9, 29]:

Correctness Any signature σ produced by Sign will be verified by Verify,
unless the user appears on the revocation list.

Anonimity We define anonymity in terms of a security game. In fact this
security game is very similar to the security game for indistinguishability
of encryptions in Definition 2.7. Now the goal of the adversary is not to
distinguish two ciphertexts but two group signatures. In the find phase
the adversary is allowed to do anything it wants to the system: adding
users, obtaining signatures from the users on any message, corrupting
users (i.e. obtain their private keys) and opening messages. Then it
produces a message and selects two users, of which is does not have the
private key and that are not revoked, on which it wants to be challenged.
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The challenger provides the adversary with a signature from one of these
users. The adversary wins if it can correctly guess which user produced
the signature in more than half of the cases.

Traceability Given a valid signature, i.e. a signature that validates according
to Verify, the tracing manager will always be able to recover the identity of
the user that created the signature. In the case of collaboration between
users at least one of the collaborating users’ identities will be revealed.

Note that this type of anonimity conforms to our definition of unlinkability in
Definition 4.5.

5.3.2 ACJT scheme

This scheme by Ateniese et al. [3] uses a number of standard techniques. Its
security is based on the hardness of the Strong RSA and Decisional Diffie-
Hellman problems. During the setup phase the group manager generates a
safe RSA modulus n = (2p′+1)(2q′+1) and a number of elements a, a0, g, h ∈
QR(n), the group of quadratic residues modulo n. In this scheme the group
manager and the tracing manager are the same entity.

Members will encrypt their siging key in such a way that the group manager
can decrypt it. To this end, the group manager randomly generates a private
key x ∈R Z/(p′q′)Z, and calculates the corresponding public key y = gx. In
addition, the group manager keeps p′, q′ as private keys, all other values are
made public.

Upon joining, a member receives a certificate (Ai, ei) such that Ai = (axia0)
1/ei

(mod n), where xi is the private key of the user. A signature on a message m
is obtained by applying the Fiat-Shamir heuristic to a proof of knowledge of
knowing the certificate. Just as with the Idemix scheme we need to blind the
certificate (Ai, ei) as revealing it voids anonymity. To do so pick k ∈ Z/(p′q′)Z
and set

T1 = Aiy
k, T2 = gk, and T3 = geihk.

Subsequently a signature on a messagem is obtained by the Fiat-Shamir heuris-
tic on the following proof of knowledge:

σ′ = SPK{(k, ei, xi, α) : a0 =
T ei1

axi y
α
∧ 1 =

T ei2

gα
∧ T2 = gk ∧ T3 = geihk}(m).

This proof of knowledge proves two things: (1) the pair (T1, T2) is en ElGamal
encryption of Ai under the public key y, and (2) the value ei belongs to Ai.

Ateniese et al. suggest two interesting revocation methods. In the first the
group public key is changed and every user receives an update to adapt his
certificate. The updates are crafted in such a way that revoked users cannot
apply the update, and hence no longer have a valid certificate. In some sense
this method forms an implicit whitelist. The problem with this approach is
that the number of updates are linear in the number of remaining users, and
quite inefficient. Furthermore, each time a user is revoked every user has to
do an update. Later Camenisch and Lysyanskaya [22] and Boneh et al. [14]
created more efficient updating schemes.
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The second approach moves computational load to the verifier. The group
manager maintains a list of revoked users, the revocation list. Since users on
the list are no longer valid, this is a black list approach. To allow the verifier
to check whether they are on the list users provide a blinded piece of personal
information. Let G = 〈g̃〉 be a group of order n. Suppose users U1, . . . , Um
should be on the revocation list. The group manager first generates a random
element b ∈R QR(n), and for each Ui adds b

ei to the revocation list. In the
signing proof of knowledge users provide two additional values

T4 = f = g̃r and T5 = f (bei ), (5.1)

and proves that they are well-formed. This requires a proof of knowledge of
a double discrete logarithm for ei. These proofs are very inefficient, requiring
around 500 exponentiations for a reasonable security parameter. The verifier
can easily compare every element x on the revocation list to T5 by calculating
fx. Note that even in this scheme all users need to receive the generator b that
is currently used for the revocation list.

5.3.3 Verifier Local Revocation

Recently, several group signature schemes have been created based on bilinear
maps [14, 17, 23, 29, 39, 62]. Of those, the schemes proposed in [17, 29, 39]
support verifier local revocation (VLR). With this type of revocation, changes
made to the revocation information needs only be sent to the verifiers. The
verifier can then use this information to determine if a signer has been revoked.
Boneh and Shacham [17] note that given a VLR scheme tracing is easy. Veri-
fying a signature using a singleton revocation list containing each user in turn
will immediately indicate the user that generated the signature.

We will study the scheme by Chen and Li [29] in a bit more detail. During the
setup phase the group manager generates a bilinear map e : G1 × G2 → GT
and G1, G2, GT cyclic groups of prime order p with g2 is a generator for G2

and g1 = φ(g2) a generator for G1 with φ : G2 → G1 a homomorphism from
G2 to G1. We really need this homomorphism, so we can only use type 1 and
type 2 pairings, see Section 3.5 for details. The signature produced by the GM
is based on the q-SDH problem first introduced by Boneh and Boyen [12], see
Definition 3.28 and Section 3.6.2. Following the original notation we write the
groups multiplicatively.

During the setup phase, the group manager also generates elements h1 ∈R G1,
h2 ∈R G2 and γ ∈R F

∗
p. The value γ will be the private key of the group

manager, while w = gγ2 is the corresponding public key. In order to speed up
calculations the following values can be precomputed:

T1 = e(g1, g2), T2 = e(h1, g2), T3 = e(h2, g2), and T4 = e(h2, w) = T γ3 .

A user joins the group by engaging in the Join protocol with the group manager.
The user selects a secret key f ∈ Zp and computes the corresponding public

identity F = hf1 . Then the user convinces the group manager that F is well-
formed using a simple proof of knowledge. The group manager generates x ∈R
Zp, computes A = (g1F )

1/(x+γ) and sends both to the user. Furthermore, it
stores (F, x) in the tracing database. Note that the GM never learns f .
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During the signature process the user generatesB ∈R G1 and computes blinded
values of f and x: J = Bf and K = Bx. Furthermore, he/she creates a
blinded version of A: T = Aha2 . He/she then proves knowledge of such x, f
corresponding to J and K, and, furthermore, shows that A is formed using
this x and f . A signature is obtained by the Fiat-Shamir heuristic on the
corresponding proof of knowledge:

SPK{(a, b, x, f) : J = Bf ∧K = Bx ∧ e(T,w) = e(T, g2)
−xT f2 T

b
3T

a
4 }(m).

Note that this proof guarantees that the x embedded in T and hence A is
the same as the one embedded into K. Users are revoked by by adding their
private key x to the revocation list. After the signature has been confirmed,
the verifier checks for each x′ ∈ RL if K 6= Bx

′

. If a match is found, then the
user was revoked, and the signature should not be accepted. Note that this
ensures that any previous signature by this user is traceable as well.

5.3.4 Alternative constructions

Besides the two constructions we covered in detail, a number of alternatives
has been proposed. The scheme by Furakuwa and Imai [39] is also based on
bilinear maps and the hardness of the SDH problem, but it does not support
verifier local revocation. However, in this protocol the group manager and the
tracing manager are allowed to be different entities: while the tracing manager
can open a message, the group manager can not. This seperation provides
better protection against corruption of the GM and/or TM, see Bellare et al.
[9].

Another alternative is proposed by Nakanishi and Funabiki [62], this scheme
is an extention of [17] that solves the backward linkability issue for verifier
local revocation by introducing multiple intervals and corresponding revoca-
tion tokens. By taking small intervals, revealing revocation information only
makes some transactions in the past (since the interval is small) and all future
transactions linkable.

5.3.5 Analysis

Table 5.2 shows an overview of the aspects we discussed in Section 4.6 in as far
they are relevant to group signatures. Not all alternative protocols have been
included as in general they have worse properties than the scheme by Chen
and Li [29]. The number of operations for the ACJT scheme is including the
complicated proof of knowledge for revocation.

We note that revocation checking for the Chen and Li scheme only requires
a single exponentiation with a fixed base element B. This means that using
a special algorithm like [19] can speed-up the revocation checking even more.
While the analysis of the Chen and Li scheme is somewhat superficial we can
already see that it is a remarkably fast protocol. In Chapter 7 we provide a
more detailed analysis of this protocol. This allows us to better compare it
against our new protocol.
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Scheme ACJT [3] BS [17] CL [29]

Private key (bits) 3072 513 769
Signature size (bits) large 1794 2308

ME ME PC ME PC

Signing ∼ 500 8 3 6
Verifying ∼ 500 6 4+2|RL| 4+|RL| 1

Assumptions sRSA, DDH q-SDH, DLA SDH, DDH

Table 5.2: Aspects of revocation for group signatures. The abbreviation ‘ME’
denotes a (multi-)exponentiation, ‘PC’ denotes a pairing calculation and finally
|RL| is the lenght of the revocation list. Analysis adapted from [29].

5.4 Accumulators

The idea of an accumulator is to use a single value, the accumulate, to keep
track of a whole list of values. Each accumulated value has a corresponding
witness. Presenting this witness together with the value proves that the value
is indeed accumulated. This principle can be used to add revocation to a
credential scheme by accumulating the entire whitelist. A user then proves that
he/she is on the whitelist by providing, or proving possession of, a witness. Of
course, this approach does not yet provide any anonymity.

The concept of accumulators was first developed by Benaloh and de Mare in
1994 [10]. The construction guaranteed that it was hard to find a witness for a
given item not on the list. This construction was made collision free by Barić
and Pfitzmann in 1997 [4]. As a result of this extra property an attacker is not
able to produce a witness for a not-accumulated value even if it can choose
other accumulated values.

In 2002 Camenisch and Lysyanskaya [22] extended the scheme to allow dynamic
additions and deletions of values in the accumulator. This accumulator was
coined a dynamic accumulator. The amount of work required for these updates
is linear in the number of changes.

5.4.1 Formal definition

Definition 5.3 (Secure Accumulator [20, 22]). A secure accumulator consists
of a family of accumulation functions {Fk} indexed by the security parameter
k. For every k a function f ∈ Fk is a function from Uf ×Xk to Uf , where Xk is
the set of items that can be accumulated while Uf is the range of accumulator
values for f . This family of functions should satisfy the following properties.

Efficient generation There is an probabilistic polynomial time algorithm
AccGen that on input 1k generates a random element f ∈ Fk together
with some auxiliary information auxf .

Efficient evaluation The function f ∈ Fk can be evaluated in polynomial
time and Uf is efficiently samplable.
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Quasi-commutative For all k, for all f ∈ Fk, for all u ∈ Uf , for all x1, x2 ∈
Xk, f(f(u, x1), x2) = f(f(u, x2), x1). Hence, for X = {x1, . . . xn} it
makes sense to define f(u,X) := f(f(. . . f(u, x1), . . .), xn).

Witnesses Let v ∈ Uf and x ∈ Xk. A value w ∈ Uf is called a witness for x
in v under f if v = f(w, x). Such a witness must always exist.

Security Let U ′
f × X ′

k be the domain for which the computational procedure
for f ∈ Fk is defined. Then any probabilistic polynomial-time adversary
Ak can only construct a witness w for an x /∈ X for some set X with
negligible probability. Formally we say that the probability

Pr[f ← AccGen;u← Uf ; (x,w,X)← Ak(f,Uf , u) :
X ⊂ Xk ∧ w ∈ U ′

f ∧ x ∈ X ′
k ∧ x /∈ X ∧ f(w, x) = f(u,X)],

where the u ← Uf denotes a sampling from the distribution Uf should
be a negligible function of k. Note that only X ⊂ Xk, x′ may be chosen
from X ′.

This definition can be extended to include dynamic accumulators. First note
that every secure accumulator supports efficient addition of elements to the
accumulator. Let x ∈ X be a value that is accumulated into v, i.e. v = f(u,X)
and there exists a witness w for x such that v = f(w, x). Upon adding x̃, all
other witnesses need to be updated to correspond to the new accumulator value
v′ = f(v, x̃) = f(u,X ∪ {x̃}). Then w′ = f(w, x̃) is a witness for x in v′, since
f(w′, x) = f(f(w, x̃), x) = f(f(w, x), x̃) = f(v, x̃) = v′.

The following definition states that for a dynamic accumulator there should be
algorithms that can efficiently generate both a new accumulator value (algo-
rithm D) as well as new witness for each remaining value (algorithm W ) when
a value is removed from the accumulator.

Definition 5.4 (Dynamic secure accumulator [20, 22]). A dynamic secure
accumulator is a secure accumulator with the following additional property:

Efficient Deletion There exists efficient algorithms D and W such that, if
v = f(u,X), x, x̃ ∈ X and f(w, x) = v then (1) D(auxf , v, x̃) = v′

such that v′ = f(u,W \ {x̃}); and (2) W (w, v, v′, x, x̃) = w′ such that
f(w′, x) = v′.

Note that to generate a new accumulator value some auxiliary information
auxf about f might be needed.

5.4.2 RSA based constructions

The constructions suggested by Benahloh and de Mare [10], Barić and Pfitz-
mann [4], and Camenisch and Lysyanskaya [22] are all based on the concept of
exponentiation modulo an RSA modulus n:

f(w, x) = wx (mod n).

Here n = pq with p = 2p′ + 1, q = 2q′ + 1, p′, q′ all primes. Note that f
is indeed quasi-commutative and can be efficiently evaluated. The various
methods differ in the restrictions placed on Uf and Xk. In the remainder of this
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section we will focus our attention to the construction proposed by Camenisch
and Lysyanskaya [22].

Let n = pq be an RSA modulus with p, q safe primes, i.e. they are of the above
form. Furthermore, let A and B be two integers such that A > 2 and B < A2.
The auxiliary information auxf consists of the factorization of n. The sets X
and Uf are then defined as follows:

X = {e ∈ primes : e 6= p′, q′ ∧ A ≤ e ≤ B},
Uf = {u ∈ QR(n) : u 6= 1}.

A value x̃ is added to the accumulator v = f(u,X) by calculating v′ = f(v, x̃) =
vx̃ (mod n). A witness u can be updated by calculating u′ = f(u, x̃) = ux̃

(mod n). To define how to removing a value x̃ from the accumulator we need
to define algorithms D and W . The new accumulator value can be calculated
as v′ = D((p, q), v, x̃) = vx̃

−1 (mod (p−1)(q−1)) (mod n).

Generating a new witness is a bit more involved. Let x be a value in the accu-
mulator v and w its old witness, i.e. v = f(w, x). Since x and x̃ are necessarily
coprime we can find a, b such that ax + bx̃ = 1. Then w′ = W (w, x, x̃, v, v′) =
ubv′a, to verify this is correct we need to check that v′ = f(w′, x) = (w′)x

(mod n) :

(w′)x = (wb(v′)a)x

= ((wb(v′)a)xx̃)1/x̃

= ((wx)bx̃((v′)x̃)ax)1/x̃

= (vbx̃vax)1/x̃ = v1/x̃ = v′.

The second equality sign holds because x̃ is coprime to φ(n). Note that the
witness can be updated without knowledge of the factorization of n. In fact
the same algorithms work when adding/removing multiple values by letting x′

be the product of those values, see [22] for the details.

Under the hardness of the strong RSA problem, the above construction is
a secure dynamic accumulator. The proof of this theorem can be found in
Camenisch and Lysyanskaya [22]. The restriction on the range of allowable
values is necessary to ensure security still holds when using batch updates.
Without this restriction the proof by Barić and Pfitzmann [4] also works.

In addition to earlier approaches, Camenisch and Lysyanskaya [22] have also de-
veloped a zero-knowledge protocol for proving the possession of an accumulated
value e in accumulator v. This protocol can be used to make an anonymous
credential system based on whitelists. Since the protocol is zero-knowledge the
prover does not reveal his witness nor the accumulated value itself.

The prover cannot directly reveal his witness and accumulated value in the
proof, but it does need to show that the relation ue = v (mod n) holds. There-
fore, the prover commits to a value e using a Pedersen commit Ce = gehr and
a witness u using Cu = uhr2 and proves that ue = v (mod n) using these
commited values.
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Setup Generate two elements g, h ∈ QRn with n the RSA modulus and
logg h not known to the prover. The following values are common knowl-
edge: Ce, g, h, n, v. The prover, in addition, knows u, r such that ue = v
(mod n) and Ce = gehr.

Protocol Phase 1: Prover chooses r1, r2, r3 ∈R Z⌊n/4⌋ and computes C′
e =

gehr1 , Cu = uhr2 , Cr = gr2hr3 and sends Ce, C
′
e, Cu and Cr to the verifier.

Phase 2: Subsequently the prover and the verifier engage in the following
zero-knowledge proof of knowledge:

PK{(α, β, γ, δ, ǫ, ζ, φ, ψ, η, σ, ξ) :

Ce = gαhφ ∧ g =
(

Ce
g

)γ

hψ ∧ g = (gCe)
σhξ ∧ Cr = hǫgζ ∧ C′

e = hαgη∧

v = Cαu (
1

h
)β ∧ 1 = Cαr (

1

h
)δ(

1

g
)β ∧ α ∈ [−B2k

′+k′′+2, B2k
′+k′′+2]}

Details of the exact implementation of this protocol and a proof that it actually
works can be found in [22]. In 2007 Li et al. [55] extended this protocol to
include efficient zero knowledge proofs of non-inclusion.

5.4.3 Pairing based constructions

In 2009 Camenisch et al. [20] constructed a new dynamic accumulator that
uses pairings. The main contribution is that as a result of using the pair-
ings, witnesses can be more efficiently updated. Only a single multiplication is
needed for each change. Furthermore these updates do not require any secret
information, so can be delegated to an untrusted third party.

Just like the RSA version, the protocol employs zero-knowledge proofs of knowl-
edge to demonstrate possession of a witness for an accumulated value. The
proof of knowledge requires at least 18 exponentiations, and is thus slightly
more expensive than the RSA version.

5.4.4 Analysis

The main advantage of using accumulators is that verification only takes con-
stant time for both the user as well as the verifier. However there are also
obvious downsides. Not only are the 18 exponentiations used in this proof
considerably more than those used in for example the group-signature scheme,
but it also needs an underlying credential system. Furthermore, every time
the set of valid users changes the witnesses need to be updated. Especially in
larger groups with more revocation this implies quite a lot of additional work.
Camenisch et al. propose to use time slots of a single day to solve this, but it is
not immediately obvious which advantages of accumulators remain as opposed
to regular certificate systems with small expiration times.

5.5 Private sets

Consider two parties, Alice and Bob, each having private datasets respectively
SA and SB, the cardinalities of which are publicly known. The problem of
private set intersection is to let Alice and Bob compute the intersection SA∩SB
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such that only Alice learns the result and nothing more, while Bob learns
nothing at all. Variants are private set cardinality testing where Alice only
learns |SA ∩ SB| and private set disjointness testing where Alice only learns
whether SA ∩ SB is empty or not. Some of the solutions we consider also
support the more general solution where Bob also learns the answer that Alice
learns.

These protocols can be used to to solve the revocation problem with whitelisting
using the following approach. Let SA equal V , the set of unrevoked users. Then
a user u can prove he/she still has access by setting SB = {u} and engaging
with the verifier, who plays the role of Alice, in an private set intersection test.
Note that then the set of users should be sparse to prevent a revoked user from
simply posing as another unrevoked user. If the cardinality or disjointness test
are used the identity of the user is not revealed to the verifier. Note that for
singleton sets both tests are actually equal.

As a result of the generality of these protocols we cannot hope for a runtime
that is below O(|SA + 1|) [38]. Furthermore, the protocols as described above
can only be used for whitelisting and not for blacklisting as the user may just
provide the protocol with an arbitrary value and hope it is not on the blacklist.

Several different solutions have been proposed to solve the private set inter-
section problem problem. The most common approach is to use oblivious
polynomial evaluation. We examine the solution proposed by Freedman et al.
[38] in more detail as it exposes most of the techniques that are generally used
in the protocols. We briefly examine how Hohenberger and Weis improved the
security of the protocol with respect to malicious participants [46]. Further-
more we see how Camenisch and Zaverucha [25] introduced certified sets to
restricted the sets that are used in the protocol. This certificate can be used
in the whitelist approach above. Each user then gets a certificate over the
corresponding singleton set. Using an arbitrary set is then no longer possible.
Finally we briefly see how Ye et al. [80] make a protocol that is robust against
two malicious users.

5.5.1 Oblivious polynomial evaluation

Polynomials play an important role in solving the set intersection problem [38].
Let Alice have set SA = {a1, . . . , ana

} while Bob has set SB = {b1, . . . , bnb
}.

Alice generates a polynomial g(x) =
∏na

i=1(x− ai) =
∑na

i=0 αix
i, and sends the

coefficients αi to Bob. Bob then evaluates ci = g(bi) + bi for each bi ∈ SB and
sends the resulting ci’s back to Alice. Finally Alice outputs ci if ci ∈ SA. Note
that it is highly unlikely for ci to be in SA while ci is not in SB as long as the
domain is sufficiently large.

The protocol in the previous paragraph does not, however, hide SA from Bob
(he can factor g(x)), nor does it hide SB from Alice (she can solve g(x)+x = ci).
The latter can easily be solved by letting Bob return ci = rig(bi) + bi with ri
random instead. Note that ci still equals bi if bi ∈ SA. To solve the former Bob
would need to evaluate the polynomial without actually knowing it and then
let Alice recover the actual result. This problem is called oblivious polynomial
evaluation and can be solved using homomorphic encryption.
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Let (E,D) be a pair of instances of public-key encryption/decryption algo-
rithms. Then this pair is called a homomorphic encryption scheme if

E(m1)E(m2) = E(m1 +m2) and E(m1)
c = E(cm1).

Suppose Bob is given E(α0), . . . , E(αna
) then he can calculate E(g(x)):

E(g(x)) = E(

na
∑

i=0

αix
i) =

na
∏

i=0

E(αi)
xi

.

The actual responses ci = rig(bi) + bi are calculated similarly:

E(rig(bi) + bi) =

(

na
∏

i=0

E(αi)
xi

)ri

E(bi).

Several public key cryptosystems support homomorphic encryption. Freedman
et al. used the Paillier public key crypto system [64], however this system
suffers from larger ciphertexts. More recent schemes [25, 46] use the ElGamal
public key crypto system [35] instead. The protocol we sketched in this section
is essentially the original protocol designed by Freedman et al. [38].

If only the cardinality of the intersection is required then Bob can send ci =
rig(bi) instead. Alice only has to count the number of ciphertexts that decrypt
to zero. This version would of course be the preferred one for revocation as it
does not leak the users identity as long as Bob shuffles his responses.

5.5.2 Adding Security

The protocol suggested in the previous paragraph works fine as long as the par-
ticipants are honest-but-curious. However in a setting of revocation we should
not assume that Bob, the user, is honest. In fact he can easily fool the verifier
into thinking he is on the whitelist be simply encrypting 0. Hohenberger and
Weis [46] solved this by using a modified version of the ElGamal commitment
scheme over a group G with composite order n = pq. The scheme is set up in
such a way that only Alice can make valid encryptions and encrypting the zero
value results in a point of order p. The hardness of the subgroup decision and
subgroup computation problems ensure that it is hard to find such a point of
order p.

Problem 5.5 (Subgroup Decision Problem (SDA)). Let G be a group of com-
posite order n = pq with p < q k-bit primes. The the subgroup decision
problem is to decide whether a point x ∈ G has order p or not.

Problem 5.6 (Subgroup Computation Problem (SCA)). Let G be a group of
composite order n = pq with p < q k-bit primes. The the subgroup computa-
tion problem is to find an x ∈ G of order p.

Thus if the polynomial evaluation, which Bob can still do, results in a point of
order p, Alice can be quite sure there is indeed an intersection.

An alternative construction was proposed by Ye et al. [80]. Their protocol is
secure against malicious participants in the sense that even if both parties are
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malicious then neither learns anything about the others input sets apart from
the cardinality. The basis is again to represent the sets as polynomials, but
this time also Bob computes such a polynomial. Then Alice and Bob cooperate
in computing the Sylvester matrix S.

There are no intersections if and only if det(S) = 0. By securely computing the
determinant Alice learns whether there is an intersection. However she then
also knows the cardinality of the intersection. This can be hidden by further
blinding the Sylvester matrix. The protocol is set up in such a way that
the components of the Sylvester matrix do not reveal the actual coefficients,
but this is actually not a problem for white and blacklisting since then the
cardinality of the intersection is at most one.

Note that this protocol offers no protection against Bob choosing an arbitrary
dataset, however Bob cannot fake an intersection either. Camenisch and Za-
verucha [25] use a scheme that is very similar to the original version proposed
by Freedman et al., however they make the following additions:

• The sets SA and SB, and also the corresponding polynomials, are certified
by a trusted third party. In case of a revocation application this can be
used to ensure that a user can only use his true identity.
• Alice and Bob need to show that the sets they use are certified. This
means that Alice must show her polynomial is certified, while Bob has to
show that the bi’s he uses in the proof are certified.
• Finally Alice provides Bob with a verifiable decryption of the received
values, in this way also Bob knows the cardinality.

The price of these additions are several zero-knowledge proofs that need to be
provided by both Alice and Bob.

5.5.3 Analysis

While private set intersection protocols are very interesting there are too many
problems when using them inside a credential system as they are. Only with
the extensions by Camenisch and Zaverucha can we give the system as a whole
protection against cheating users. Furthermore, all the protocols we have seen,
have a linear dependency on the length of the input lists. This means that for
each authentication we need to do work that is either linear in the number of
users in the system or linear in the number of revoked users. Clearly, this is
not desirable, especially not on weak devices like smart cards.
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Chapter 6

Self-blindable credentials

In 1985 David Chaum already envisioned a credential system in which users
are know to issuers only by their pseudonyms [26]. To show a credential from
issuer A to issuer B the user would change, in some well-defined way, the
pseudonym to that of issuer B before showing it to issuer B. Thus granting
the user a weak form of anonymity. In the credential systems in the previous
chapter, most notably Idemix and U-Prove, the necessity of this transformation
is avoided by using zero-knowledge proofs. In 2001 Verheul [79] proposed a
more straight-forward alternative that is closer to the original vision by Chaum.
He built credentials that the user himself could transform from one pseudonym
to another.

In Verheul’s scheme there is no limit on the number of transformations, hence
a user can even use a different pseudonym every time. Hence providing, at
least intuitively, full anonymity since then the credentials cannot be linked
anymore. This is why this kind of credentials is called self-blindable: the users
can, by themselves, blind the credential. In this chapter we will first look
at the definition of self-blindable credentials and then look at the resulting
scheme by Verheul and the implementation for smart cards by Batina et al. In
the next section we examine two protocols with self-blindable credentials with
revocation. These two protocols claim to be unlinkable, but we shall see that
this is in fact not the case.

6.1 Self-blindable credentials

A credential is self-blindable if any holder of a credential can transform it into
a new credential that is then also accepted by the verifier. This notion is
described formally in the following definition. It is a generalization from the
definition in Verheul [79] to account for the other protocols that we will see.

Definition 6.1 (Self-blindable credentials (adapted from [79])). Let C be the
space of all possible credential objects, see Definition 4.1, and let F be the
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space of private keys. Let ShowCredential(C, k) be the protocol that is run
by the user to prove possession of a credential, represented by the credential
object C with private key k, to a verifier. A credential is called self-blindable
if there exists a blinding-factor space B and an efficiently computable blinding
map B : (C × F)× B → (C × F) with the following properties:

• Non-triviality: For any credential object C ∈ C and corresponding private
key k ∈ F there exists α ∈ B such that B((C, k), α) 6= (C, k).
• Validity: For any α ∈ B, any credential object C ∈ C and corresponding
private key k ∈ F if running Authenticate(C, k) with V results in an
accept, then Authenticate(B((C, k), α)) also results in an accept by V .

The non-triviality property ensures that the blinding map is non-trivial. The
second property ensures that a blinded certificate can also be used to demon-
strate possession of a credential.

Hereafter we will consider first the scheme proposed by Verheul and then an
adaptation for smart cards. We always consider a single issuer that issues a
single type of credential. Extensions to multiple issuers or multiple types of
credentials are straightforward.

6.1.1 Verheul

The self-blindable credentials proposed by Verheul are just certificates over a
public key just as with traditional systems. The certificate is a Chaum and
Pedersen signatures as described in Section 3.6.1. The simple form of this
signature scheme allows these certificates to be self-blindable.

We first fix some notation for the remainder of this chapter. Let (G1, G2) be
a bilinear group pair and e : G1 ×G2 → G3 be the corresponding pairing. Let
G1, G2, and GT be of prime order p, with P be a generator of G1, and Q a
generator of G2. In addition we have a set of user with private keys ki and
corresponding public keys Ki = kiP .

Let A = aQ be the public key of the issuer. Recall that a Chaum-Pedersen
signature over a public key Ki is then given by Ci = aKi. Such a signature
can hence checked by a verifier using the pairing check

e(Ci, Q) = e(Ki, A). (6.1)

For this scheme Verheul uses a super-singular curve, so the pairing is a Type 1
pairing. The credential object is given by the tuple (Ki, Ci). In Section 3.6.1 we
mentioned that this signature scheme is not very secure as it allows existential
forgeries: given a certificate Ci over a key Ki the point αCi is a certificate over
αKi for any α ∈ Fp. Verheul realized that this precise weakness can be used
to make this scheme self-blindable. In fact, the blinding-factor space B is F

∗
p

while the blinding map B is given by

B((C,X, x), α) = (αC, αX, αx).

Let (Ci,Ki, ki) = B((Ci,Ki, ki), α), then clearly equation (6.1) is also satisfied
when replacing C with Ci and Ki with Ki.
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User Verifier

blinding α ∈R Zp

send αKi , αCi −→ into K , C

verify e(K,A)
?
= e(C,Q)

nonce η ∈R Zp

into η′ ←− send η
send (r, s) = signECDSA(η′, αki) −→ into (r′, s′)

verifyECDSA(r′, s′,K)

Figure 6.1: Basic protocol using self-blindable credentials by Batina et al. [5].
It combines the verification part proposed by Verheul with a challenge-response
protocol to ensure the user knows the private key.

Verheul correctly emphasizes that ki = 0, or equivalently Ki = Ci = O should
not be allowed. Equation 6.1 is then trivially satisfied, but the security is in
no way guaranteed. A practical implementation of Verheul’s system is shown
in the next section.

6.1.2 Batina et al.

Batina et al. [5] implemented the credentials by Verheul on a smart card. Their
first attempt is shown in Figure 6.1. The first part is as could be expected
from the description of the protocol above. However, as we saw earlier, we also
need to guard against replay attacks. That is why the check of the credential
is followed by a challenge-response part where the user signs a random nonce
generated by the verifier using the private key αki corresponding to the blinded
public key αKi. The signature algorithm used here is the elliptic curve variant
of DSA, that is implemented on the smart card.

Note that one has to be careful if there exists an efficiently computable ho-
momorphism φ : G2 → G1 such that P = φ(Q), then an attacker can pick a
random key ki and compute Ki = φ(kiQ) and Ci = φ(kiA) (using the public
values Q and A for an arbitrary attribute of his choosing) to create a creden-
tial that will pass all tests1. However, as long as such a homomorphism is not
efficiently computable this trick is not possible.

The second protocol by Hoepman et al. [45] is presented in Fig. 6.2, which
uses a simple point multiplication and corresponding check in the challenge-
response exchange. This improves the performance by a factor of 2 when
implementing the prover side on a smart card [45]. Note that in principle the
order of committing to the blinding factor and sending the nonce could be
interchanged to achieve a two-message protocol (by combing the commitment
to the blinding with the ‘signing’ of the nonce).

The trick where the nonce N is signed by multiplying it with the private key
αki is actually just a Chaum-Pedersen signature over N corresponding to the

1This omission was pointed out by Christian Wachsmann.
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Prover Verifier

blinding α ∈R Zp

send αKi , αCi −→ into K , C

verify e(K,A)
?
= e(C,Q)

nonce η ∈R Zp

into N ←− send ηP
send αkiN −→ into M

verify M
?
= ηK

Figure 6.2: Faster protocol using self-blindable credentials by Hoepman et
al. [45]. Speedup obtained by not using the ECDSA algorithm for signing the
nonce but using the simpler Chaum-Pedersen style signature instead.

public key αKi. In this special case the discrete logarithm of N w.r.t. P is
known by the verifier, therefore it can use a very fast multiplication check to
verify the signature.

Both protocols are vulnerable to compromises of the smart card. Should the
private key ki and the certificate Ci leak, many clones of the card (with different
private key xki and certificate xCi) are easily made, although this does not
involve attributes for which the original card did not own the corresponding
credentials. In fact, by taking x = k(1/ki) the user can make certificates for
any private key k. The Kiyomoto protocol [52] discussed further in Sect. 6.2.1
has the same drawback.

6.2 Adding revocation

The problem with the protocols we saw in the previous section is that they
cannot, in any way, be used for revocation. Precisely because the user can
trivially make a new certificate over a new public key there is nothing that
binds a credential to a user. From an anonymity perspective this is perfect,
but it also means that revocation is impossible.

In 2008 Kiyomoto and Tanaka [52] proposed the first self-blindable credential
scheme with revocation. We shall see that this scheme, which still uses the
Chaum-Pedersen signatures is incorrect. Later Emura et al. [36] came up
with a better protocol. The important innovation in the latter is the use of
Boneh and Boyen signatures, see Section 3.6.2 instead of the Chaum-Pedersen
signatures. We first examine the Kiyomoto scheme and its deficiencies, after
which we examine the scheme by Emura and show that this scheme is also not
completely correct.

6.2.1 Kiyomoto

The Kiyomoto et al. [52] protocol (using our notation where A = aQ,Ki = kiP
and Ci = aKi) is presented in Fig. 6.3. Again we have the issuers public key
A = aQ, the public key of the user Ki = kiP and a certificate Ci = aKi. In
this protocol the private key of a user i equals ki = κi + κ′i with κi random,
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Prover Verifier

blinding α ∈R Zp

send αKi , αCi −→ into K , C

verify e(K,A)
?
= e(C,Q).

nonce η ∈R Zp

into N ←− send ηP

send ακiN , ακ′iN −→ into M , M
′

verify e(M +M
′
, P )

?
= e(K, ηP )

for every entry (R,S)
in the revocation list:

verify e(S,M)
?
= e(K, ηR)

Figure 6.3: Revocation protocol of Kiyomoto et al. [52]

and κ′i = miκi a non-repudiation private key, where mi is a number encoding
some valuable piece of information related to the identity of i. If both κi and
κ′i become known, then so does mi, by a simple division. Hence, so the authors
argue, this discourages a user from sharing both κi as well as κ

′
i. The revocation

list contains pairs (κjP,Cj = akjP ) for revoked users j. The blinding-factor
space B is again F

∗
p and the blinding map B is given by

B((Ci,Ki, κi, κ
′
i), α) = (αCi, αKi, ακi, ακ

′
i). (6.2)

In the original protocol the value aP was used as a public key for the issuer.
This immediately allows any user to create his certificates just by multiply-
ing with a suitable private key. This problem is fixed here because only aQ
is known, and we again assume that no homomorphism mapping Q to P is
known. This problem was pointed out by Emura et al. [36]. Unfortunately, two
shortcomings remain. First of all, the constraint κ′i = miκi is not enforced by
the protocol. Thus, if a revoked user knows its private key ki, it can generate
new keys λi, λ

′
i with λi + λ′i = ki while λi 6= κi. It is easily checked that the

first condition guarantees that the certificate is still valid, while the second
condition ensures that the keys are no longer recognized as being revoked.

Secondly, a malicious verifier (that controls the challenge η) can trace a user
j after it has intercepted one protocol run of user j. To this end it computes
a valid revocation list entry (κjP

′, kjP
′) by storing the first part of the third

message (ακj)(ηP ) while multiplying the first part of the first message αKj

(which equals αkjP ) by η. Then P ′ = ηαP , and the revocation check returns
true for user i. Note that this revocation check is on a per-user basis, it is not
possible to revoke only a single credential.

So we conclude that this protocol is neither secure, nor anonymous.

6.2.2 Emura et al.

A simplified version of the Emura et al. [36] protocol is shown in Fig. 6.4. The
original version additionally contains an authentication of the verifier. The
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important idea is to use Boneh and Boyen signatures, see Section 3.6.2 to
prevent the common cloning attacks we saw in various forms in the previous
sections. Now the certificate is Ci =

1
ki+a

P , a signature by A = aQ over the
key ki. Normally, such a signature would be verified using equation

e(Ci,Ki +A) = e(P,Q),

where Ki = kiQ, as we saw in Section 3.6.2 (although the roles of G1 and
G2 are now interchanged). From an anonymity point of view this is not good
enough as both Ci as well as Ki are unique for the user.

Let us try to derive heuristically what this equation should look like if we try
to apply the blinding trick and set Ci = αCi and Ki = αKi. We immediately
run into trouble: the left hand side does not evaluate to something useful. This
can be improved by sending A = αA as well, then e(Ci, A+Ki) = e(P,Q)α

2

.
To complete the verification we need two factors α on the right as well. We
can do this by including P = αP and Q = αQ. The verification equation then
becomes:

e(Ci, A+Ki) = e(P ,Q),

which is quite close to the equation Emura et al. came up with. The main
difference is that instead of using Ki they use M = ηKi thus the verification of
the Chaum-Pedersen signature is included in the verification of the signature:

e(Ci, ηA+M) = e(P ,N). (6.3)

However, this equation alone is not enough to guarantee that Ci is really a good
signature. For example by setting M = xN + X and A = −xQ, the second
argument reduces to just X . By setting Ci = P and N = X the equation is
trivially satisfied. To make sure this does not happen the equation

e(P ,A) = e(P,A)

ensures that A is really equal to A times the blind. Similarly,

e(P, ηQ) = e(P,N)

ensures that N is really N multiplied by the blind. This heuristic argument
explains why the checks are likely to be correct. Unfortunately, the proof
given by Emura et al. has some issues that we do not know how to fix. Just
as with the Kiyomoto protocol we can write down the blinding map for a
transformation factor space F

∗
p

B((Ci, A, 1, ki), α) = (αCi, αA, α, αki).

Note that we need a couple of extra values in the credential object to make
sure we have enough information to complete the ShowCredential protocol.

To revoke a credential for user i, an entry is added to the revocation list of
the form (γCi, γP ), where γ 6= 1 is random. Intuitively, the presence of γP
allows the verifier to take out the blind in γCi during the revocation check,
but does not allow the verifier access to a valid credential Ci. The verifier can
check whether a certificate is on the list by plugging this blinded certificate into
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6.2. Adding revocation

Prover Verifier

nonce η ∈R Zp

into N ←− send ηQ
blinding α ∈R Zp

send αCi , αA , αkiN , αN , αP −→ into C , A , M , N , P

verify e(P ,A)
?
= e(P,A).

verify e(P , ηQ)
?
= e(P,N).

verify e(C, ηA+M)
?
= e(P,N).

for every entry (C,R) in the
revocation list verify that:

e(C, ηA+M)
?

6= e(R,N).

Figure 6.4: Revocation protocol of Emura et al. [36] (simplified).

equation (6.3) and modifying the right hand side accordingly. If this equation
is also satisfied then the certificate was on the revocation list.

The above heuristic argument is very dangerous indeed. In fact, this protocol
is not correct in the sense that it does not satisfy the anonymity requirements,
even though all transmitted values are blinded. We do believe the heuristic
arguments given above with regards to unforgeability are correct, but we cannot
prove this. As it turns out, transactions are almost trivially linkable because
the values C,P exactly constitute a revocation entry, and are transmitted by
the user.
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Chapter 7

Provable secure protocol

In this chapter we present our new self-blindable credential protocol that is
provably secure. More concretely, we solve the problem of linkability in the
Emura protocol and we provide a formal proof for both unforgeability as well
as anonymity. Just like the protocol by Emura et al. [36] we use Boneh and
Boyen signatures1, see Section 3.6.2 as the basis for our scheme. We made the
following significant changes to the protocol by Emura et al. [36]:

• we use two different blinding factors to ensure that the pairing trick that
made Emura et al.’s protocol linkable cannot be used in our protocol;
• we use the general version of the Boneh and Boyen signature scheme to
allow for a formal proof of unlinkability;
• we replaced the signatures on random nonces by zero-knowledge proofs
of knowledge to aid the proof of unforgeability of the protocol; and
• we use a different revocation check that is significantly faster to perform.

The structure of this chapter is as follows. In the next section we first informally
motivate the design decision in our protocol. Then we give a description of the
full protocol. In Section 7.3 we give formal definitions of the security games
defining the security of our protocol. Next, in Section 7.4 we give the proofs
of the security of our protocol. Finally, in Section 7.5 we compare our method
with other self-blindable credential protocols.

In the next chapter we heuristically transform the protocol to versions that
are more practical at the cost of weakening the provable security. In addition,
we shall extend the protocol we propose here to a full credential system with
multiple issuers and credentials.

7.1 Motivation

We first examine the exact nature of the linkability problem in the Emura
protocol. Suppose an adversary obtains the values P 1 = α1P and C1 = α1C1 =

1We thank Pim Vullers for suggesting this approach.
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α1c1Q from one interaction and P 2 = α2P and C2 = α2C2 = α2c2Q from
another interaction. Recall that Ci represents a certificate which is unique for
a given user. Now, an adversary can check the validity of the following equation

e(P 1, C2)
?
= e(P 2, C1)

to determine whether C1 equals C2. To see this, note that

e(P 1, C2) = e(α1P, α2c2Q) = e(P,Q)α1α2c2

e(P 1, C2) = e(α2P, α1c1Q) = e(P,Q)α1α2c1 ,

so the former equality holds exactly when c1 = c2. The pairing allows us to
cancel the blinds, and hence solve the underlying cross-group Diffie-Hellman
problem. This led to the first idea that guided the construction of our proto-
col: ensure that the cross-group Diffie-Hellman problem is not usable by using
different blinds for G1 and G2. This prevents the above trick from working.

Now consider αP and αkP , i.e. both in G1. One might wonder whether this
gives any problems. Indeed it does: if a type 1 pairing exists for G1, see
Section 3.5, the above trick (now involving P = αP and K = αkP ) solves the
ordinary Decisional Diffie-Hellman problem in G1 and thus gives linkability
even if both points are in G1. So type 1 pairings cannot be used. Now consider
αQ and αcQ both in G2. By applying the homomorphism φ from G2 to G1

from a type 2 pairing the trick can again be made to work and used to solve
the Decisional Diffie-Hellman problem in G2. We conclude, just like Emura et
al., that the Decisional Diffie-Hellman problem should be hard in both G1 and
G2. Hence, we have to use a type 3 curve.

We deviate significantly from Emura et al. in the revocation method we use.
We use the idea for revocation used in Chen and Li [29], see Section 5.3.
Suppose a user provides both P = αP as well as K = αkP . Then for a
revoked private key x on the revocation list a verifier can easily check whether
they match the user by testing whether

xP
?
= K.

Thus, the calculation of two pairings can be replaced by a single point-multipli-
cation. The latter is at least an order of magnitude faster than a pairing check.
Unfortunately, our scheme also inherits a property from group signatures that
is less desirable for our scheme: given the revocation token also past transaction
become linkable.

7.2 Protocol description

Our self-blindable credential protocol consists of a number of subprotocols. The
algorithm Setup creates a new system and provides the users of the system with
credentials. In practice this can be a distributed process where one party sets
the system parameters and various authorities provide the attributes. Further-
more, user can be added dynamically instead of statically as we do now. To
simplify the description of the system we limit ourselves to only one possible
attribute. A user can prove the possession of an attribute by executing the
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interactive ShowCredential protocol with a verifier. This protocol consists of
two sides: Prove and Verify. The prover runs Prove and sends the results to the
verifier. The verifier checks this proof using Verify. This separation makes it
easier to formally define correctness of the system. Finally the protocol Revoke
can be used to revoke a user.

Definition 7.1 (SBR protocol). The following protocols describe our new
self-blindable credential scheme with revocation. In the following protocol h :
{0, 1}∗ → Fp is a hash-function that is treated as a random oracle in the
security proofs.

Setup(1k, n): The algorithm Setup is run by the certificate authority. First,
it runs instance generator I(1k) to get a bilinear group pair (G1, G2)
with security parameter k and a pairing function e : G1 × G2 → GT .
Let p be the order of G1 and G2. Next, the algorithm generates two
generators P ∈ G1 and Q ∈ G2. The certificate authority generates two
random private keys a, b ∈R Zp and sets the corresponding public keys
AP = aP,AQ = aQ,B = bP accordingly. For each of the n users it
generates a private key ki ∈R Zp and a random number ri ∈R Zp, such
that ki + a+ rib ∈ F

∗
p. It uses these values to calculate the certificates

Ci =
1

ki + a+ rib
Q.

The certificate authority makes the values P,Q,AP , AQ, B public. Fur-
thermore, it sends to each user i its private values (ki, ri, Ci). Finally, it
sets the revocation list RL, consisting of revoked private keys, to ∅.

Prove(ki, Ci, ri, η): In response to a nonce η from the verifier the prover i
generates two blinds α, β ∈R Zp and creates the following set of blinded
values:

K = αKi, A = αAP , B = αriB, P = αP, (∈ G1)

Q = βQ, C = βCi (∈ G2),

where Ki = kiP . Furthermore, the prover creates a signature over the
nonce η using the following signature proof of knowledge:

σ = SPK{(α, αki, αri, β) : P = αP ∧ K = (αki)P ∧
B = (αri)B ∧ Q = βQ}(η).

In practice this signature will take the following form. First the prover
generates ephemeral keys rα, rk, rr, rβ ∈R Fp and creates the commit-
ments Rα = rαP,Rk = rkP,Rr = rrB,Rβ = rβQ. Then it calcu-
lates the challenge e = h(Rα ‖ Rk ‖ Rr ‖ Rβ ‖ η). Finally the
prover calculates the responses sα = rα + αe, sk = rk + (αki)e, sβ =
rβ + βe, sr = rr +(αri)e. The signature σ over the nonce η is then given
by the tuple σ = (e, sα, sk, sr, sβ). The prover then sends the response
ξ = (K,A,B, P ,Q,C, σ) to the verifier.

Verify(η, ξ, RL): Let the response ξ equal (K,A,B, P ,Q,C, σ). The verifier
verifies the signature proof of knowledge σ. It ensures that none of the
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received points equal O and checks that the following equations hold:

e(A,Q)
?
= e(P ,AQ) (7.1)

e(K +A+B,C)
?
= e(P ,Q) (7.2)

The verifier performs the revocation check by ensuring that for none of
the keys x ∈ RL the equation xP = K holds. If all of the above checks
pass the verifier returns valid, otherwise it returns invalid.

ShowCredential(): The authenticate protocol is an interactive protocol be-
tween the prover and the verifier. The prover requests to authenticate
with the verifier. The verifier replies by generating a random nonce η ∈ Fp

and sending it to the prover. The prover executes ξ = Prove(ki, ri, Ci, η)
with his private key ki, and certificate (Ci, ri). It sends the response ξ to
the verifier. The verifier checks this response using Verify(η, ξ, RL).

Revoke(k): The certificate authority can revoke a user by adding the users’
private key k to the revocation list RL.

Figure 7.1 contains a graphical representation of the ShowCredential protocol
between a prover and a verifier. The signature proof of knowledge has been
expanded to allow for easier complexity analysis later on.

We opted to use a signature obtained by the Fiat-Shamir heuristic on a nonce
instead of an interactive zero-knowledge proof for two reasons. First, it allows
for a simple two-pass protocol that is easier to analyze. Second, it produces a
protocol that is conceptually easier to transform to more practical approaches
as we shall see in the next chapter. The results remain valid when the signature
is replaced by an interactive zero-knowledge proof. The random oracle model is
no longer needed in this case. In either case, the structure of the zero-knowledge
proof allows us to fake signatures in our proofs, either by rewinding an honest
verifier, or by modifying the random oracle. Furthermore, the structure also
allows us to extract knowledge from a cheating forger by rewinding a prover.

7.3 Games and definitions

As our system is more specific then our formal model from Chapter 4 we
need to give a new definition of security of the system. We do this by defining
correctness of a scheme and by giving two security games: one for unforgeability
and one for anonymity.

Correctness of the system means that any unrevoked user with a valid credential
is accepted by any verifier.

Definition 7.2 (Correctness). For any set of private values (ki, ri, Ci) of a user
generated by Setup, any nonce η ∈ Fp and any response ξ = Prove(ki, Ci, ri, η)
generated by the prover the following holds:

Verify(η, ξ, RL) = valid ⇔ ki /∈ RL. (7.3)

Next, we define the unforgeability game. The goal of the adversary is to pro-
duce a forgery of some credential, i.e. succeed in producing al response ξ to
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Prover Verifier

nonce η ∈R Zp

into η ←− send η
blinding α, β ∈R Zp

send αKi, αAP , αriB −→ into K,A,B
send αP, βQ, βCi −→ into P ,Q,C

verify:

e(A,Q)
?
= e(P ,AQ).

e(K +A+B,C)
?
= e(P,Q).

generate rα, rk, rr, rβ ∈R Zp

calculate Rα = rαP,Rk = rkP
calculate Rr = rrB,Rβ = rβQ

let e = h(Rα ‖ Rk ‖ Rr ‖ Rβ ‖ η)
send e, rα + αe, rk + (αki)e −→ into e′, sα, sk

send rβ + βe, rr + (αri)e −→ into sβ , sr
verify:

R′
α

?
= sαP − e′P .

R′
k

?
= skP − e′K.

R′
r

?
= srB − e′B.

R′
β

?
= sβQ− e′Q.

e′
?
= h(R′

α ‖ R′
k ‖ R′

r ‖ R′
β ‖ η)

for every entry k
in the revocation list:

verify kP
?

6= K.

Figure 7.1: Complete ShowCredential protocol as described in Definition 7.1
between a prover and a verifier. The protocol proceeds in three phases: first
the prover sends the blinded keys and certificates which are checked by the
verifier, then the prover sends a non-interactive proof of knowledge for the
private values which is checked by the verifier. Finally, the verifier checks
whether the prover’s private key was revoked.

a nonce η that is accepted by Verify. The adversary could pretend to be a
verifier, hence we allow the adversary to interact with any user following the
ShowCredential protocol. Furthermore, we allow the adversary to corrupt any
user. The adversary’s goal is then to produce a valid response that corresponds
to an unrevoked and uncompromised user.

Definition 7.3 (Unforgeability). The unforgeability game between a chal-
lenger and a adverary A is defined as follows.

Setup(1k, n) The challenger runs the Setup(1k, n) algorithm, obtaining a bi-
linear group pair (G1, G2), a pairing e, public points P,Q,AP , AQ, B and
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private keys a, b. The challenger stores the private information for the n
users. Furthermore, it provides the adversary with the description of the
groups and the pairing, as well as the public points P,Q,AP , AQ, B and
sets C, the adversary’s coalition, to ∅.

Hash Queries Algorithm A can make hash queries for any string. These
queries are answered by the challenger.

Queries Algorithm A can make queries of the challenger, as follows.

Prove(i, η) The adversary A can request the output of the Prove pro-
tocol for user i and random nonce η of its choice. The challenger
runs Prove(η, ki, ri, Ci) and returns the output (K,A,B, P ,Q,C, σ)
to the adversary.

Corrupt(i) The adversary A can request the private key and certifi-
cate of user i. The challenger looks up user i and responds with
(ki, ri, Ci). It also adds ki to C.

Revoke(i) The adversary A can request the revocation token of user i.
The challenger looks up user i and responds with ki, the revocation
token. It also adds ki to C.

Challenge The challenger sends a nonce η to the adversary.
Response The adversary outputs a response ξ = (K,A,B, P ,Q, C, σ) to the

nonce η.

The adversary A wins the unforgeability game if its output is accepted by
Verify(η, ξ, C). Note that an explicit query to a verifier to perform the verifica-
tion is not necessary since the adversary can do this without help.

We define the probability that A wins this game as AdvUA, the probability is
over the coin tosses of A and the randomized generation of the keys and signing
algorithms.

Definition 7.4. A forger A (t, n, qV , qh, ǫ)-breaks unforgeability of the n-user
self-blindable credential scheme if A runs in time at most t, makes at most qP
prove requests and qh hash queries, and AdvUA is at least ǫ.

Finally, we define the anonymity game. An adversary wins this game by dis-
tinguishing between the responses of two users of its own choosing. Note that
this is very similar to the notion of indistinguishability of encryptions in Sec-
tion 2.2.1.

Definition 7.5 (Anonymity). The anonymity game between a challenger and
an adversary A is defined as follows.

Setup As in the unforgeability game.
Hash Queries As in the unforgeability game.
Queries Algorithm A can make queries of the challenger, as follows.

Prove(i, η) As in the unforgeability game.

Corrupt(i) As in the unforgeability game.

Revoke(i) As in the unforgeability game.
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Challenge The adversary outputs a nonce η and the indices i0, i1 of two mem-
bers, such thatA neither corrupted nor revoked users i0 nor i1, i.e. i0, i1 /∈
C. The challenger chooses a bit d ∈ {0, 1} and runs Prove(η, kid , rid , Cid)
for user id to obtain a valid response (K,A,B, P ,Q,C, σ) to nonce η. It
sends this response to the adversary.

Restricted Queries After receiving the challengeA can make additional que-
ries of the challenger, restricted as follows.

Prove(i, η) As before.

Corrupt(i) As before, but A cannot make corruption queries for users
i0 and i1.

Revoke(i) As before, but A cannot make revocation queries for users i0
and i1.

Output Finally, A outputs a bit d′, its guess of d. The adversary wins if
d = d′.

Note that if an adversary can break unlinkability it can also win this game.
We define A’s advantage in winning this game as AdvAA := |Pr [d = d′]− 1/2|,
where the probability is over the coin tosses of A, the randomized generation of
the keys and signing algorithms, and the choice of b. We note that any deviation
from the average 1/2 is an improvement, hence explaining the absolute values.

Definition 7.6. An adversary A (t, n, qV , qh, ǫ)-breaks the anonymity of an
n-user system if A runs in time at most t, makes at most qP prove requests
and qh hash queries, and AdvAA is at least ǫ.

7.4 Proofs of security

We show the anonymity and unforgeability of our self-blindable credential
protocol. The structure of the proofs is inspired by the proofs for selfless-
anonymity and traceability, two related concepts, for a group signature scheme
by Boneh and Shacham [17].

Theorem 7.7. The self-blindable credential scheme is correct, as defined in
definition 7.2.

Proof. Consider a prover with private key ki and signature (Ci, ri), so e(kiP +
riB+A,Ci) = e(P,Q). Let η ∈ Zp be a random nonce and ξ = 〈K,A,B, P ,Q,
C, σ〉 = Prove(ki, Ci, ri, η) the response by the prover. Let α, β ∈ Zp be the
blinds used by the prover, i.e. P = αP and Q = βQ. Then equation (7.1) is
satisfied because

e(A,Q) = e(αaP,Q) = e(P,Q)αa = e(αP, aQ) = e(P,AQ).

Similarly, equation (7.2) is satisfied by choice of the certificate (Ci, ri)

e(K +A+B,C) = e(α(kiP +A+ riB), βCi) =

= e(kiP +A+ riB,Ci)
αβ = e(P,Q)αβ = e(P ,Q).

By definition of the proof of knowledge the signature σ will verify. The final
check is the revocation check. We know K = αkiP , so K = kP holds if and
only if ki = k. Hence, the response ξ is deemed valid if and only if k /∈ RL.
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Lemma 7.8. In the random oracle model there exists an extractor that can
extract an SDH-pair by controlling a successful forger and the random oracle.
If the forger is successful with probability ǫ and makes at most qh hash queries
and runs in time t then the extractor succeeds with probability (ǫ − 1/p)(ǫ −
2/p)/(16qh).

Proof. The proof runs as follows. First we show how to obtain two signatures
with different challenges. Then we show how we can extract the secrets and
recover an SDH-pair.

Suppose we can rewind the forger in the self-blindable credential scheme. The
forger sends (K,A,B, P ,Q,C, σ) with σ = (e, sα, sk, sr, sβ) in response to a
random nonce η sent by the verifier. The commitments are given by Rα =
sαP − eP ,Rk = skP − eK,Rr = srB − eB,Rβ = sβQ − eQ. The challenge is
given by e = h(Rα ‖ Rk ‖ Rr ‖ Rβ ‖ η). The forking lemma of Pointcheval and
Stern [68], see Theorem 3.33, shows that with probability at least (ǫ− 1/p)(ǫ−
2/p)/(16qh) the extractor can manipulate the forger and the random oracle
to obtain a second response (K,A,B, P ,Q,C, σ′) with σ′ = (e′, s′α, s

′
k, s

′
r, s

′
β),

with Rα = s′αP − e′P ,Rk = s′kP − e′K,Rr = s′rB − e′B,Rβ = s′βQ − e′Q, so
with the same commitments, but with a different challenge e′.

Let ∆e = e − e′ and similarly for ∆sα,∆sk,∆sr,∆sβ . Then we can recover
the discrete logarithms by calculating:

α = −∆sα
∆c

, k = −∆sαk
∆c

, r = −∆sαr
∆c

, β = −∆sβ
∆c

. (7.4)

The values K,A,B, P ,Q,C, sent by the forger, satisfy equations (7.1) and
(7.2). From the definition of the non-interactive proof of knowledge σ and
equation (7.4) it follows that K = kP,B = rB, P = αP and Q = βQ. Write
A = aP , then from equation (7.1) it follows that a = αa, hence A = aP =
αaP = αAP . Finally, let C = cQ, then from (7.2) it follows that c(k+a+rb) =
αβ. By solving for c and dividing by β we find that:

c/β =
1

k/α+ a+ r/αb
.

Hence (C/β, k/α+r/αb) is an SDH-pair corresponding to the public key AP =
aP . Note that indeed all these values can be recovered from a successful forger.

Theorem 7.9. The self-blindable credential scheme in (G1, G2) has (t, n, qV ,
qh, ǫ) anonymity in the random oracle model assuming the (t, ǫ′) Decision

Diffie-Hellman assumption holds in the groups G1 with ǫ′ = ǫ
2

(

1
n2 − qV qh

p4

)

and the (t, ǫ) Decision Diffie-Hellman holds in G2.

Proof. Suppose algorithm A (t, n, qV , qh, ǫ)-breaks the anonymity of the self-
blindable credential scheme. We build an algorithm B that breaks the Decision
Diffie-Hellman assumption in G1. Algorithm B is given as input a 4 tuple
(P,X = xP, Y = yP, Z = zP ) ∈ G4

1, where P ∈R G1 and x, y ∈R Zp and
either z is random in Zp or z = xy. Algorithm B decides whether z = xy by
interacting with A as follows.
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Setup(n) Algorithm B sets P as generator for G1 and chooses a random
Q ∈ G2 as generator for G2. Now, acting as the certificate authority
it generates private keys a, b ∈R Zp. Algorithm B sets AP = aP,AQ =
aQ,B = bP and sends P,Q,AP , AQ, B to algorithm A.
All of the points are randomly generated, just as in the normal setup
protocol. Hence, algorithm A cannot distinguish this from a normal run.
Furthermore, B picks two random users i0, i1 ∈R {1, . . . , n} and keeps
i0, i1 secret. For all users i 6= i0, i1 algorithm B picks a private key
ki ∈R Zp, generates a random value ri ∈R Zp and generates the corre-
sponding certificate Ci = 1/(ki+a+rib)Q. For users i0 and i1, it chooses
a secret value γ ∈R Zp.

The intuition for the rest of the simulation is that distinguisher B will behave
as if the private key of user i0 is x, while the private key of i1 is z/y. To do so,
it sets Ki0 = X , P i0 = P and Ki1 = Z, P i1 = Y , and multiplies them with
a new blind α ∈R Zp. Furthermore, B will behave as if ri0 = (γ − x − a)/b
and ri1 = (γ − z/y − a)/b. We emphasize that B does not know the value of
these private keys nor can it directly calculate ri0 , ri1 . Observe that if z = xy
then the private keys are equal and ri0 = ri1 , but if Z ∈R G1 then they are
independent.

Hash queries At any time, A can query the hash function h for the hash of
a value m. If m has not been queried before, B returns a new random
value, otherwise B returns the same value as before.

Queries Algorithm A can issue prove queries and corruption queries. For
queries for user i 6= i0, i1 algorithm B uses the private key ki to generate
a response as usual. For queries involving user i0 or i1 algorithm B
responds as follows.
Prove Given a nonce η and a user i ∈ {i0, i1} algorithm B must generate

a valid response for η using user i’s private key.
• To generate a response for user i = i0, B picks blinds α, β ∈R Zp,

and starts making assignments:

K = αX, P = αP, A = αaP, Q = βQ.

These values are indistinguishable from those produced by any
other user. To produce a valid response B has to fake a certifi-
cate. To do so, it behaves as if ri0 = (γ − x − a)/b, since then
B = αri0B = α(γ − x − a)P = α(γP − X − A). Note that
ri0 is uniformly distributed as a result of γ being uniformly dis-
tributed and hence indistinguishable from A’s point of view.
The remaining values are now given by:

B = α(γP −X −A), C = β
1

γ
Q

• To generate a response for user i = i1, B picks blinds α, β ∈R Zp,
and makes the following assignments:

K = αZ, P = αY, A = αaY, Q = βQ.

From the perspective of A it is as if a blind α′ = αy was used,
however, α ∈R Zp so A cannot use this to distinguish this tuple
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from any other. To fake the certificate B behaves as if ri1 =
(γ − z/y − a)/b. Then B = αyri1B = α(γ − z − ay)P =
α(γY − Z − aY ). Also ri1 is uniformly distributed due to γ.
The remaining values are given by

B = α(γY − Z − aY ) C = β
1

γ
Q

In both cases algorithm B has to provide the signature σ showing, in
essence, the knowledge of both αr, αxi and the blinds α and β. As
described in section 3.7.1, algorithm B can fake the signature in the
random oracle model as follows. First it chooses sαk, sαr, sα, sβ , c ∈R
Zp at random. This fixes the value Rαk = sαkP + cX and similar
for Rαr, Rα, Rβ . Finally, it sets c = h(η ‖ Rαk ‖ Rαr ‖ Rα ‖
Rβ) by controlling the random oracle. In the unlikely event that A
queried h on this value before, B aborts and reports failure. Since
sαk, sαr, sα, sβ , c are random, so are the R’s, thus h was queried on
this exact value with probability at most qh/p

4.
Corrupt Algorithm B reports failure if A ever issues a corruption re-

quest for users i0 or i1.
Challenge Algorithm A outputs a nonce η and two users i∗0 and i∗1 where it

wishes to be challenged. If {i∗0, i∗1} 6= {i0, i1} then B reports failure and
aborts. Otherwise, assume that i∗0 = i0 and i∗1 = i1. Algorithm B picks
a random d ∈R {0, 1} and generates a response for user id in the same
way as for ordinary verification queries in the Query phase. It gives the
response as the challenge to A.

Restricted Queries Algorithm A issues restricted queries. Challenger B re-
sponds as in the Query phase.

Output Eventually, A outputs its guess d′ ∈ {0, 1} for d. If d′ = d then B
indicates that Z is independent, otherwise it indicates that Z is depen-
dent.

Suppose that B does not abort during the simulation. First consider the case
where Z is random in G1. We show that the responses produced for i0 and i1
are indistinguishable from independent responses. The responses restricted to
points on G1 are independent because they directly depend on the choice of
x, y, z ∈ Zp. The values (Q,C) on G2, however, do not depend on x, y, z ∈ Zp

and in fact the underlying certificate is equal for i0 and i1. If the adversary can
detect this, then it can distinguish the tuple ((αQ,αcQ), (α̂Q, α̂cQ)) from the
tuple ((αQ,αcQ), (α̂Q, α̂c′Q)). By the DDH assumption on G2 this is not pos-
sible. So for Z random in G1 the responses from i0 and i1 are indistinguishable
from independent. So, distinguisher B simulates the anonymity game perfectly,
and by assuption that the adversary breaks the anonimity of the game we have
Pr[d = d′] > 1

2 + ǫ.

When z = xy the response that is sent as a challenge is independent of b; by
choosing a different blind α we can transform a response for i0 into one for
i1 and vice versa. It follows that Pr[b = b′] = 1/2 in this case. Therefore,
assuming that B does not abort, it has advantage at least ǫ/2 in solving the
Decisional Diffie-Hellman problem.

Algorithm B aborts if the values i∗0 and i∗1 are not guessed correctly, further-
more, it can abort due to verification requests by A. The probability that a

100



7.4. Proofs of security

given verification request causes an abort is at most qh/p
4 so the probability

that that B aborts as a result of the verification queries is at most qV qh/p
4. If

B does not abort during the query phase then A learns nothing about the true
values of i0, i1, hence the probability that the choice of challenge do not cause
B to abort is at least 1/n2. Since we require that A picks users i0, i1 we also
know that A does not corrupt i0 or i1, hence B will not abort on any of the
corruption queries. It follows that B solves the given Decisional Diffie-Hellman

problem with advantage at least ǫ
2

(

1
n2 − qV qh

p4

)

.

Theorem 7.10. The self-blindable credential scheme in (G1, G2) is (t, n, qV ,
qh, ǫ) unforgeable in the random oracle model assuming the (q, t′, ǫ′)-Strong
Diffie-Hellman assumption holds, where n = q, ǫ = 4nqh

√
ǫ′ + n/p, and t =

Θ(1)t′.

Proof. Intuitively, the proof runs as follows. Given a forger A that breaks the
unforgeability we construct an algorithm B that uses A to break the SDH-
assumption. The algorithm B obtains an SDH-instance and creates a group
of users with certificates based on this instance. Then it interacts with A
as described in the unforgeability game. The forger A, if successful, eventu-
ally outputs a valid response. Finally, algorithm B applies the extractor from
theorem 7.8 to recover the SDH-pair from this response.

To obtain an SDH-pair for the SDH-instance the extracted SDH-pair needs
to be new in the sense that algorithm B did not previously generate it. Two
types of forgeries are possible: either the forged certificate is different from
those algorithm B specified for the users, or it matches a certificate for one of
the users. In the former case there is no problem; the certificate is always new.
To, simultaneously, deal with the latter case algorithm B picks, at random, one
user, i∗, for which it does not generate a certificate, but fakes one. It only tries
to extract an SDH-pair if the forger produces a certificate it did not generate
itself. We note that, whatever the type of forger, there is a non-negligible
probability of obtaining a new certificate, either because it is a new certificate
altogether, or because algorithm B guessed the user i∗ correctly and it learns
a certificate it did not know either.

In the following we describe how algorithm B creates the users from an SDH
instance and how it interacts with forger A.
Setup Algorithm B is given as input the bilinear group pair (G1, G2) and

pairing e together with the n-SDH instance (U, xU, x2U, . . . , xnU, P, xP ),
with P ∈ G1 and U ∈ G2. The goal of B is to generate an SDH-pair
(1/(x+ k)U, k), for a k ∈ Zp of its choice. We follow Boneh and Boyen’s
Lemma 9 [13] to construct n− 1 signatures from the SDH instance. Al-
gorithm B generates n − 1 distinct private keys k1, . . . , kn−1 ∈R Zp and
a secret key b ∈R Z

∗
p. For each ki let ri ∈R Zp \ {(ki + x)/b}. Define

the univariate polynomial f as f(X) =
∏n−1
i=1 (X + ki + rib). Expand f

and write f(X) =
∑n−1

i=0 fiX
i, with coefficients fi ∈ Zp. Pick a random

θ ∈ Z
∗
p and compute

Q = θf(x)U =

n−1
∑

i=0

θfi
(

(xi)U
)

∈ G2.
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7. Provable secure protocol

The points P and Q will be B’s choice of generators for G1 and G2 respec-
tively. Since θ is random these generators will be as well. Furthermore,
B sets AP = xP and B = bP . The final system parameter, AQ, is given
by:

AQ = xQ =
n−1
∑

i=0

θfi
(

(xi+1U
)

=
n
∑

i=1

θfi−1

(

(xi)U
)

∈ G2.

We would not have been able to calculate this value if we had tried to
generate n signatures. We assume that f(x) 6= 0, if it is not we can
recover x and create the desired SDH-tuple trivially.
For each i = 1, . . . , n−1, we must create a signature Ci = 1/(x+ki+rib)Q

over ki+ rib. Let gi(X) = f(X)/(X+ki+ rib) =
∏n−1
j=1,j 6=i(X+kj+ rjb),

then Ci = gi(x)θU . The value of the Ci can subsequently be determined
by expanding gi(X) as before.
Algorithm B picks one user i∗ ∈R {1, . . . , n} for which we will simulate the
certificate. It generates random values si∗ ∈R Zp and ri∗ ∈R Zp for this
user. Next, algorithm B distributes the remaining n−1 signatures and the
corresponding n−1 private keys over the other users by storing (ki, Ci, ri)
accordingly. Finally, it sends the points (P,Q,AP , AQ, B = bP ) and a
description of the groups to the forger A.

Hash Queries At any time, A can query the hash function h for the hash of
a value m. If m has not been queried before, B returns a new random
value, otherwise B returns the same value as before.

The intuition for the following is that for all users except i∗ algorithm B will
behave normally. For user i∗ algorithm B fakes a certificate by acting as if
the public key is Ki∗ = si∗P − AP . We emphasize that B does not know the
private key si∗ − x because it does not know x.

Queries Challenger B responds to the queries by A as follows.
Prove Algorithm A asks for a response by user i to a nonce η. If i 6= i∗

then B uses the private key ki and certificate (Ci, ri), to produce a
valid response and returns this to A.
Otherwise i = i∗. The challenger B fakes a response for the public
key Ki∗ = si∗P −AP by setting the values as follows:

K = α(si∗P −AP ), P = αP, A = αA, B = αri∗B,

Q = βQ, C =
β

si∗ + bri∗
Q.

Here we can fake a certificate because we have control over the public
key B. The distinguisher controls the random oracle to fake the
signature σ in the same way as in the anonymity proof. Note that
the resulting response is indistinguishable from an unfaked response.

Corrupt Algorithm A asks for the private key and certificate of user i.
If i 6= i∗, then B provides the requested values, otherwise it declares
failure and exists.

Challenge Finally, algorithm A requests a nonce η from the challenger B.
Algorithm B generates η ∈R Zp and sends it to A.

Response If A is successful it outputs a valid response ξ = (K,A,B, P ,Q,C,
σ) to the nonce η.
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Algorithm B now has to decide whether the certificate embedded in ξ is new.
Let K = kP,B = rB and P = αP then from theorem 7.8 we know that the
extracted SDH-pair is given by (σ̂, k̂) = (C/β, k/α + r/αb). For each of the

pairs generated by B we know that k̂i = ki+ rib. Even though k̂ is not known,
we can use pairings to check whether k̂ = k̂i:

e(P , (ki + rib)Q)
?
= e(K +B,Q).

Algorithm B reports failure if this equality holds for any user i 6= i∗, otherwise
it returns ξ. If algorithm B returns, then automatically the signature in ξ is
outside the forgers coalition. We follow the technique of Boneh and Boyen in
[13] to transform this tuple into a solution to the posed n-SDH instance. We
know that

σ̂ =
1

x+ k̂
Q =

θf(x)

x+ k̂
U.

We use long division to rewrite the polynomial f as f(X) = (X+k̂)γ(X)+γ∗ for

some easily computable polynomial γ(X) =
∑n−2

i=0 γiX
i and constant γ∗ ∈ Zp.

Here γ∗ 6= 0, since f(X) =
∏n−1
i=1 (X + ki + rib) and γ∗ 6= ki + rib for all i, thus

(X+ k̂) does not divide f(X). Use this expansion to rewrite the expression for
σ̂:

σ̂ = θ
f(x)

x+ k̂
U = θ

(

γ∗

x+ k̂
+

n−2
∑

i=0

γix
i

)

U.

By dividing by θ and γ∗ and correcting for the γ(x) term we can calculate the
following:

w =
1

γ∗

(

σ̂

θ
−
n−2
∑

i=0

γi(x
iU)

)

=
1

γ∗

(

γ∗

x+ k̂

)

U =
1

x+ k̂
U.

So we obtain the SDH-pair (w, k̂) as solution to the original SDH-instance.

Algorithm B only returns a response if adversary A never corrupts user i∗ and
the signature in the response is new. As long as A never corrupts user i∗ the
simulation is perfect: responses for user i∗ are indistinguishable from responses
for other users. Let η be the probability with which the adversary produces a
certificate that does not trace to any of the users. The probability of a new
certificate is then η+(1− η)1/n, so at least 1/n. The probability that A never
corrupts user i∗ is at least 1/n. So, with probability of at least ǫ/n2 we obtain
a response that contains a new certificate2.

The succes probability of algorithm B is ǫ/n2. From Theorem 7.8 it follows
that the SDH-pair can be extracted with probability ǫ′ = (ǫ/n2− 1/p)2/(16q2h)
and in time t′ = Θ(1)t.

2In the unlikely case that the adversary revokes all users this estimate is not valid. In
this case we should just construct n valid signatures from an (n + 1)-SDH problem. The
adversary will then produce a certificate that does not trace to any user, and hence we recover
the signature as normal. The success probability in this case is ǫ/n. Therefore ǫ/n2 remains
a valid lower bound.
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Protocol SBR Emura Chen & Li

Prover

Nr. point mult. G1 7 4 5
Nr. point mult. G2 3 3 -
Nr. exponentiations GT - - 4
Nr. modular mult. 6 1 5
Nr. points sent 10 5 4
Nr. of mod p 5 - 4

Verifier

Nr. bilinear maps 4 6 + 2|RL| 1
Nr. point mult. 8 + |RL| 3 4 + |RL|

Properties

Security proof yes no yes
Revocation yes yes yes
Pairing type III III III

Table 7.1: Efficiency analysis of our new SBR protocol in comparison to the
Emura protocol, see Section 6.2.2 and the Chen and Li group signature scheme,
see Section 5.3.3.

7.5 Conclusions

In this chapter we have seen a new anonymous self-blindable credential system
that supports revocation and has a security proof. Especially the revocation
mechanism we use is a lot faster than the check used in the Emura protocol
because only one point-multiplication is needed instead of two pairing calcula-
tions.

However, our protocol also shares some inherent limitations with the Emura
and Chen and Li schemes, that originate from the Boneh and Boyen signature
scheme. In order to generate the signature the issuer needs to know the private
key. We do not know of a way to avoid this while still using Boneh and Boyen
signatures.

Furthermore, due to the four zero-knowledge proofs, the amount of work done
by the prover is more extensive. Table 7.1 shows an analysis of the the number
of operations required. Why we choose this subdivision will become more
apparent in the next chapter, but the main reason is that these operations have
different durations. In the next chapter we shall also make some improvements
to our protocol that will mitigate the large workload of the prover.
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Chapter 8

Practical implementations

The protocol in the previous chapter is not as fast as the other self-blindable
credential protocols we have seen before. As we saw, the zero-knowledge proofs
make the protocol especially inefficient. In this chapter we will make our pro-
tocol more practical by adding two additional revocation options, by applying
some heuristic transformations to our protocol to achieve a much faster pro-
tocol and by extending the show protocol so that it also works for multiple
credentials at once.

8.1 How to revoke

The mechanism for revocation of a credential as described in the previous
chapter was very straightforward: to revoke a user its private key is provided
to all the verifiers as part of the revocation list. In practice this means that
this key needs to be stored somewhere, for example at some trusted third
party that will reveal this key on request. Another option would be to print
the private key on the outside of the physical card. The user, or any that finds
the card, can then revoke it by publishing this number. We note that knowing
the private key does not immediately imply that anyone can use the card since
the card itself might provide additional protection, but it is nevertheless a bit
dangerous.

Considering the possible security issues we note that our protocol can easily
be adapted to use an Emura et al.-like revocation scheme where instead of the
private key ki the value kiQ is provided. The revocation check is then replaced
by the pairing verification

e(K,Q)
?
= e(P , kiQ), (8.1)

where kiQ is an element from the revocation list. Unfortunately, this does mean
that our fast point-multiplication check is replaced by two pairing calculations.
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Both in the above modification, as well as in our original protocol, revocation is
always on a per private key basis. However, suppose that an issuer grants mul-
tiple credentials over the same private key, then revocation on a per certificate
basis would make more sense. In fact this is easily possible with our protocol.
Instead of using kiQ as a revocation we can use ciP = 1/(ki + a + rib)P and
use the following alternative to equation (8.1):

e(P,C)
?
= e(ciP,Q), (8.2)

where ciP is an element of the revocation list. We note that providing ci by
itself is not an option. Given 1/(ki+a+rib) for a known private key ki the user
can recover a+ rib and hence make new certificates. This cannot be prevented
either by also supplying ri as a revocation token as we have no way of checking
the value B = αriB against it.

8.2 Protocol with proof of knowledge removed

Let us consider the zero-knowledge proof. In effect we only demonstrate that
we know the values α, αki, αri, β corresponding to the points P ,K,B,Q. This
structure is reminiscent of a set of public-private key pairs. We shall now
examine how we can replace this zero-knowledge proof by simple signatures
involving the private keys. Recall that the original issue with this idea, that a
verifier can now obtain a signature on any message of its choosing, is no longer
relevant here, because the private keys are ephemeral.

We will use simple Chaum-Pedersen signatures as described in Section 3.6.1.
Recall that here a message N is signed by multiplying it with the private key.
As an example let k be the private key and K = kP the corresponding public
key. Then the signature by K on N is σ = kN . To make verification simple we
consider the case where the verifier knows that the message N is of the form
ηP for some nonce η chosen at random. Then it can verify the signature σ
by checking that σ = ηK. Notice that this also means that the verifier learns
nothing by obtaining such a signature as it could easily have generated it by
itself.

To replace the complete zero-knowledge proof the verifier sends three nonces
NP = ηPP,NB = ηBB,NQ = ηQQ. The prover then creates the signatures
Mk = αkiNP ,M r = αriNB,Mβ = βNQ. These signatures can be checked
by verifying that Mk = ηPK, M r = ηBB and Mβ = ηQQ. An additional
signature with α as private key is not needed as the prover already sends
A = αA. The verifier can verify it use the pairing check e(A,Q) = e(P ,AQ)
instead. The simplified version of the protocol that is obtained in this way is
shown in Figure 8.1.

The attentive reader might wonder why we can not simplify this to use a single
nonce, i.e. ηP = ηB = ηQ. This simplification would allow the prover to cheat
in the following way. It setsK = αK−γP and B = αriB+γP for some random
value of γ ∈ Fp. The pairing checks are still satisfied. Similarly, the prover can
create valid signatures by setting Mk = (αk− y)NP and Mr = αriNB + yNP .
This allows the prover to side-step the revocation check. The problem here
is that by using the same nonce we are no longer guaranteed that the user
actually knows the discrete logarithm of B with respect to B.
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Prover Verifier

nonces ηP , ηB, ηQ ∈R Zp

into NP , NB, NQ ←− send ηPP, ηBB, ηQQ
blinding α, β ∈R Zp

send αKi, αAP , αriB,αP, βQ, βCi −→ into K,A,B, P ,Q,C
send αkiNP , αriNB, βNQ −→ into Mk,Mr,Mβ

verify:

e(A,Q)
?
= e(P ,AQ).

e(K +A+B,C)
?
= e(P ,Q).

Mk
?
= ηPK.

Mr
?
= ηBB.

Mβ
?
= ηQQ.

for every entry k
in the revocation list:

verify kP
?

6= K.

Figure 8.1: Practical self-blindable credential protocol with revocation. Here
the proof of knowledge is replaced by three Chaum-Pedersen signatures. We
will refer to this protocol as the SBRCP protocol.

We point out that we can now no longer extract the private keys from a prover,
nor can we forge a signature by suitably rewinding the other party. Therefore,
we can no longer proof the correctness of this transformed protocol. Neverthe-
less, the heuristic that being able to produce a signature on a random nonce is
a good proof of identity [57].

8.3 Incorporating nonces

Comparing our protocol with Chaum-Pedersen signatures to the protocol pro-
posed by Emura et al. we still note a conceptual difference in how the signa-
ture on the nonce is checked. In fact, in Emura et al.’s protocol the nonces
are checked implicitly using the verification equations. In our protocol we can
obtain a similar behavior, although we should emphasize that we do not know
how to prove its security.

First, notice that the values K and Mk only differ by the factor induced by the
nonce ηP . Similarly, B and Mr differ by a factor ηB, and Q and Mβ differ by
a factor ηQ. These factors are precisely used to verify the signatures. However,
this can also be performed implicitly by using the values Mk,Mr,Mβ in the
verification equations. Instead of verifying that

e(K +A+B,C) = e(P ,Q)

we can immediately use the signatures by checking that

e(Mk/ηP +A+Mr/ηB, C) = e(P ,Mβ/ηQ).
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Prover Verifier

nonces ηP , ηB , ηQ ∈R Zp

into NP , NB, NQ ←− send ηPP, ηBB, ηQQ
blinding α, β ∈R Zp

send αAP , αP, βCi −→ into A,P ,C
send αkiNP , αriNB, βNQ −→ into Mk,Mr,Mβ

verify e(A,Q)
?
= e(P,AQ).

verify e(Mk/ηP +A+Mr/ηB, C)
?
= e(P ,Mβ/ηQ).

for every entry k
in the revocation list:

verify kP
?

6= Mk/ηP .

Figure 8.2: Further optimization of our protocol where signatures Mk,Mr,Mβ

are directly used in the verification of the signature. This saves sending three
points, as well as 3 point multiplications. We will refer to this protocol as the
SBRCPShort protocol.

Note that the verifier cancels the nonces during verification. So, for a prover
to successfully pass this test, it has to include nonces, and hence be able to
create the signatures. We emphasize once more that this argument is primarily
heuristic, but we do believe it is sound. The resulting protocol is shown in
Figure 8.2

The efficiency of the two new protocols are analyzed in Table 8.1 and compared
with the Emura protocol and the Chen and Li group signature scheme. We
see that our new protocols are quite a bit more efficient then our original
protocol. Furthermore, the last protocol seems to now be comparable to the
group-signature scheme by Chen and Li.

8.4 Implementation on a smart card

In order to give a fair comparison of our new protocol with respect to smart
card performance, we need to take into account the capabilities of a smart card.
We did not implement our protocol on a smart card as we do not know of a
card that supports point multiplications of points on a curve over an extension
field, like G2 in case of type III pairings. Furthermore, it turns out that often
smart cards do not expose the modular multiplication unit, resulting in the
counterintuitive result that a modular multiplication modulo a prime p can
be much slower, due to an inefficient software implementation, than point-
multiplication with a point of order P , that is implemented in hardware. In
this section we examine some sources that allow us to estimate duration of our
showing protocol and hence compare it against other protocols.

Our first source is Hoepman et al. [45] who give a description of how their
protocol can be implemented on a Java Card smart card. The Java Card API
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Protocol SBR SBRCP SBRCPShort Emura Chen & Li
Figure 7.1 Figure 8.1 Figure 8.2 Figure 6.4 Section 5.3.3

Prover

Nr. point mult. G1 7 6 (8) 4 (6) 4 5
Nr. point mult. G2 3 3 2 2 -
Nr. exponentiations GT - - - - 4
Nr. modular mult. 6 2 (0) 2 (0) 0 5
Nr. random values 6 2 2 1 5
Nr. points sent G1 7 6 4 3 4
Nr. points sent G2 3 3 2 2 -
Nr. of mod p 4 0 0 0 5

Verifier

Nr. bilinear maps 4 4 4 6 + 2|RL| 1
Nr. point mult. 8 + |RL| 3 + |RL| 3 + |RL| 3 4 + |RL|

Properties

Security proof yes no no no yes
Revocation yes yes yes yes yes
Pairing type III III III III III

Table 8.1: Efficiency analysis of our new protocols in comparison to the Emura protocol and the Chen and Li group signature. The SBR
protocol is our protocol with zero-knowledge proofs as demonstrated in the previous chapter, this protocol leads to the SBRCP protocol
by replacing the signatures using Chaum-Pedersen signatures while finally the SBRCPShort version is obtained by directly incorporating
these signatures into the verification. The numbers in parentheses suggest an alternative counting where we optimize for smart cards.
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8. Practical implementations

Time (ms) Source

Blind generation 379 [45]
Point multiplication G1 98 [45]
Point multiplication G2 1000 - 3000 Estimated based on [63]
Point multiplication GT 430 Assumption based on [11]
Modulo p multiplication ≈ 1700 (10) Estimated from [5]

Table 8.2: Time estimates for common operations on smart card. In all these
operations the group order is 192 bits. A side effect of generating a blind α is a
point αZ for a given generator Z. The time in parentheses for a modulo p mul-
tiplication is a rough estimate for the running time if it would be implemented
in hardware instead of in software.

only exposes the cryptographic co-processor via a number of high-level func-
tions. Hoepman et al. describe how the Diffie-Hellman key agreement function
and the Diffie-Hellman key generation functions can be used to perform some
operations in our protocol. Both are used in the Diffie-Hellman key-exchange
protocol in Section 3.4. The Diffie-Hellman key generation function is used to
generate an ephemeral key kA and a corresponding public key kAP . The gener-
ator P can be chosen by the user. Thus this function is useful for generating a
blind as well as the blinded point. The Diffie-Hellman key agreement function
generates the resulting public key kAkBP in the Diffie-Hellman key-exchange
protocol based on kA, B = kBP , and hence performs a point multiplication.
Table 8.2 shows the required running time to complete these operations on a
Java Card.

In 2006 Page et al. [63] compared some type III curves, with embedding degree
6, to type I curves in terms of computational complexity. Analyzing the results
shows that a point multiplication in G2 for a type III curve is about 10 to 30
times more expensive than a similar point multiplication in G1. This ratio is
based on a software implementation on a modern desktop CPU. In the following
we take the slightly optimistic time of 2000 ms as an estimate, so we use a factor
20, for the time it takes a smart card to compute this point multiplication.

Finally, we need to estimate the time complexity of exponentiations in GT ,
i.e. the group of p-th roots of unity. As far as we know this operation is not
supported on the smart cards either. The p-th roots of unity lie in the field Fp6

for our curve, hence a software implementation would take at least 10 seconds
per exponentiation in this field. Since we also plead for a hardware based
implementation for point multiplication in GT we assume a length of 430 ms
for exponentiation in GT , since that is the time it takes to do an exponentiation
of a number modulo a 1280 bits prime.

Based on the estimates in Table 8.2 we can give a lower bound for the time it
takes a smart card to run the verification protocol. Since this does not include
any actual testing for our protocol nor for the Chen and Li group signatures
we cannot accurately estimate the processing overhead. The results are shown
in Table 8.3. We included a couple of other credential systems for which time
estimates on a smart card are also given.
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8.5. Multiple credentials

Time (s) Estimated Revocation Proof

Batina et al. [5, 45] 0.8 no [45] no no
Chen and Li [29] 13.9 (3.5) yes yes yes
Idemix [21] 7.4 no [11] no yes
SBR protocol 17.5 (7.4) yes yes yes
SBRCP protocol 7.5 yes yes no
SBRCPShort protocol 5.3 yes yes no

Table 8.3: Running times (or estimates thereof) for running the verification
algorithm on a standard Java Smart Card. None of these numbers include the
running time of the verifier. The time estimates in parenthesis are with the
hardware modulo p multiplication. Further indicated are whether this values is
estimated, if the method supports revocation and whether there exist a proof
of security for the method.

8.5 Multiple credentials

Our protocol with implicit Chaum-Pedersen certificates can easily and effi-
ciently be augmented to show multiple credentials simultaneously to a verifier.
This speedup is achieved by using the same blinds for all the credentials. Sup-
pose a user has a credential (C1, r1) for a private key k1 and a credential
(C2, r2) for a private key k2. It can then show possession of these in a single
protocol run as shown in Figure 8.3. Clearly, this scheme can be extended to
demonstrate possession of additional credentials. For each new credential the
prover needs to do 2 additional point-multiplications in G1 and 1 additional
point-multiplication in G2. The verifier needs to do two additional pairing
calculations.

If k1 = k2 then the combined protocol becomes even more simple, and allows
us to prove possession of two certificates belonging to the same private key.
This multi-show protocol does allow us to give an efficient implementation of
the VerifyCredOnNym procedure from our ideal model. Thus giving rise to a
complete credential system.

8.6 Backward unlinkability

Having backward unlinkability would be a nice addition to our protocol. Un-
fortunately, we have not been able to make this work. The solution we sketch
here, which is the best we came up with, can be easily reduced the the ordi-
nary protocol. Hence, it does not offer backward unlinkability. Nevertheless
we display it here to provide a starting point for future work on this topic.

The main idea is to introduce epochs like Nakanishi and Funabiki [62]. Each
epoch all of the entries on the revocation list are updated. Intuitively, making
these entries dependent on the current epoch, ensures that the verifier cannot
examine earlier transcripts with respect to a current revocation token, unless
the verifier can somehow take out the epoch dependency. We will shortly show
that it can, but first we give a sketch of the method. This sketch is an extension
of our original method.
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8. Practical implementations

Prover Verifier

nonces ηP , ηB , ηQ ∈R Zp

into NP , NB, NQ ←− send ηPP, ηBB, ηQQ
blinding α, β ∈R Zp

send αAP , αP, βNQ −→ into A,P ,Mβ

send αk1NP , αr1NB, βC1 −→ into Mk1 ,Mr1 , C1

send αk2NP , αr2NB, βC2 −→ into Mk2 ,Mr2 , C2

verify e(A,Q)
?
= e(P ,AQ).

verify e(Mk1/ηP +A+Mr1/ηB, C1)
?
= e(P ,Mβ/ηQ).

verify: e(Mk2/ηP +A+Mr2/ηB, C2)
?
= e(P ,Mβ/ηQ).

for every entry k
in the revocation list:

verify kP
?

6= K/ηP .

Figure 8.3: Showing two credentials (C1, r1) and (C2, r2) corresponding to the
respective private keys k1 and k2 to a verifier simultaneously. A speedup is
obtained by using the same random nonces.

For each epoch t a fresh random ǫt ∈ Zp is generated. This values is kept secret.
With every change of epoch, a new revocation list is generated. First, Pt = ǫtP
is associated with the revocation list. Then, for each revoked private key k an
entry Qk = kǫiQ is added to the revocation list RLi. Note that ǫi is not
publicly known, while the revocation list RL itself is. We shall shortly see that
an adversary can recover ǫiQ, but for now consider this difficult. Therefore,
the verifier gets a random point X ∈ G2 and the point Xt = ǫiX .

The protocol is extended in the following manner. The verifier sends the ad-
ditional challenge Pt to the prover, who responds with the value T = αkiPt
(which should equal ǫtK). The verifier checks this with the test e(T ,X) =
e(K,Xt). Finally, the verifier checks that the key is not revoked by checking,
for every entry Qk ∈ RL that

e(P ,Qk)
?

6= e(T ,Q),

which is basically an augmented version of the alternative revocation check in
equation (8.1).

To see where the problem lies we need to first augment the security games.
First we extend the games to have multiple epochs, this is rather easy. However,
for the backward-unlinkability game we run into trouble. To model that the
system is backward unlinkable we have to allow the following situation. The
adversary requests revocation tokens of users 1 and 2 (this choice is without loss
of generality) at epoch t, i.e. it obtains Qk1 = k1ǫtP and Qk2 = k2ǫtP . It then
asks to be challenged on these two users, but on a time t′ < t. Clearly, if the
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system is backward unlinkable then the adversary cannot win this. However,
it can. First, it requests the revocation token of user 3 and gets Qk3 = k3ǫtQ.
Then, it corrupts user 3 and hence obtains k3. Therefore, it can now calculate
Qk3/k3 = ǫtQ. As a challenge it receives a values K = αk∗P and P = αP , for
some k∗. It then performs the following check:

e(P ,Qk1)
?
= e(K, ǫtQ),

which clearly holds if and only if k∗ = k1, so this protocol is not backward
unlinkable.

We note that even without this problem we significantly need to update our
proofs. While it is clearly possible to provide the blinded values during the
proofs if we can choose ǫi, this is not possible for the revocation tokens. These
we cannot provide given only the DDH instance, while we should to complete
the proof. Furthermore, the requirement that we can corrupt a revoked user
is not unreasonable, and in fact may be a milder requirement than corrupting
unrevoked users.

8.7 Conclusions

In this chapter we have seen a number of practical improvements to our pro-
tocol. These resulted in the final SBRCPShort protocol that is significantly
faster than our original protocol, at the cost of no longer being provably cor-
rect, even though there is a clear heuristic leading to it. The efficiency analysis
suffers from a lack of an actual implementation, but does show that when el-
liptic curve arithmetic over extension fields are implemented on smart cards
our protocols form a viable alternative to existing credential systems and has
comparable performance.
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Chapter 9

Conclusions

In this chapter we will summarize our major results from this thesis. In addition
to this we look ahead to possible future work that can be used to improve self-
blindable credentials.

9.1 Conclusions

We set out to find a way to add revocation to the self-blindable credentials by
Verheul. To this end we examined many techniques for adding revocation to
a credential system; each with their own drawbacks and advantages. In some
the computational load or communication cost of the user is very high, while
in others this load is shifted solely to the verifier. Finally, in our new credential
system we used a revocation mechanism that moves most of the load to the
verifier, but nevertheless only needs one point-multiplication per item on the
revocation list. This is considerably faster than the pairing revocation checks
that were used in earlier attempts at revocable self-blindable credentials.

In order to accomplish our secondary goal we first derived a security model
for our credential system. We gave precise definitions for the unforgeability,
anonymity and revocability of a self-blindable credential scheme. Based on this
we constructed a revocable self-blindable credential protocol that uses the afore
mentioned fast revocation check. Contrary to earlier self-blindable credential
schemes, this scheme is provably secure system in the random oracle model.
As a side-effect of this effort we discovered some serious flaws in these earlier
attempts, effectively making these protocols non-anonymous.

In our quest for a faster protocol we showed in chapter 8 how our formal
protocol can be transformed to obtain a much faster protocol, at the cost of
losing the proof of security.

We saw that a general disadvantage of using Boneh and Boyen signature in
self-blindable credential systems is that some points need to lie on an elliptic
curve over an extension field. Currently, there is no smart card support for
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9. Conclusions

these curves, thus no practical implementation is possible at the time of writing.
Nevertheless, we believe that the idea of self-blindable credentials forms a viable
and simpler alternative to other, zero-knowledge based, credential systems.

9.2 Further work

A first challenge in our credential system is the issuing protocol. Currently,
the issuer that issues a credential will always know the corresponding private
key. And, by knowing this key, can trace this credential as well as revoke it.
In practical situations more flexibility might be warranted to reduce the trust
assumption on the issuer. Two possibilities would be a system in which (1) the
user can choose their private key in secret, while the issuer still receives the
revocation token; and (2) the issuer and user produce a revocation token that
can only be used by a third party. It is interesting to see to what extend these
properties can be obtained by creating a different self-blindable credential with
possibly another underlying certificate scheme.

Another issue with our protocol is that it does not support backward unlink-
ability. After a credential or user has been revoked all its past transactions
become traceable as well. We proposed some preliminary work in the direction
of backward unlinkability, but this quickly falls apart if we allow for cheating
users and verifiers. Nevertheless, we feel that backward unlinkability is an im-
portant property to have in a credential system, therefore more research in this
direction would be warranted.

Furthermore, to use our protocol with smart cards we need support for point-
multiplication on elliptic curves over extension fields. Further (literature) study
could yield better estimates for the complexity of implementing this in hard-
ware as well as for software implementation. In addition, it might be interesting
to study other, faster, 16 or 32 bits smart cards, and investigate how much im-
provement can be obtained by using them. It may be possible be that the recent
results by Mostowski and Vullers [60] already allow for faster implementations
of our self-blindable protocols.

From a theoretical point of view it is interesting to determine whether the
construction in Chapter 8 where Chaum-Pedersen signatures replace Schnorr
proofs of identity can be provided with a solid foundation. Related to this
problem is the question to find out what exactly are the differences between a
zero-knowledge proofs of identity and the constructions, both with and without
revocation, that we have studied in this thesis.
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