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Abstract

In the world of science new technology have opened up the possibility to rely on ad-
vanced computational methods and models to conduct and produce scientific research.
An important aspect of scientific and business workflows is provenance - which refers to
the information describing the production or history of an end product. This end prod-
uct can be anything from digital data to a physical object, but in this context its usually
referred to describe digital data. Capturing provenance is thereby also important when
working with workflows, and although there are many different tools and systems to be
used for this purpose, the challenge of capturing and analyzing provenance information
about adaptive workflows persists. To address this issue we will examine the capture
of provenance information in scientific and business workflows, as well as provenance of
adaptations, and how to utilize and visualize this type of information. This is necessary
to get a better understanding of how to recreate an adaptive workflow, as well as to
get a clear overview of the topic of provenance and to realize what information might
be lacking.



CONTENTS
1 Introduction 4
1.1 Provenance . . . . . . . . . i i i i ittt e e e e e e e e e e e 4
1.1.1 Provenance Taxonomy . . . . . . . . ... )
1.1.2 Provenance Capturing (tools) . . . . ... ... ... ..... 6
1.1.3 Provenance Visualization. . . . . .. ... ... ........ 6
1.2 Business and Scientific workflows . . ... ... ... ......... 7
2 Methodology 8
2.1 Researchquestions . . . . ... ... ... ... ... .. 8
2.2 SCOPE . .« v i e e e e e e e e e e e e e e 8
2.3 Literature search . . . . . . . . . . . . . . i it e e e 9
2.4 Review protocol . . .. . ... ... L L e e 10
2.4.1 Study Selection . . ... ... ... .. 0000000, 11
2.4.2 Quality Assessment . . . ... ... ... 00 00000 11
2.4.3 Dataextraction ... ... ... ... ... ... 00000, 12
3 Results 15
3.1 Capturing Provenance Information . . ... ... ... ........ 16
3.1.1 Information currently being captured . ... ... ... ... 16
3.1.2 Information to be captured . . .. ... ... .. ....... 17
3.2 Usage and Visualization . . . . . . . ... ... ... .......... 18
3.3 Toolsand works . . . . . . . . . . i i i i i i it e e e e e e 19
3.3.1 Implemented tools and methods . .. ... .......... 20
3.3.2 Conceptual tools and methods . ... ... .......... 20
3.3.3 Provenancestandards . . . . . ... ... ... 0000 22
4 Discussion 23
4.1 Threats tovalidity . . . . . . . . . . . . . i e 24
4.2 Future work . . . . . . . . L e e e e e e e e e e e 24
5 Acknowledgements 24
References 25
L1ST OF FIGURES
1 Workflow Provenance types taxonomy [17,33] . ... ........ 6
2 Literature Search Process and Iterations . . . . ... ... ... ... 10
3 Use cases in the literature . .. .. .. ... ... ... ..., 19



LIST OF TABLES

= © 00O Uik Wi -

Research questions . . . . . . . . . . ... o 0 o oo 8
Search terms for provenance in workflows . . . ... ... ...... 9
Search sources for literature review . . . . . . ... ... .. ... .. 9
Inclusion criteria . . . . . . . . . . .. e e e e e e e e e e 11
Exclusion Criteria . . . . . . . . . .« i i i i i i e e e e e e e 11
Quality Assessment . . . . . . . . . . et 12
Data extraction form . . . . . . . . . . . . . e e e e e 13
Study types . . . . o . i i e e e e e e e e e e e e e e e e e e e e 15

Implemented tools. C: Capture, M: Manage, V: Visualize, E: Edit 20
Conceptual tools. C: Capture, M: Manage, V: Visualize, S: Storage 21



1 INTRODUCTION

The technology is ever so quickly evolving in our society, which opens up new possibilities in
many different areas but also pushes us to adapt to the new innovations. One of the areas
affected by this change is science. New technology have opened up the possibility to rely
on advanced computational methods and models to conduct and produce scientific research.
With this new way of doing research new findings are possible, but new challenges are also
presented. One of these challenges is presented in the aspect of reproducible research |11, 20].
For in silico research to be deemed reproducible, there needs to be detailed information
accessible about the software environment used, which data was used and produced and how
every step was carried out. All of this information supports establishing the provenance of
the research.

Provenance is not only crucial in scientific experiments but also in business workflows.
In scientific and business workflows provenance describes the production or history of a data
product. The capturing of provenance is a topic that has gained importance, at least since the
increase of in silico research and simulated experiments with its handling of large amounts
of data and additional levels of complexity. As a result of this there are different tools
and systems to be used for capturing and managing provenance in scientific and business
workflows.

There are many different aspects of provenance and one challenge is how to capture them
all, or alternatively how to decide what aspects are needed to ensure reproducibility. One of
these aspects that we will examine in this paper is the information of change or adaptation
in a workflow during runtime. This change may occur for example when a scientist decides
to change the software used for a part of the workflow, or the dataset used receives some
additional data-points. These workflow changes are crucial for the trial-and-error manner of
conducting their experiments and their research, making it important to capture this infor-
mation. As of today, many of these important details of the process might get lost, which
in turn would affect the reproducibility aspect of the experiment.

In this paper we report the findings made in a systematic literature review on this very
topic. We will examine different methods and tools used to capture and visualize provenance,
as well as what is missing in this area. With this information and potential future solutions
we will identify future challenges, research topics, and open questions for investigation.

1.1 PROVENANCE

Within scientific research documentation is of great importance. Clear documentation en-
sures that all aspects of the research process, including methodologies, data collection pro-
cedures, and analytical techniques, are clearly established. This transparency is essential
for others to replicate the research and verify its findings, thereby promoting reproducibility
and reliability in scientific inquiry.

This has arisen as one of the challenges of eScience, as reproducing an advanced com-
putational experiment needs a lot of specific data and methods which can be difficult to



document and keep track of during the research process. This is where the concept of prove-
nance information becomes a crucial aspect [11, 26]. As shown through the process of this
review, provenance can be defined in different ways often depending on the intended usage.
A general definition however could be summarized as the history or detailed story of how
some final product was derived, in this case the final product of a workflow.

1.1.1 PROVENANCE TAXONOMY

There are different ways to define the term provenance, although all definitions are related
to describe the origin or history of some form. As stated in [30] it is often dependent on the
field in which the term is used. For example within the scientific community it is often used
to describe a scientific workflow, but it could also be used to focus more on the insights and
hypotheses.

In this report, we base our definition of provenance on the work by Herschel et al. [17].
This definition serves as a foundation for exploring the different features of provenance
information. One of these features is the granularity, which indicates the amount of detail
in the provenance. There are two different granularities identified according to [17]: fine-
grained and coarse-grained granularity. This feature may be mentioned but is not a primary
focus within this work.

Another feature is the provenance-type. There are four different types of provenance de-
pending on the area of use: provenance meta-data, information systems provenance, workflow
provenance and data provenance [17]. In this paper we are going to focus on scientific- and
business workflows. Therefore the provenance type of focus in this paper is going to be
workflow provenance.

The last feature of provenance, and the one we will examine the most in this report, is the
provenance-form. In [17] there were three different provenance-forms identified: prospective,
retrospective and evolution provenance.

Prospective is the provenance that describes the structure or static context of a workflow,
which means that it is not dependent on the input or execution of the workflow. Retrospective
provenance on the other hand contains the specific execution information of a workflow. This
includes information of the execution of every workflow step and the environment, as well
as the accessed or produced resources. The last form, evolution provenance describes the
changes between two different versions of a workflow.

In [1] the authors provide a clear and effective demonstration of these various provenance
forms using the process of building an IKEA table as an example. They explain that the
prospective provenance information acts as the manual for the table, with a clear plan or
instruction on how to produce the desired product. Retrospective provenance on the other
hand is the implementation of this plan, as some steps may not be executed precisely as
intended. For example if a specific tool included in the manual is not accessible, an alternative
may be used instead. As such, if a screw is missing one could use glue as a replacement.
These types of information about how the process was actually implemented is described by
retrospective provenance information. Evolution provenance was not mentioned in [1], but
with the same analogy evolution provenance could be described as the differences between
two versions of the IKEA table. For example they could produce a newer version of the table
with more durable screws and a higher quality paint. Then the evolution provenance would



describe these new changes between the two tables.

In this report we are also going to examine the state of provenance of adaptation. This
term is used by [33] to describe the adaptation or change in a workflow, more specifically ad-
hoc changes and changes during runtime. Provenance of adaptation is thereby necessary to
enable provenance of adaptive workflows. Provenance of change has been subdivided in [33]
into the forms evolution provenance (originally mentioned in [17]) and ad-hoc provenance.

The provenance taxonomy as defined by [17], and with the addition of [33] can be seen in
Figure 1.
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Figure 1: Workflow Provenance types taxonomy [17, 33|

1.1.2 PROVENANCE CAPTURING (TOOLS)

Depending on the use case, different data sources, processing pipelines and parties involved,
the capturing and managing of provenance can look very different. As there are also currently
no adopted global standards for provenance, the specific data collected by a provenance
capture tool can vary greatly. The capture can be done either by the Workflow Management
System (WfMS), a separate tool connected to the WIMS, or a standalone tool. The specific
data actually captured by either method also varies. Some tools may only collect partial
provenance, the types and forms of provenance can vary or if the data collected is fine-grained
or coarse-grained.

1.1.3 PROVENANCE VISUALIZATION

The visual representation of the provenance information can also vary between different
approaches, as there is not a given standard. Visualization can be anything from a simple
log in a document to complex and in-depth graphs.



1.2 BUSINESS AND SCIENTIFIC WORKFLOWS

Business workflows are defined by [14] as a description of tasks, only specifically within a
business process. These tasks are described on a theoretical level to enable the understanding
of the business process, as well as for evaluating, and redesigning the process. The business
workflow may also include information describing the process requirements [22, 10].

A scientific workflow shares many similarities with a business process, and can even be
modeled as one. According to [24] the scientific workflow is defined as follows: a description
of a scientific process, breaking it down into a series of smaller steps. It is constructed of
components called "tasks" and "dependencies". The tasks represent computational steps
used in for example data analysis and simulations, and are usually arranged and executed
in a specific order. The dependencies represent the relationships between these tasks in the
workflow. For example the output of one task might be required as the input of another
task, so tasks have the possibility of being dependent on each other.



2 METHODOLOGY

The goal with this paper is to examine the current state of provenance in scientific and
business workflows, and more specifically provenance of adaption. For this purpose we
have formulated a selection of research questions. To explore this topic and answer the
research questions the chosen methodology is the systematic literature review approach.
This methodology was chosen as it is deemed an appropriate way to comprehensively review
research on a specific topic, and as there was a limited amount of papers written on this
topic it was also feasible to perform by one person. The review approach will follow the
guidelines of [21], and is divided into multiple different steps that will be described further
in this chapter.

2.1 RESEARCH QUESTIONS

To explore the topic of provenance of adaptation in scientific and business workflows and how
to capture it we have identified one main research question (RQ1) with five sub-questions
(cf. Table 1). This approach allows us to systematically analyze various facets of the topic,
while ensuring a comprehensive and in-depth investigation.

Table 1: Research questions

RQ1 How do we capture provenance information of adaptive scientific and business
workflows?

RQ2 What information should be captured, and what is currently being captured?

RQ3 How is such information being used?

RQ4 How is such information being visualized?

RQ5 What are the available works and tools for this purpose?

RQ6 What is currently missing within this subject?

By addressing these questions, we aim to develop a deep understanding of not only
how to capture provenance but also how to effectively use and visualize this data. The
comparison between the ideal and current practices (RQ2), coupled with the evaluation of
existing tools (RQ5), will highlight areas of strength and opportunities for improvement. The
practical applications (RQ3) and visualization techniques (RQ4) will provide insights into
the usability and accessibility of provenance, ensuring that it serves its intended purpose.
Finally, by identifying what is missing in the current landscape (RQ6), we can propose new
directions for research and development, ultimately contributing to more robust and efficient
workflow management systems in both scientific and business contexts.

2.2 SCOPE

The first step in this process was to identify the scope. The topic was defined as provenance
of adaptation in regards to scientific and business workflows. Specifically, we will examine the



workflow-provenance type and explore all forms and levels of granularity of provenance that
we encounter. We will include papers on provenance in scientific- and business workflows,
encompassing both those that involve adaptations and those that do not, as these can be
used to answer the sub-questions and still provide valuable insight to the main research
question. We will include papers related to scientific and business workflows - regardless of
the specific field of study. We will also include papers on business processes and scientific
choreographies shall we encounter this.

Our goal is to investigate the current state of the art of this topic, using [17] as a foun-
dation. Therefore, we aim to use papers published subsequent to the release of this report
in this review, or potentially older studies they may have overlooked or excluded for any
reason.

2.3 LITERATURE SEARCH

With the scope and research-questions identified, the next step in the systematic review
process was to perform the literature search. This is the step were we define the search
terms and perform our search on each of the selected search sources. The goal is to find
and collect every paper that is related to our topic and can be used to answer the research-
questions. The search terms and search sources are documented to confirm that the literature
search is reproducible, as this is an important aspect of the research. The search terms and
search sources used are listed in Table 2 and Table 3 respectively. As search term 2 were a
more broadly defined search term meant to include papers not related to adaptation, this
term were used for search in the title or abstract of the papers.

Table 2: Search terms for provenance in workflows

Query Description

1. provenance AND (adaptive OR adaptation) AND ((scientific OR business) AND
workflow)

2. provenance AND (scientific workflows OR business workflows OR adaptive work-
flows)

3. provenance AND (adaptive workflows OR flexible workflows)

Table 3: Search sources for literature review

Source Description

1 Web of Science [2]

Scopus |!]

I[EEE Xplore [18]

DBLP (Digital Bibliography & Library Project) [12]

W N

After defining the search-terms and sources the literature search was performed. During
this process, as shown in Figure 2, all the results was initially judged based on their title
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and the abstract to get an initial perception whether the paper was relevant or not to the
topic. All papers that were deemed relevant were then collected and proceeded to the next
step. Some studies were also gathered from the reference lists of those identified through the
literature search.

Web of Science:
307

Total papers found:
1165

Initial search

Irrelevant to
the topic:
642

Excluded papers:
47

Excluded papers:
5

®
7]
@
)
@]
[
a
=
2
>
0]
o

Analysing Additional
references: papers found:
16 ]

Final papers
included in review:
22

References

Figure 2: Literature Search Process and Iterations

2.4 REVIEW PROTOCOL

Once the initial literature search has been completed, the next step is to decide which po-
tential studies to include in the review. This is illustrated as the Review process in Figure 2.
The selection process requires a systematic approach to ensure that only relevant and high-
quality studies are considered. To facilitate this, a review protocol is necessary. The review
protocol serves as a comprehensive guide that aids in both the selection of studies and the
review process itself. It outlines the criteria for inclusion and exclusion, specifies the quality
assessment, and details the methods for data extraction and analysis. By adhering to a
well-defined protocol, the review process becomes more transparent, reproducible, and free
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from bias, ensuring that the final review is both rigorous and reliable.

2.4.1 STUDY SELECTION

To select these studies a selection criteria is used to assess the studies’ actual relevance. The
selection criteria also help limit the chance of bias. There are two kinds of selection criteria:
inclusion- and exclusion criteria. The former describes papers to be included in the review,
and the latter describes papers to be excluded. The selection criteria used in this review are
stated in Table 4 and Table 5.

Table 4: Inclusion criteria

Criterion Details

Relevance to the topic Papers must include the terms ’'provenance’, 'workflow’, and
preferably ’adaptive’.

Publication type Peer-reviewed journal articles, conference papers, and academic
theses are to be included.

Language Papers written in English are included for accessibility and com-
prehensibility.
Scope Papers covering different aspects such as methods, tools, tech-

niques, challenges, or best practices related to provenance in
workflows, preferably adaptive, are included.

Table 5: Exclusion Criteria

Criterion Details

Lack of Detail Papers lacking sufficient detail about relevant topics are excluded.

2.4.2 QUALITY ASSESSMENT

Once a paper has been selected using the selection criteria, it is important to evaluate
the quality of the paper in question before proceeding to the review step. To perform this
evaluation, a quality assessment is necessary. This process serves several important functions.
First of all it ensures that the studies included in the review are both credible and reliable.
It also helps to prevent bias as studies with weak methodologies or poor execution can
introduce bias into the review, resulting in misleading results and conclusions. Apart from
this purpose, the quality assessment can also serve as an additional selection criteria, as a
study may meet the initial selection criteria but lack in quality. In cases like this the paper
should be excluded from the review based on the quality assessment results. This process
ensures that only the most reliable studies are included in the final review. The quality
criteria used in this review are illustrated in Table 6.



12

Table 6: Quality Assessment

Criterion Detalils

Clarity of research objective e Are the research objectives clearly stated and well-
defined?
e [s it clear how the study contributes to understanding
provenance in (adaptive) workflows?

Methodological rigor e Is the methodology used appropriate for addressing the
research questions?
e Are potential biases or limitations of the methodology
acknowledged?

Relevance and novelty e Is the research situated within the context of existing
literature, and does it build upon previous work effectively?

Results Interpretation e Are the results clearly presented and interpreted?
e Do the conclusions logically follow from the results pre-
sented?
e Are limitations and potential sources of error adequately
discussed?

The quality assessment for this review ensures that the studies presents a clear research
objective, and uses an appropriate methodology for addressing the research objective. The
studies should also demonstrate relevance and novelty, as well as a clear presentation and
effective understanding of the results.

2.4.3 DATA EXTRACTION

After selecting the studies to be included in the review using the selection criteria and the
quality assessment we proceed to the data extraction. This is the step were the reviewer(s)
reads through the selected studies and documents the relevant data from each study that
may be utilized to answer the research-questions. To ensure consistency while reviewing and
to guarantee reproducibility in this step, a data extraction form is constructed. The data
extraction form serves as a tool to record and collect all the necessary information from the
studies to answer the research questions. The same data extraction form is used for each
paper reviewed. The template form used for this review can be seen in Table 7.

The General Information section collects the basic bibliographic details of each study.
These details help in tracking and referencing each study, providing context regarding its
academic or professional origins. In Study Characteristics the main objective and focus of
the study are outlined. It identifies the type of workflow the study examines (if any) and
whether it discusses the topic of adaptation in workflows or provenance. This information
helps categorize the study and align it with the relevant research questions. In the third
section Provenance Capturing we start to record more of the relevant data, as this section
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Table 7: Data extraction form

Category

Details

General Information

e Study ID: Unique identifier for the study.

e Title: Full title of the paper.

e Authors: List of authors.

e Publication Year: Year the study was published.

e Source: Journal name or conference where the study was

published.
e Type of Study: (e.g., empirical study, conceptual study etc).

Study Characteristics

e Study Objective: What is the main objective of the study?

e Workflow Type: What type of workflow does the study focus
on? (e.g., adaptive workflows, business workflows, scientific
workflows)

e Adaptation: Does this paper discuss the topic of adaptation
in workflows/provenance? (Yes/No)

Provenance Capturing

e Provenance Definition: How does the study define prove-

nance?
e Provenance Data Captured: What specific types of prove-

nance are captured? (Granularity, type, form, etc.).
e Tools and Methods: Which tools or methods are used to

capture provenance? (e.g., specific software, frameworks).

Provenance Utilization

e Use Cases: How is the captured provenance utilized? (e.g.,
workflow recreation, debugging, optimization, auditing).

e Challenges: What challenges are identified in capturing or
utilizing provenance information?

Provenance Visualization

e Visualization Techniques: What techniques are used to
visualize provenance information? (e.g., graphs, text-logs).

e Tools for Visualization: What tools/methods are used for
visualization?

Gaps and Future Work

e Identified Gaps: What gaps or missing elements are identi-
fied?

Quality Assessment

e Study Design: Is the study design appropriate to address
the research question(s)? (Yes/No)

e Methodology: Is the methodology well-defined and appro-
priate? (Yes/No)

e Bias and Limitations: Are potential biases and limitations
discussed? (Yes/No)

e Relevance: How relevant is the study to the research ques-
tion? (High/Medium /Low)

Additional Notes

e Comments: Noteworthy comments or observations.
e Figures: Relevant figures and tables.
e Quotes: Relevant quotes from the study that may be useful.
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details how the study defines and captures provenance information. Understanding these
elements is critical for evaluating the study’s approach to provenance, and provides insight
into the research questions RQ1, RQ2 and RQ5. In the next section of Provenance Uti-
lization the practical applications of the captured provenance data are explored. It also
highlights the limitations of capturing or utilizing provenance information, which together
enables us to address RQ3. The Provenance Visualization section examines how provenance
information is presented and visualized. It describes the visualization techniques used and
the tools or methods employed, which is used to answer RQ4 and RQ5. Gaps and Future
Work identifies gaps or missing elements in the current research and suggests directions for
future work. It helps highlight areas that need further investigation and helps to address
RQ6. The Quality Assessment section evaluates the methodological rigor and relevance of
the study. These evaluations ensure the inclusion of only high-quality and pertinent studies,
and indicates the relevance of the study to the research questions. The final section Addi-
tional Notes allows for the inclusion of any other relevant information or observations. It
may contain noteworthy comments, relevant figures and tables, and useful quotes from the
study, providing additional context and insights. We also decided to include a comment field
for each question on the form for an easier overview of the context or special remarks.

The extraction form shown in Table 7 is the final version used for the extraction, as
during the review some minor modifications to the data extraction form were performed.
For example the following form questions were added during the review process: Relevance,
Adaptation and Figures.

The “Figure” field was added as we realized that some figures were very useful to provide
context to some sections, or they simply contained helpful information. We also decided to
add a cell indicating if it was connected to adaptation - either by provenance of adaptation
or adaptive workflows. This to get a better overview over the actual literature on adaptation
that was proving to be a smaller portion of the total amount of studies reviewed. The
“Relevance” field was also used to indicate the amount of relevant information provided
within the study. There was also a modification made to the “Type of study” question.
Before the review process there were no specific categories planned for this field. However,
after finishing the review while working on the report, we realized that it would be wise
to divide the studies into a specific set of categories: General studies, Empirical studies,
Conceptual studies and Adaptive-related studies.

While using the extraction initially, we answered the questions on the extraction form in
great detail. However, we soon realized that it would be more efficient by providing brief
answers and including additional details in the comment sections. This approach would also
simplify the process of reviewing and comparing responses later on.

When reviewing studies in a systematic review it is also important to include checking
techniques, to validate that the review is indeed consistently performed and and without
bias. As this review process is performed by only one person this checking technique has
been executed as a test-retest process, where the reviewer has performed a second extraction
from a random selection of studies already reviewed. After the second extraction the results
are compared to check the data extraction consistency. This second extraction was performed
on one of the earlier reviewed studies by the end of the review process.
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3 RESULTS

The selected studies for the review consisted mainly of papers focused on scientific workflows,
as only 5 out of the total 22 reviewed papers covered business workflows or processes. How-
ever as both workflows are similar in structures, most information are applicable in both
fields. This also means that the same tools and methods can generally be used for both
scientific- and business workflows. Because of this there will not be a separation of these
studies based on their applied field.

The primary studies were of many different types, so to get a better understanding of
how they differed and which insight we can gather from them we are going to divide them
into different categories. Note that some of these primary studies can belong to more than
one category.

The first category, which is also the most common type, is the Conceptual studies. These
studies build upon previous research, using it as a foundation to propose new concepts or
ideas. These concepts have not actually been fully implemented or tested yet, at the time of
this study’s publication.

The next category is Empirical studies. This study type analyses an already implemented
tool or method that has been tested and analysed.

As there was a limited amount of papers related to provenance of adaptation, this was
not selected as a requirement and other studies not directly related to adaptation were
also included in the review. As such, we introduce a category called Adaptation-related
studies, to indicate studies containing discussion about provenance of adaptations or adaptive
workflows.

The last category is called General studies, and this includes studies on the general topic
of provenance or workflows, as well as review papers and surveys. The contributing studies
for each category can be seen in Table 8.

Table 8: Study types

Type References

Conceptual [19, 27, 4, 31, 8, 33, 32, 10, 16, 7, 25, 9, 28, 34]
Empirical [13, 6, 39]

Adaptation-related [19, 27, 4, 31, 8, 33, 32, 17]

General studies 3, 11, 23, 17, 30]

Within the studies in which provenance of adaptation were discussed, the adaptation
aspect was sometimes the main focus of the paper but in others it may only have been
discussed briefly. There was also different terms used to describe provenance of adaptation,
and the focus of adaptation would also differ. The previously mentioned form of evolution

provenance was used in [17]. The term "provenance of change" was used in [31, 33| and
"provenance of adaptation" was used in [33], both used to describe provenance of adapta-
tions or changes in workflows. As stated in [33] this is necessary to enable provenance of

adaptive workflows. In [1] the term "subjunctive provenance" was used to describe not the
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adaptation itself, but other possible changes or events that could have happened but did not
occur. In the papers [19, 27, 8, 32| there were no specific term used to describe provenance
of adaptation.

The studies not directly related to adaptation were also included, if they fulfilled the
selection criteria and the quality assessment. These papers were used to gain further insight
into the topic of provenance in scientific and business workflows, as well as to answer the
respective research questions. The sub-questions in which these papers were relevant are:
RQ2, RQ3, RQ4 and RQ5 (cf. Table 1). As such, these papers will mainly provide insight
into which provenance information is currently being captured, how it is being used and
visualized, and what tools are being used for this purpose.

3.1 CAPTURING PROVENANCE INFORMATION

When it comes to the capturing of provenance, there are two different types of studies encoun-
tered during the review that are deemed most relevant: Conceptual studies and Empirical
studies. The Conceptual studies tend to describe the more recent works in this area, and
the Empirical studies discuss the more established works. The General studies can also be
used to gain insight into the general state of provenance capturing. As such, for this section
there is a division of these categories to describe the capturing of provenance.

We are now going to answer RQ2: What information should be captured, and what is
currently being captured? (cf. Table 1). We will first look at the information currently
being captured. We will then proceed to explore the topic of what information should be
captured, and for this we are mainly going to focus on the Adaptation-related studies.

3.1.1 INFORMATION CURRENTLY BEING CAPTURED

To answer this question we are mainly looking at the Empirical studies, and the General
studies will also be used. The information retrieved from these studies may not be overly
specific, as the relevant information to capture will vary depending on the context and the
specific workflow in question. However we have gathered from the reviewed papers that there
are specific provenance types and forms that are more commonly collected.

Since this review focuses on provenance in scientific and business workflows, in the studies
the mentioned provenance form collected is workflow provenance. In [17], workflow prove-
nance is defined as meta-data collected for a workflow process that can be derived from the
input, output, the model and the parameters of the workflow process. If we look more into
detail at the workflow provenance captured we observe that both granularities are reported
to be captured, depending on the use cases of the provenance. There are also mainly two
forms that are mentioned to currently being captured, namely prospective and retrospective
provenance. The only mentions of evolution provenance being captured has been in [17]
which states that Kepler [20] and VisTrails [37] provides support for evolution provenance.
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3.1.2 INFORMATION TO BE CAPTURED

To answer the question of what information should be captured (to enable the capture of
adaptation), we have to look into the papers of the category Adaptation-related studies. It
is inevitable that provenance is needed, but we will look into what exactly differs between
provenance and the provenance of adaptation. In [19] it is mentioned that capturing the
provenance of the adaptation steps made within the workflow is necessary, and to further
explore this we will examine exactly what information this entails.

Some studies identify that there are new forms of provenance needed to be collected to
enable adaptation, additionally to the forms defined by [17]. As before mentioned there are
three provenance forms identified: prospective, retrospective and evolution provenance. In
[1] a fourth form of provenance is also identified, namely subjunctive provenance. This form
of provenance describes what could happen during the implementation of a process. The
authors provide an effective demonstration of the various provenance forms using the process
of building an IKEA table as an example.

Using this example, subjunctive provenance could be explained by the fact that some tool
described in the IKEA table manual is not included in the kit, which may lead to the cus-
tomer using another tool or method to assemble the different parts of the table. It could also
be used the other way around, if such a modification has taken place subjunctive provenance
may be used to describe what could have happened would this change not have occurred.
Subjunctive provenance is thereby needed to identify potential branches that could emerge
within a workflow, or to look back at a process and see what could have happened if other
choices were made.

In [33] there has also been an additional form of provenance identified, namely ad-hoc
provenance. Provenance of change has been subdivided in [33] into the forms evolution
provenance (originally mentioned in [17]) and ad-hoc provenance. The difference between
these two are identified as evolution provenance describe adaptations to the workflow model
itself, and ad-hoc provenance describes the adaptations in a workflow instance. Using the
same example as in [1| with the IKEA table, evolution provenance can be compared to the
company replacing the provided screws in the table package for nails. This would enable
customers to use a hammer for assembly instead of a screwdriver, generating a change in the
building process for the table, affecting all customers. Ad-hoc provenance on the other hand
could represent one specific customer not finding the right sized screwdriver, and therefore
opting to exchange the screws for nails that they already possessed. As such, this does not
affect the general building process for the table, only for this specific instance of it.
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3.2 USAGE AND VISUALIZATION

There are many use cases for provenance mentioned in the studies, but the most commonly
discussed utilization is for the purpose of reproducibility within workflows. Within the
scientific community reproducible research is fundamental and within scientific and business
workflows provenance information is the very basis of this important feature.

Within the area of collaborative adaptive workflows, provenance of adaptation is espe-
cially required to ensure reproducibility according to [32, 33]. In these papers the authors
assert that in order to reproduce data processing pipelines between collaborating organisa-
tions it is necessary to record a description of the change being performed, as well as the
new and the old version of the workflow.

Except for reproducibility there are multiple other use cases for provenance. Figure 3
presents the use cases discussed in the studies, along with the corresponding studies where
these use cases were mentioned. Many use cases stated in Figure 3 are related to each other.
For example: analyzing and validating the data and its derivation can help researchers
explain unexpected results or identifying and handling errors. This makes it possible to
further prevent fraud and ensure trust within the collaborators, as all the results are trace-
able. Moreover, handling errors and preventing fraud helps maintain quality throughout
the experiments thereby facilitating quality control. As such, collecting and documenting
provenance enables a lot of use cases with different advantages for researchers.

When it comes to visualization of provenance there are different approaches. The ma-
jority of primary studies discussing visualization mention some form of graph-representation
to visualize the provenance. The use of a Directed Acyclic Graph (DAG) is described in
[28, 6, 34, 13], although these graphs are constructed in different ways. For example the
visualization graphs in 0] are made of graphs where each node represents data, collection
and parameter items produced by (or provided to) the workflow run. The edges maps each
node to the set of nodes and events involved in its creation, showing how one item is derived
from others or influenced by specific events.

The graph described in [13] are described as a rooted tree, where each node represents a
version of the workflow. The edges between these nodes then describe the action needed for
the derivation of one version from another. Some tools and methods discussed in the studies
provide support for PROV, which is a provenance standard that can implicitly be visualised
as a graph.

Some less common visualization techniques mentioned are the use of provenance reports
[L6], and a database-visualization [0].
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Figure 3: Use cases in the literature

3.3 TooLS AND WORKS

There has been many different tools and methods encountered during the review, and once
again it is necessary to divide them into two categories: implemented tools and methods,
and conceptual tools and methods. The implemented tools are tools and methods that are
fully implemented and officially released. Conceptual tools are defined as those that are
either not fully implemented or consist of elements that are still only theoretical.
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We will begin looking at the implemented tools and methods as these will give us a general
view of what is accessible right now. Later we will look into conceptual tools and methods
which will be more related to the capturing of provenance of adaptations. The tools discussed
in this section may be discussed in great detail in the studies or simply be briefly mentioned.
If briefly mentioned, additional research has been made to answer the relevant questions such
as: What is the main purpose of this tool? Which provenance standards are supported? Etc.

3.3.1 IMPLEMENTED TOOLS AND METHODS

During the review, various provenance tools designed for different purposes were encountered.
A collection of the reviewed implemented tools and methods is illustrated in Table 9. The
tools included in these tables are the tools mentioned in the studies that contain some
support for provenance. It is stated what the main purpose of the tool is in regards to
provenance, and whether there is support for some provenance standard. Under "Type," it
is specified whether the tool is a WIMS, incorporated with a WfMS, or a standalone tool.
"Last Change" indicates the most recent year when the code in the open repository was
updated. Lastly it is stated in which papers this tool or method was mentioned.

Table 9: Implemented tools. C: Capture, M: Manage, V: Visualize, E: Edit

Name Purpose Standard Type Last Change References
Kepler C PROV, OPM WEMS 2021 [33, 28, 6, 7, 11, 3,
Prov Viewer \% PROV Standalone 2020 [33, 39]
ProvViz ! V, E PROV, RDF Standalone 2021 [33, 39]
ReproZip C, M None Standalone 2024 []
Taverna C, M PROV, OPM WIMS 2020 [7, 11, 3, 32, 17]
VisTrails C, M,V OPM WIMS 2017 [8, 34, 13, 7, 11, 17,

As can be seen in Table 9, most of these tools have been developed for the main purpose
of managing provenance, collection of provenance or for visualization. The most mentioned

tools are: Kepler [20], VisTrails [37] and Taverna [35]. Of these tools, only Kepler is still
being maintained as both VisTrails and Taverna are no longer maintained according to their
respective websites or specifications. According to [17], evolution provenance is supported

by Vistrails and Kepler, but none of the tools are reported so support ad-hoc provenance.
Moreover, all the implemented tools mentioned in this table were found to be open source.

3.3.2 CONCEPTUAL TOOLS AND METHODS

As previously stated, many of the primary studies used in this review are conceptual studies,
introducing a conceptual or theoretical idea that has not yet been fully implemented. These
concepts are important to distinguish from the implemented tools and methods, as these
have not yet been thoroughly tested. These concepts do however contain potential and may
provide methods that could enable the capture and management of provenance of adaptation,
which is something that the already implemented tools and methods have not been able to
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fully satisfy. Therefore this category is very important to be able to answer the main research
question. An overview of the conceptual tools and methods encountered during this review
are presented in Table 10. The columns are the same as Table 9, with the addition of the
"Adaptation" and "Open Source" columns, indicating whether or not there is expressed
support for adaptations, and if the tool is open source. Instead of noting the last year of
change, we also consider the "Last Work". Since not all of these tools are implemented, this
can also indicate when the most recent paper discussing the tool was published.

Table 10: Conceptual tools. C: Capture, M: Manage, V: Visualize, S: Storage

Name Purpose Adaptation Standard Type Open source Last Work References
AVOCADO \% X None Standalone X 2017 [34, 39]
PRISM C,M, V.S v None Standalone v 2023 [27]
Provenance Holder C v PROV Incorporated v 2024 [32, 33, 31]
ProvSearch M, S X None Incoprorated X 2014 [10]
SAMbA-RaP C, s X PROV Incorporated v 2020 [16]
Secure scientific workflow data provenance framework C, S X ProVOC, RDF  Standalone X 2023 [23]

From Table 10 we can derive that only two tools currently indicate some form of support
for provenance of adaptation: PRISM and Provenance Holder. PRISM introduces a design
enabling the storing of provenance on a decentralized ledger in the form of a blockchain. It is
meant to provide a flexible framework to support the dynamic nature of scientific workflows.
To enable the support for workflow modifications, PRISM uses Invalidation and Modification
Blocks. A scientist needs to get the agreement of at least 50% of the scientist to be able
to submit an invalidation transaction, or a modification transaction. After this a Data
Invalidation or Modification Block will be added to the ledger. When the Invalidation Block
gets propagated into the network, the relevant data will be flagged as invalid. Following
this invalidation, the workflow task which produced the invalid data will be recomputed. As
a consequence of this, every other workflow task relying on the invalid data must also be
invalidated and recomputed. If there is a need for addition or subtraction of workflow tasks,
a Modification Block is to be used. This provides scientists the possibility to adapt workflows
during the experiments. The use of blockchain in this implementation simultaneously ensures
comprehensive and transparent provenance records [27].

According to [33] the Provenance Holder will have support for the coarse-grained granu-
larity, and the prospective and evolution provenance forms. More specifically it will support
both workflow evolution provenance and provenance of ad-hoc workflow change, according
to the previously introduced definitions. It is also stated that support for retrospective
and fine-grained provenance could also be enabled with detailed workflow execution traces.
The Provenance Holder collects provenance on a very detailed level during the execution
and adaptation of workflows. The data collected is highly specific and includes information
about each individual activity within the workflows. The specific provenance information
for a workflow adaptation might consist of a description of the specific modification, the new
version of the workflow, as well as a reference to the old (preceding) version. The adap-
tations to the workflow model are stored in an object type called provenance information
object for adaptation. When an instance migration occurs, the entire workflow model is
captured. However, if ad-hoc workflow changes happen, only the specific modification is
captured. Before storing the provenance the data gets validated. Similarly to PRISM the
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Provenance Holder suggests the use of an immutable public ledger, for example blockchain,
but instead of storing the provenance it is used for time-stamping. The primary use for this
time-stamping is to attribute to the fact that something was known for example before a
certain action.

In [8] they also describe a method of descriptor-space containing all the necessary param-
eters for the workflow within descriptors. For each descriptor there is a name, a value and a
decay-parameter. This decay-parameter is tracking whether the parameters are accessible, as
well as if there are changes within the parameters. For the workflow to be fully documented
and reproducible all parameters need to be known or stored. Therefore this descriptor-space
method makes it possible to analyse whether or not a workflow is fully reproducible and
if there has been any changes made to the parameters. One example of this could be if a
workflow is depending on data subtracted from a database that is continuously changing,
the decay-parameter will indicate that a change has been made and this adaptation can be
documented.

There is also a new scientific workflow data provenance framework proposed in [23], which
is based on the provenance model ProVOC and blockchain. Using blockchain, it links the
provenance information to verify its reliability and ensure that it has not been altered or
tampered with.

3.3.3 PROVENANCE STANDARDS

There are many different provenance representation models or standards used to represent
provenance. Initially, Resource Description Framework (RDF) [15] was used to present
provenance. RDF is a data model developed by World Wide Web Consortium (W3C) for
meta-data and a key element of the semantic web. RDF represents data as triples, each
consisting of a subject, predicate, and object.

Following this, one of the first models developed specifically for provenance in 2007 was
the Open Provenance Model (OPM) [29], which is a Graph-Based Model. OPM did however
come with some problems and as a result another more refined and detailed standard was
proposed by W3C, called PROV [38]. The very core of the PROV standard is the data
model The PROV Data Model (PROV-DM). PROV-DM can also be mapped to RDF via
PROV-O.

Another notable model is Open Provenance Model for Workflows (OPMW), which serves
as an extension of the OPM standard specifically designed to describe the provenance of
scientific workflows. Also highlighted in the studies is ProvOne [5], which also represents
scientific workflow provenance. Notably, ProvOne is compatible with PROV-DM, ensur-
ing interoperability and flexibility in how provenance information is captured and utilized
across different systems. Together, these models provide robust frameworks for managing
the complexities of scientific workflows.

According to [23] PROV-DM, OPMW and ProvOne all have the ability to capture, store,
and search the provenance of a workflow, as well as trace it in a standard, machine-readable
format. ProvOne is also supporting three forms of provenance: prospective, retrospective
and evolution [17].
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4  DISCUSSION

In this literature review report we have examined the state of the art of provenance in
(adaptive) scientific and business workflows. We have explored the capture of provenance
and discovered that there are a lot of different tools and methods available. However these
methods are generally only capturing prospective and/or retrospective provenance and there
is a lack of support for provenance of adaptations. We have also looked into how provenance
is visualized. There are a lot of different tools and approaches available with the most
common approach being a graph representation of some sort, for example a DAG.

Provenance has many areas of use, the most mentioned being reproducibility. Other
use-cases identified are: Prevent fraud and ensure trust, Analysis and validation, Quality
control, Error handling and Development. While many of these areas are interconnected,
they can also be viewed independently.

We have examined different tools mentioned in the reviewed papers, and divided them
into two categories: implemented- and conceptual tools. Within the implemented tools there
is some support for evolution provenance, more specifically by Vistrails and Kepler. We can
also argue that some of the visualizing tools with support for a provenance standard can
support evolution provenance. This is due to the fact that some of these provenance stan-
dards are able to model provenance including the adaptations. The conceptual tools on
the other hand also introduce some support for provenance of adaptations (see PRISM [27]
and the Provenance Holder [33]). There are also tools for complex provenance visualization
(AVOCADO [31]), as well as other managing and storing tools.

Using the information provided we are able to answer the main research question: How
do we capture provenance information of adaptive scientific and business workflows?

We have examined two different forms of adaptive provenance: evolution and ad-hoc.
To enable the capture of provenance information of adaptive scientific- and business work-
flows, it is important that we provide support for the capture of both evolution and ad-hoc
provenance. As the most common use-case of provenance is reproducibility, it is crucial to
enable the capture and managing of all forms of provenance, including provenance of adap-
tation. Without this we can not ensure full reproducibility for adaptive workflows. Some
implemented tools (Kepler and Vistrails) do provide support for the capture of evolution
provenance, but no support of ad-hoc provenance has been reported. There are also tools
under development with support for provenance of adaptations, such as PRISM [27] and
the Provenance Holder [33], although they are not fully implemented yet. The Provenance
Holder reports support of both evolution and ad-hoc provenance, while PRISM does not
define the supported provenance forms.

When it comes to the visualization of provenance of adaptations, there are tools available
that supports the PROV standard (ProvViz [39] and Prov Viewer [36]). Since this standard
is flexible enough to capture the provenance and the adaptations, these tools are already
compatible with provenance of adaptation, provided it is represented in a PROV format.
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4.1 THREATS TO VALIDITY

One of the primary threats to the validity of this literature review is the relatively small
number of papers available on the topic of provenance of adaptation. This limitation can
impact the comprehensiveness of our findings as well as potential biases in the results. As
provenance of adaptation is a relatively new and evolving area of research, the literature is
still developing and some studies might be in progress or unpublished.

4.2 FUTURE WORK

There is still a lot of open questions and future work available within this topic. All the
areas mentioned or proposed in the conceptual studies or the conceptual tools which are not
fully implemented yet serves as a base for future work. The threats to validity mentioned is
also an argument for future work, as there is an apparent need for further investigations in
this area.

There is currently a somewhat lack of tools or methods provided to enable the capture of
evolution provenance. Moreover there have been additional forms of provenance identified:
ad-hoc provenance [33] and subjunctive provenance [1]. The ad-hoc provenance has been a
subject of the work by L. Stage and D. Karastoyanova, who are also developing a provenance
capture tool that will provide support for this form of provenance. Subjunctive provenance
could be further explored in relation to evolution and ad-hoc provenance, as this topic is not
covered in the works by Bettivia et al. There are also possibilities to further examine how
subjunctive provenance could be captured and visualized.

As more forms of provenance are identified, the volume of provenance information that
needs to be captured, stored, and visualized also increases. This drives the development of
new tools and methods capable of managing these complex data systems. Another key area
for future work is determining which specific provenance information is necessary to ensure
reproducibility or to meet the particular needs of the intended use case.
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